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This paper represents the author’s position and research on many issues. It is not necessarily the official position of any Government Agency. Mr. George Winborne provided some extremely helpful research and suggestions during the preparation of this paper.
Those who would see the right thing done for the right reason and who would do that thing fairly will seek clarity and objectivity in the discussion of it. Those who would see something less done will sow confusion and misdirection in the debate. Let us then be very clear! 

As this author delved deeper and deeper into the structure and substance of 10 U.S.C. 2320 (hereafter the “Statute”) and the implementing regulations and contract clauses (hereinafter “the DFARS”
), it was a very pleasant surprise to find that the structure and substance of that statute could produce practical and fair outcomes when applied and followed as written. While there is one enormously useful and complete treatise on this subject
 and a few law review articles
 with  very good summaries of the issues,  most articles and case law focus on isolated issues without placing those issues into a clear and complete context with the Statute, the DFARS, and other issues. As with any attempt to ascertain the fullest extent of the authorizations  and the limitations contained within a statute (and subsequent implementing regulations), the initial analysis will not consider prior assumptions, past practices, case law, and even scholarly analyses which might influence the initial interpretation of the plain meaning of the words as written.
 These other sources and authorities will be considered, as discussed in Part V, only after completing the initial analysis.
This analysis is divided into the basic paper and eight Attachments. The basic paper analyzes the Statute and the DFARS as they are written. Attachments One and Two provide a copy of 10 U.S.C. 2320 and DFARS 252.227-7013 for convenient reference. Attachments 3  through 8 examine the practical application issues which arise in an attorney’s daily practice regarding DOD data rights. 

It is noted that while the basic analysis is limited to the Statute and DFARS 252.227-7013, the majority of the language and issues are identical, or very similar, for the DOD data rights pertaining to computer software at DFARS 252.227-7014. Further, many issues for commercial technical data at DFARS 252.227-7015 and for Small Business Innovation Research (SBIR)
 data rights, DFARS 252.227-7018 will be answered by this analysis as well. The practical application of the analysis is addressed in Attachments 3-8 and includes all of the data rights clauses except the SBIR clause.  The very unique and significant differences between the SBIR clause and the other clauses can easily lead to confusion when discussed together. The SBIR clause is further complicated by the Small Business Administration’s implementing regulations which are not fully reflected by the DOD clauses.

Many issues raised within the analysis require further thought, research, and case law. An attempt has been made to note those issues. While not easily incorporated into the analysis, it is important to remember that a Sovereign is not to be thought of as another commercial entity. Besides certain unique legal issues which arise regarding sovereigns, this author always emphasizes in training sessions and lectures that the Government’s (client’s) desired outcome is one that is FAIR to all parties
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I. The Statutory Structure for Allocation of Data Rights.
The Statute (10 U.S.C. 2320 reproduced at Attachment 1) which is applicable to DOD procurements
 using appropriated funds creates four categories with regard to an “item, component, or process”
 (ICP). While these categories are generally defined by the source of funding for the development of the ICP, the allocation of data rights is not based solely upon a funding analysis. The categories are: 
A) developed “exclusively” with Federal funding; 
B) developed “exclusively” with private funding; 
C & D) two exceptions to category B (exclusively with private funding); and 
E) developed with mixed funding. 
[The lettering of categories reflects the structure of 10 U.S.C. 2320(a)(2).]

The Statute adds special protection for the B category data ((a)(2)(F))
 while allowing for the Secretary of Defense to prescribe an expiration period (See paragraph (c) of the Statute.) for these special protections. 
A. Developed Exclusively with Federal Funding.

When developed exclusively with Federal funding, the Government receives “unlimited” rights in the data related/pertaining to that ICP. There are two exceptions noted in the Statute: 15 U.S.C. 368(j)(2) for Small Business Innovative Research (SBIR)
 and the definition of technical data
 which excludes computer software. See 10 U.S.C. 2320(a)(2)(A).
B. Developed Exclusively with Private Funding.

When developed exclusively with private funding, the ICP must be divided further into three subcategories. (See 10 U.S.C. 2320(a)(2)(B) and (C), and (D).)
1. The language at (a)(2)(B) allows the contractor to permissively elect
 to restrict the Government’s rights to use or disclose the technical data to third parties
 UNLESS the technical data falls under (a)(2)(C) or (D).
2. The language at (a)(2)(C) excludes from the contractor’s right to elect under (a)(2)(B) four subcategories of technical data. This exclusion from (a)(2)(B) bars the contractor from limiting the Government’s use or disclosure and is defined in the DFARS as “unlimited” or “unrestricted” rights.
 
3. It is important to note that one of the four subcategories at (a)(2)(C) (iii)  contains an exception to the exclusion. The exclusion grants the Government unrestricted
 rights to data “necessary for operation, maintenance, installation, and training.” However, the exception for “detailed manufacturing or process data” (DMOPD) to this exclusion leaves all such “detailed manufacturing or process data” as being covered by (a)(2)(B).

4. The language at (a)(2)(D) conveys certain Government rights in very special situations. The only direct impact of this language on the present analysis is to confirm, in yet another way, that funding of the ICP’s development is not the only way in which the Government takes a license right in the data.

5. When the contractor is authorized and elects to assert the limitations stated at (a)(2)(B), the DFARS specifies these license rights as Limited Rights for noncommercial technical data.

C. Exceptions which are NOT Dependent Upon the Source of Funding.

A critical point for understanding the statutory structure (and the DFARS implementation) is to recognize that the two above exceptions to category B (exclusively funded by private sources) create a unique fourth category which is independent of the source of funding issue.
  As noted earlier, the primary focus within the Category C & D exceptions will be upon the general and unrestricted rights conveyed by (a)(2)(C)
  as opposed to the very limited and special use and release license rights conveyed  by (a)(2)(D)
. 
Envision a universe of technical data
 composed of three categories based upon funding (for the underlying ICP): exclusively Federal funding; exclusively private funding,
 and mixed funding from Federal and private sources. These three categories are mutually exclusive and, except for deciding where to draw the lines, sum up to the entire universe of covered technical data. Where, then, do these four subcategories  at (a)(2)(C) which are excluded from (a)(2)(B) fit into this universe? If we start by looking only at (a)(2)(B) technical data, then regardless of whether it is included or excluded by (a)(2)(C), it clearly does not fall within (a)(2)(A)(developed exclusively with Federal funds) or (a)(2)(E)(developed with a mix of funds). The only logical conclusion is that the (a)(2)(C) technical data is a fourth category (or special subcategory) which is left for the implementing regulations to further define.
 
D. Developed with Mixed Funding.

When developed with mixed funding, the Statute leaves the allocation of rights for the negotiation of the parties. (See 10 U.S.C. 2320(a)(2)(E).) There are certain standard/default rights created by DFARS which apply absent any further agreement of the parties. These default rights are referred to as “Government Purpose Rights.” Notwithstanding that the Statute authorizes the parties to negotiate for the allocation of data rights in mixed funding situations, the statutory limitations discussed in Paragraph E below and the regulatory limitation discussed at Part II.K. are applicable to this category as well.
 
When the Government does not take Unlimited Rights automatically under the contract clause (pursuant to (b)(1) or the contractor’s failure to make assertions or apply markings prior to delivery), then Government Purpose Rights  (via mixed funding) should be presumed until either party meets their burden of proving 100% funding by that party. However, this presumption is placed on hold (pending Government challenge) if the contractor makes and maintains a procedurally proper assertion and marks data appropriately. See Attachment 5 for a full discussion. 
E. Limitations on Negotiating Away Government Rights.

1. There is a statutory limitation, recognized at (a)(2)(G)(ii) and by case law, 
  which prevents the Government from negotiating away statutorily “accorded” rights in commercial or noncommercial technical data
 when doing so would restrict competition. 
2. There is a separate statutory limitation
 (CICA) against compromising data rights such that the result inhibits full and open competition. Under this CICA limitation, if the DOD’s rights to use the data are not legitimately in dispute,
then any agreement based upon other issues which relinquishes those rights and which serves to limit or eliminate competition must be deemed illegal.
 
3. Several “Antitrust” statutes
 may further limit the appropriateness of contract language that has the intent or effect of restricting or inhibiting competition.

[The combined effect of the above statutory references is that a Contracting Officer never should agree (without first seeking a complete and careful legal analysis) to contract language that results in the Government taking less than competitive rights
 when the Government might be entitled to competitive rights or greater.
]
4.  Additional DFARS limitations  are discussed under Part II K Below.   
4. The leading case on these statutory limitations, FN Manufacturing
, while clearly correct on the facts under review, may have generalized the dividing line between “accorded” rights and rights not “accorded” under the Statute without a detailed analysis of all rights which are conveyed by the Statute. As indicated by the analysis in this Part I, the Statute at (a)(2)(C) conveys to the Government an “unrestricted”
 right to use and disclose the technical data to others. Clearly, the statutory intent is to convey to the Government license rights sufficient to use and disclose the technical data covered by (a)(2)(C) for competitive purposes. It would seem difficult, given this clear conveyance of such rights under the language of the Statute, to then argue that such rights are not “accorded” within the meaning of (a)(2)(G)(ii). 

5. Once the dividing line between “accorded” and not “accorded” rights has been shifted to include the “unrestricted” rights conveyed by (a)(2)(C), a new discussion arises when a contractor fails to elect (and to properly maintain that election) to restrict the Government’s rights under (a)(2)(B). Such a failure by the contractor conveys, by operation of the Statute, “unrestricted” rights to the Government. Are these rights likewise “accorded” by the Statute? Does the term or concept of being “accorded” have any special significance?

6. In conclusion, it is suggested that the dictum in FN Manufacturing, Inc. be reconsidered at the court’s next opportunity and that when the dividing line between “accorded” and not “accorded” rights is to be drawn, a very detailed analysis be conducted of all the rights conveyed by the statute.

F. Commercial Versus Non-commercial.
The commercial – noncommercial distinction is very important at the DFARS level for the implementation of this statutory structure. It is, however, relatively minor in the Statute itself. The Statute uses the source of funding for development to initially categorize each ICP. Other statutes create certain presumptions about this funding issue when an ICP is defined as commercial. The Statute at (b)(1), by reference to 10 U.S.C. 2321(f), creates a rebuttable presumption that “commercial” items were developed exclusively at private expense without any burden on the contractor to prove it so.
 However, the parties must agree on the status of the ICP as being “commercial”
 or resolve that disagreement via a final Contracting Officer decision which then is subject to the usual dispute process
 and not the validation process
 for data rights assertions. This statutory presumption recently was nullified for major systems acquisitions and related components or subsystems.

G. Data License Rights – A Unique License.
The full concept/definition of the data license rights being conveyed to the Government under the Statute is left for the implementing regulations.
 While there are separate DFARS clauses which deal with patent rights, it is very possible to have a fact situation where both the patent clauses
 and the data rights clauses may not be in the same contract. Therefore, these data license rights must include the use of patentable/patented subject matter as well. (See Attachment 6 for a full discussion.) Under the standard DFARS clauses, if noncommercial technical data or noncommercial computer software is used to perform the contract, then the Government will take a unique license generally referred to as data license rights.
  It blends various types of intellectual property (e.g., trade secrets, copyrights, and patent rights) into a license which addresses the Government’s explicit authorization to use or provide to third parties the covered data/software.
. 
[Much confusion appears to exist over the DFARS exclusion of any “implied” patent rights arising from the data rights clause.
 As explained in detail at Attachment 6, the counterpart to “implied” license rights is “explicit” license rights, and such explicit rights are contained in the Clause. The DFARS statement as to no “implicit” rights merely means that one may look only to the explicit license rights when determining if the Government has sufficient license rights to practice the invention without infringing.]
H. The Contractor’s Failure to Elect Protection.

Under this statutory structure, an “unlimited” or “Government Purpose” data license right is conveyed to the Government automatically for certain categories of ICPs:  those whose development was exclusively Federally funded ((a)(2)(A)); those whose development was from mixed funding ((a)(2)(E)) via the implementing regulations unless otherwise negotiated; and those whose development was exclusively at private expense but which fall within the exclusion at (a)(2)(C). The Government takes some additional  license rights under (a)(2)(D). 
However, when the contractor fails to affirmatively elect to restrict the Government via the (a)(2)(B) provision for technical data, the Statute imposes no restrictions on the Government’s use or disclosure and the implementing DFARS clauses convey unlimited (“unrestricted” if commercial
) rights to the Government.
 The contractor has the burden to assure full compliance with the DFARS implemented procedures for making (assertion) and for maintaining (marking and justifying) such an election.

Before looking to the specific contractually stated procedures for making this election to restrict the Government’s use and disclosure of (a)(2)(B) technical data, it should be noted that the failure to take some action (even if deemed initially “nonconforming” under the DFARS) would constitute a waiver of this election under the Statute’s (a)(2)(C)(iv) “…or has been released or disclosed by the contractor or subcontractor without restriction on further release or disclosure.”

I. The Unused Exception at Paragraph (c) and the New Statutory Requirements of Paragraph (e).

There remains for discussion the unused exception at paragraph (c).  This statutorily authorized expiration period for ALL restrictions on the Government’s use or disclosure of delivered technical data is much broader than the DFARS authorized expiration period for just Government Purpose Rights. When the statutory option at (a)(2)(B) to restrict the Government’s use and disclosure has been elected by the contractor and properly maintained under the contract, that election, together with the special protections found at (a)(2)(F) and 10 U.S.C. 2305(d), effectively renders the use of that data from that contractor source unavailable except for some limited internal Government uses discussed below under the DFARS analysis. While advancing certain policy objectives and encouraging private development, this unavailability of the data for many competitive actions or even in-house manufacturing possesses a significant risk to the Government and its programs.
 The Statute has provided a remedy for this risk at paragraph (c). However, this remedy remains unused to this date. Paragraph (c)
 allows the Secretary of Defense to proscribe standards by which the Government would take a license to use “all technical data required to be delivered …under the contract…” for Government purposes after the expiration of a certain time period. This approach would balance the contractor’s incentive to invest in development and the Government’s need for access to license rights in the data by allowing a recovery of cost period during which category B ((a)(2)(B)) data remains protected.
[Observation. In light of the GAO Reports (GAO-06-839 and GAO-04-715) and the statutory mandate in Section 802 of the National Defense Authorization Act of 2007, 109 P.L. 364, this may be an appropriate time for DOD to consider utilizing the statutory authority in 10 U.S.C. 2320(c)(1).]

II. The DFARS Structure for Allocation of Data Rights.
[Warning. This analysis is primarily focused upon the DFARS contract clauses because such clauses state the enforceable agreement of the parties. There are numerous inconsistencies between DFARS Part 227 and the Statute and between DFARS Part 227 and the contract clauses at DFARS 252.227-XXXX. Some of these inconsistencies will be noted in this analysis. A more complete listing will be published separately.]

A. Commercial Versus Noncommercial.

The DFARS maintains the basic statutory structure and conveyance of rights, but it does so with its own unique approach. The first step is to segregate “commercial” from “noncommercial.”
  This distinction is NOT an intellectual property law type issue. However, the status of an ICP as commercial
 or noncommercial is critical to a proper determination of the allocation of data rights under the DFARS.
  
Therefore, notwithstanding the implications from a Contracting Officer’s decision to procure the ICP (or related services) via a certain contracting method, when addressing the allocation of data rights, the actual status of the ICP must be confirmed by the Contracting Officer in coordination with technical and legal advisors.
  Even if the method of procuring implies a “commercial” status
 for the end item being acquired, the data rights allocation is most often made at the lowest severable level of the end item being procured. An overall classification of the end item as “commercial” would in no way determine the status of each severable ICP. Therefore, the contract definitions of commercial
 must be applied to each severable ICP under discussion.
B. Commercial Technical Data.

The DFARS treatment of computer software (which excludes computer software documentation
) is allowed to vary from the Statute as such software is by definition outside the scope of the Statute. The DFARS has elected to create special rules for noncommercial computer software at DFARS 252.227-7014. Those will not be discussed further in any direct fashion because they are outside of this statutory analysis. At DFARS 252.227-7015, commercial technical data is given special treatment as well. The “commercial” status equaling development “exclusively at private expense” is worked into the license rights to simplify the clause. (The clause never mentions the source of funding.) The Statute’s (a)(2)(C) category of data to which the Government’s right to use or disclose may not be restricted (regardless of funding source) remains in (b)(1) of the 252.227-7015 clause and is labeled as “Unrestricted” rights.
 All commercial technical data not within (b)(1) of the clause is limited to internal Government use only but allows for emergency repair and overhaul. DFARS 252.227-7015 has chosen not to include the additional (permissive) authority at (a)(2)(D)(i)(II) of the Statute.  Commercial technical data under DFARS 252.227-7015 has no assertion/marking
 procedures regarding commercial technical data. 

When negotiating for additional rights to commercial technical data within the terms of a FAR/DFARS contract, the contractual language limiting Government discretion in such negotiations to accepting not less than “Limited” rights does not apply.
 However, the statutory limitations upon such negotiations (See Part I.E.) are fully applicable to commercial technical data. Additionally, there are limitations upon the Government’s acceptance of common commercial terms (notwithstanding a policy statement
 encouraging use of commercial license terms). 

C. Commercial Computer Software.

Commercial computer software is completely outside of the coverage of the Statute and the DFARS clauses. Therefore, the parties are free to negotiate any terms and protective marking/legends as a condition of delivery. (As will be addressed later, the contractual delivery of commercial computer software without any restrictive markings risks the loss of protection other than a copyright.) 
When negotiating for additional rights to commercial computer software within the terms of a FAR/DFARS contract, the contractual language limiting Government discretion in such negotiations to accepting not less than “Restricted” rights does not apply.
 However, the statutory limitation regarding CICA and antitrust laws
 (See Part I.E.) is still applicable. Additionally, there are limitations upon the Government’s acceptance of common commercial terms notwithstanding a policy statement
 encouraging use of commercial license terms. 

D. Delivery Confirms but Does Not Establish Data Rights

The remaining discussion of this Part II will focus upon the most relevant category, i.e., noncommercial technical data, and DFARS 252.227-7013
 (reproduced at Attachment 2).  As discussed in Part III, delivery under the contract only confirms the already created Government rights by invoking specific procedures that the contractor must follow to assert/mark/document data which the contractor claims to be subject to less than unlimited rights. However, it is this delivery requirement which gets the whole discussion of allocating the rights in data moving and highlights any areas of disagreement between the parties. For the remainder of this Part II discussion, technical data will be assumed to be noncommercial and “the Clause” will refer to DFAR 252.227-7013 unless otherwise stated. 
E. Data License Rights – The Categories.
The substantive grant of data rights licenses under the Clause falls into the following three standard categories and two special categories. The exact limits/definitions of these licenses are not immediately relevant to understanding the issues addressed in this analysis and will not be covered in detail.
1. Unlimited Rights under (b)(1) of the Clause for data pertaining to ICPs which are within (a)(2)(A) and (a)(2)(C) of the Statute. It also includes a couple of subcategories (Clause at (b)(1)(ii) & (vi)) 
 not specifically within the scope of the Statute. 
2. Government Purpose Rights under (b)(2) of the Clause for mixed funding situations, which is a direct implementation of (a)(2)(E) of the Statute , and is subject to negotiations of the parties within DFARS specified limits.
 (See Parts I.E and II.K. for statutory limitations which may override the DFARS scope of allowed negotiations.)
3. Limited Rights under (b)(3) of the Clause for data pertaining to ICPs developed exclusively at private expense ((a)(2)(B) of the Statute) for which none of the other (b)(1) through (b)(5) paragraphs of the Clause convey greater rights. The parties may not negotiate for anything less under the Clause.

4. A Specially Negotiated License rights (See (b)(4) of the Clause.) is a special license which falls in-between Unlimited and Limited Rights. Certain policy guidance
 suggests that the Government may relinquish Unlimited rights and Government Purpose rights for Special License rights or limited rights. No such agreements compromising statutorily “accorded” or competitive rights should be made without assessing the current case law on point. (See Part I.E.) 
5. Prior Government Rights under (b)(5) of the Clause assure that prior rights obtained by the Government in any data are not lost when a new allocation of data rights is conducted with each new contract action.
 The analysis is simple. The Clause at paragraph (b) grants an “irrevocable” license in all prior contract actions which contain the Clause. The Clause would be illogical in its structure and inconsistent with the Statute if read as limiting a current allocation of rights under a new contract to some prior allocation of rights under previous facts/contracts that no longer may be applicable. Essentially the same concept is employed with regard to the use of prior markings “if still applicable.”
 This paragraph (b)(5) creates a minimum rights situation under the new award, not a maximum. See the full discussion of this point in Part IV below.
F. Procedures: Asserting/Marking/Documenting – Specificity is the Substantive Lynch Pin.

A clear understanding and articulation of the procedural requirements in the Clause are essential to giving full effect, in theory and in practice, to the intent of the Statute and the implementing regulations. There are three key aspects of these procedures: asserting, marking, and documenting. As will be seen in the analysis, the contractor bears the burden (and the benefit) of compliance with each procedural requirement.
 Failure to comply may result in the loss of that contractor’s right to maintain the permissive restriction on the Government’s use or disclosure of data allowed by the Statute at (a)(2)(B).
 A complete analysis of the assertion step will be found at Attachment 3. A more complete analysis of the marking step will be found within Attachment 4 on the Nonconforming Versus Unjustified marking issue.
1. Asserting. The asserting step is the Substantive Lynch Pin for the entire process. Without an assertion being made, the contract prohibits any restrictive marking on the delivered technical data.
   Such unmarked data is delivered with a contractual presumption that there are no restrictions on the Government’s use or disclosure.
  It is quite clear from the Clause’s procedural implementation that the permissive election under (a)(2)(B) of the Statute is waived if an assertion is not made. This assertion step has two elements which require analysis: timing and specificity.
i. The timing element, while simpler than the specificity element, remains complicated by two (possibly three) potential times for asserting: prior to award; prior to delivery; and prior to a discretionary correction period.
 A proper assertion of the statutory (a)(2)(B) category (exclusively developed at private expense) or the (a)(2)(E) category (mixed funding) election is required prior to award as part of the DFARS 252.227-7017 solicitation provision process. If the contractor fails to assert prior to award, a post-award, pre-delivery assertion is allowed (as a contractual right) only in two specific fact situations.
 If the contractor cannot meet one of those two fact situations, the Government may reject a request to modify the contract attachment containing the assertions and, in effect, retain unlimited rights in all non-asserted technical data. 
A request to add additional assertions also should be rejected (or treated as a request by the contractor for contract modification) if adding the additional assertion (and altering the parties’ assumptions as to rights in known data) would be inconsistent with any other specific agreements of the parties.

The DFARS text (not the  Clause) encourages (but does not mandate) that the Contracting Officer consider requests to add omitted markings to already delivered data if that request is made within  6 months of delivery and certain other conditions are met.
 This correction period is as to unmarked (not incorrectly marked
) data and does not appear to authorize an updating of the assertion list as a precursor to adding the omitted markings. However, the whole provision is discretionary with the Agency, and fairness is the ultimate objective. 
ii. While the specificity element clearly is incorporated into the logic of the procedural requirements, its importance is not explicitly stated. However, the procedural process operates such that a failure by the contractor to be specific as to the data and the ICP covered by the assertion may well result in the contractor’s inability to maintain that assertion.
  DFARS 252.227-7017 in the first “*” instructs the contractor to identify the ICP to which the data pertains and to identify the deliverable technical data. The contractor is allowed to choose the level at which such an assertion is made from the largest ICP down to the smallest nut or bolt.
 
a. The difference between a specific assertion and a vague assertion directly translates into the difference between an asserting/marking/documentation procedure that works and one that flounders without any positive outcomes. The ASBCA in the Bell Helicopter Textron
 case made very clear the connection between the level at which the ICP is identified and the ability to maintain a restrictive assertion. While focusing upon a discussion of the severability element, the Board stated that the funding test applies at the lowest severable part of the ICP.
 “The plain meaning of the clause language requires that the whole assembly or piece part must have been developed at private expense in order for the related data to be protected.”

b. Perhaps the most compelling statement from the Bell Helicopter Textron ASBCA decision highlighting the primary issue is the following paragraph which appears before the Summary and Conclusions of the case. After finding as a matter of fact that the launcher at the highest system level had NOT been developed exclusively with private funding, the Board said:

“We can well imagine that had Hughes imagined it might not be able to protect its overall launcher designs, it might well have been more particular in imposing limited rights restrictions on every arguable portion of every lower-level drawing, to try to maintain its proprietary position. But it did not do so, and now it is too late.” (Page 92,433)
Conclusion: Contractors must timely assert and at the proper level or lose the option of restricting the Government’s rights in the data.

c. The practical result is that while the Government is not allowed to choose a specific severable level of the ICP for applying the data rights tests, the contractor is so allowed and, in fact, is driven to specify that severable level at which the facts will support the assertion. Asserting at a higher severable level makes the facts relevant to that level the appropriate facts for applying the tests on data rights allocation.

d. As demonstrated at Attachment 3, incremental refinements to this level of specificity in response to post-award challenges by the Government cannot be allowed. Allowing an initial vague or overly broad assertion which then is subject to later refinement would improperly shift the burden of proof/documentation from the contractor to the Government. If such vague assertions did not have adverse consequences, then what attorney could ethically advise the contractor-client to do more than state in column one of DFARS 252.227-7017 “every piece of technical data related to every ICP subject to later clarification”? If allowed, this would completely defeat the entire value/purpose of the assertion process. The precise logic/procedural process by which such vague assertions result in the loss of the permissive election ((a)(2)(B) of the Statute) is left for detailed discussion in Attachments 3 and 4.
2. Marking. A proper legend is allowed to be placed upon delivered technical data only after the contract contains a proper assertion. The failure to mark delivered data results in the Government taking unlimited rights.
  The contractor is very explicitly instructed under the Clause to: (a) apply only authorized legends;
 (b) apply them to only the portion of each page
 that contains data subject to a valid assertion; and (c) use the entire legend on each page.
 As explained fully in Attachment 4, a violation of any one of these instructions constitutes a “nonconforming” marking.
  Any marking which contains a restriction upon Government’s rights must be authorized by the DFARS clauses or it is nonconforming.
 See Paragraph II. G below.
3. Documentation. When a contractor elects to restrict the Government’s use and disclosure under the Statute’s (a)(2)(B) authority, the value of the first two procedural requirements above, asserting and marking, would be greatly diminished if the Government bore the burden of disproving such an assertion. The Clause explicitly places this burden on the contractor:
 as the beneficiary of the assertion; as the party who chooses how much data to cover with the assertion and at what level to assert (system, subsystem, ICP, or nuts and bolts) and thereby determines what resources to dedicate; as the party required to maintain relevant records and have internal procedures; and as the party with access to the records necessary to justify the assertion. 
The key points here are the procedural requirements for the contractor to maintain such records as the ICP is “developed” and to provide those records upon the request of the Contracting Officer. These contractor obligations are continuous
 and do not arise only after a formal challenge. Failure to meet these requirements can (and should) result in the inability of the contractor to maintain a valid assertion.

4. That this asserting/marking/documenting responsibility is (and must be) placed upon the contractor is abundantly clear when the three separate DFARS stated tests for conveying rights to the Government are analyzed (See Attachment 5.). The timing requirement for having and maintaining “records sufficient to justify” an assertion, in advance of delivery, is clear from the Clause.
 
G. Nonconforming Versus Unjustified – The Procedural Lynch Pin.
1. This distinction between “nonconforming” and “unjustified” markings (and the two completely different contractual methods for correction/challenging each) is the lynch pin in making the entire assertion process workable. (See Attachment 4 for a full discussion.) For “nonconforming” markings, the contract allows for correction or removal of procedurally invalid and unauthorized markings in as little as 60 days. For “unjustified” markings or assertions, the contract has a more lengthy and formal process for validating the substantive facts.
2.  If the Government’s contractual right to apply the nonconforming correction process (a 60-day notice period for the contractor to correct or delete nonconforming markings) to markings not authorized by the current contract attachment and to the contractor’s failure to mark only the restricted portion of a page is compromised by bad practices or bad case law, then the contractor could effectively shift these procedural violations into the substantive validation/challenge process (a process which can take years to resolve). 
3. This improper shift, if allowed to go unchallenged, would deny the Government any swift remedy for procedural violations and would provide the contractor a practical (and often-used in the past) method for delaying the Government’s timely use of “existing” rights in data.  A detailed analysis of this critical distinction is provided at Attachment 4.
H.  DFARS Definition of Technical Data.
1. Inverted.

a. As discussed in I.A. above, 10 U.S.C. 2302(4)  defines technical data by listing some specific exclusions and then a general exclusion: “Such term does not include computer software OR financial, administrative, cost or pricing, or management data OR other information incidental to contract administration”  (“OR” emphasized). The structure of this sentence, while far from clear, appears to contain three equal components separated by the disjunctive “or.” (Also within the middle component is a list of similar items separated by the same disjunctive.)  This could be read such that “financial, administrative, cost or pricing, or management data” is excluded whether or not it is “incidental to contract administration.”
b.  However, there is another permissible (possibly superior) interpretation which says that the final “or other information incidental to contract administration” (emphasis added) means that the second component, “or financial, administrative, cost or pricing, or management data”, is likewise “incidental to contract administration.”
 In this alternative interpretation, the final “OR” would be converted to a simple “or” and there would be, in effect, only two major components of the definition. If the second component were not included in this broader universe of “data incidental to contract administration,” then the sentence would be better written if the “other” were deleted. If the term “other” has a meaning (which must be assumed until very clearly demonstrated that it was used erroneously by the drafters), it appears to mean that this third component is yet another (more general) listing of information of which the specific listing in the second component was a subset.

c. When we look to the DFARS definition of technical data,
  the statutory definition has been structurally inverted and shortened: “The term does not include computer software OR data incidental to contract administration, such as financial and/or management information.”(“OR” emphasized.)  The DFARS has chosen to interpret the statute in a very specific way. The logic of this choice is easy to understand in the real word of contract data submissions. One example should suffice. Often during a production contract, the parties will consider (or the Government may order) an engineering change to the current production design/method. To evaluate that potential change, the Government requires the delivery of, and reviews various background and proposal data contained in, an engineering change proposal. This data may well contain “financial,  … cost or pricing, or management data” which is NOT incidental to contract administration. In fact, such data is essential to program management and technical decisions under the contract. DFARS has chosen to implement the statutory definition in a way which emphasizes that the information must be “incidental to contract administration” before it is considered outside of the definition of technical data.

d. One final point is the conveyance of Government rights contained in DFARS 252.227-7016, Rights in Bid or Proposal Information. Clearly such proposals contain “financial, administrative, cost or pricing, or management data.” However, DFARS 252.227-7016(c) conveys internal Government “rights to use, modify, reproduce, release, perform, display, or disclose [proposal information
] within the Government.” This Government right (similar to a limited rights license) covers “financial, administrative, cost or pricing, or management data.” The only consistent interpretation is to conclude that where such data is not “incidental to contract administration” (or, turned around, the data is needed for contract administration), the Government will have at least a form of limited rights in such data whether delivered under the DFARS 252.227-7013 and 252.227-7014 clauses of the awarded contract or as proposal data under DFARS 252.227-7016.

e. Conclusion. Inasmuch as the DFARS rewording of the definition would constitute an enlargement of the statutory definition (if not deemed a permissive interpretation) and that enlargement would be to include data outside the statutory prohibitions against coercion which apply only to the statutory category of Technical Data, such an enlargement would be within the discretionary authority of the implementing regulation.
2. DFARS Part 227 Inconsistencies Regarding Computer Software Documentation. 
a. Computer software documentation is by law
 included in the definition of technical data. By regulation
 the term “means owner’s manuals, user’s manuals, installation instructions, operating instructions, and other similar items…. “ Which is essentially the same “operation, maintenance, installation, or training” (OMIT) data to which the Government takes unlimited rights under the statute.

b. For added complication and a point of further discussion, the DFARS statement at 227.7100(b) appears to be inconsistent with the Statute. This DFARS statement would appear to place “technical data” which is “computer software documentation” under DFARS Subpart 227.72 in lieu of 227.71. There are several potential problems with doing this.
c. The statutory definition for “technical data” 
explicitly includes “computer software documentation,” which makes computer software documentation (unlike computer software) subject to the Statute (10 U.S.C. 2320).

d. The data rights conveyed under DFARS subpart 227.72 (via 252.227-7014) in computer software documentation certainly are not identical with (and likely are not substantively equal to) the minimum and mandatory license rights under the Statute for “technical data.”  Specifically, 10 U.S.C. 2320(a)(2)(D)(i)(II) authorizes (“accords”) the Government a right to make certain releases to foreign Governments. That right is nowhere to be found in the Subpart 227.72 implementation and clauses.

e. If the “policy” is to address “computer software documentation” under only Subpart 227.72, then why do Subpart 227.71 and the implementing contract clauses still include “computer software documentation” just as if it were covered by Subpart 227.71? Even DFARS 252.227-7014 indicates that such “computer software documentation” is usable to support both software and hardware.
  Without this one isolated and confusing sentence at 227.7100(b), the matter would be clear.
 Because some contracts may cover only software and some might cover only technical data, it is necessary to address “computer software documentation” as mandated by the Statute in both clauses (Subparts) to assure it is not overlooked when contracting for only computer software.  The next DFARS rewrite should seriously consider removing this one likely useless but certainly very confusing sentence.

f. This confusion and inconsistency is carried into the prohibitions against coercing contractors to relinquish rights in computer software documentation (i.e., technical data) at DFARS 227.7202-1(c)(2). Such a prohibition violates the clearly accorded rights under the Statute (at (a)(2)) and the prohibition against accepting less than competitive rights at (a)(2)(G)(ii) of the Statute. All computer noncommercial software documentation is defined by law as noncommercial technical data. All technical data pertaining to installation, operation, maintenance, and training
 (which is the definition for computer software documentation) is conveyed to the Government with Unlimited Rights. These Unlimited Rights may NOT be compromised below the competitive license rights at (a)(2)(G)(ii) of the Statute. The DFARS must be interpreted in a manner consistent with the Statute or declared invalid.
g. Another specific example of inconsistency is that the Statute requires a license in such “computer software documentation” for emergency repair and overhaul.
 The contract clause at 252.227-7014 clearly conveys such an emergency license only for “computer software.”
 To meet that Statutory requirement, one must “imply” a license right to use the “computer software documentation” for these explicit purposes. This implication is avoided by deleting this one questionable policy sentence and acknowledging (what is currently written in the contracts themselves) that computer software documentation is covered by both clauses and both Subparts. 
I. Expiration of Government Purpose Rights – Value??

The implementing contract clauses have chosen to set an expiration period (5 years if not otherwise negotiated) for Government Purpose Rights which then become Unlimited Rights. While this expiration does reduce the Government’s administrative burden of controlling protected data,
 it would be substantively useful in only two rare exceptions. One exception is when the Government wants to establish a second source and has insufficient Government requirements to support two sources. In such a case, the Government would benefit from having unlimited rights because it would allow the second source to compete for the non-Government quantities as well. The second exception is when the Government might get a better price by allowing the use of unlimited rights data by a third-party contractor to buy a more economical quantity that includes the contractor’s commercial needs as well as the Government’s requirements.

The truly valuable, but unused, authority to establish an expiration period for all restrictions on contract deliverables can be found at 10 U.S.C. 2320(c)(1). (See discussion in Part I at paragraph I.)
J. Limited Rights – Authorized Government Uses.
The statutorily permitted restriction on technical data pertaining to an ICP developed exclusively with private funding ((a)(2)(B)) forms the basis for Limited Rights under DFARS 252.227-7013. The statutory language restricts only the Government’s ability to release, disclose or permit the use of such data to/by non-Government parties. It does not restrict the Government’s internal uses. However, the implementing contract clause contains ambiguous additional language.
1. DFARS 252.227-7013(a)(13) repeats the statutory restriction applying to non-Government parties (as well as the statutory exceptions at (a)(2)(D)) and then adds the following: “The Government may not…. use the technical data for manufacture….” Is this a new limitation applying to internal Government manufacturing activities or merely an extension of the things that the Government cannot allow a third party to do with the data? Curiously, the DFARS at 227.7103-5(c) repeats the statutory language without any mention of this added manufacturing prohibition. Further, the internal Government rights in proposal data
 conveyed by DFARS 252.227-7016 do not contain any “manufacturing” restriction. The final answer is left for others to debate after reviewing the case law.

[For those who want to delve deeper into this topic, you might want to look at the sentence structure of 9-201(b) of the 1968 Armed Services Procurement Regulations (ASPR) and the wording in DFARS 252.227-7013 (Oct 88).]
2. The following additional uses have been upheld by various decisions:

(a)  Comparative purposes and evaluating the first article of another contractor;
(b)  Internal evaluation of third party applications to a Government agency;
(c)  Validating a competitive copy or reverse engineering effort;
 and
(d)  Government oversight of another contractor’s performance.

K. Limitations on Negotiating Away Government Rights.

The statutory limitations against compromising “competitive rights” were fully discussed in Part I.E. The regulatory statements regarding the compromising of Government data rights by negotiations do not appear to have clearly addressed the statutory limitations. As discussed in Part I. E., the Government may take less than the specified statutory license at 10 U.S.C. 2320(a)(G)(ii) (essentially a Government Purpose Rights License) only in a mixed funding situation or where the contractor has exercised the (a)(2)(B) election to restrict the Government’s rights. That discussion further notes the applicability of CICA and possibly certain antitrust statutes to the compromise e of  “competitive rights” in technical data and computer software. Therefore, the current DFARS language at 252.227-7013(b)(4), 252.227-7014(b)(4), and throughout DFARS Part 227
 authorizing any greater concession than allowed by law must be read as being limited by the law. The regulatory authorization is permissive and, therefore, is not “wrong.”
 It merely fails to recognize the applicable statutory limitations upon the exercise of that authority.
A further DFARS limitation is found at 252.227-7013(b)(4),
 which states that the parties may modify the standard license rights (i.e., Unlimited, Government Purpose, and Limited) “by mutual agreement to provide such rights as the parties consider appropriate but shall not provide the Government lesser rights than [Limited Rights].” In addition to the statutory limitations upon negotiating away “competitive rights,” the Government may never negotiate for less than Limited Rights. Contracting Officers may not deviate from the DFARS data rights clauses without obtaining DOD level authorization.


III. Delivery Does Not Establish Rights but Merely Confirms Them.

A. The Government’s rights in technical data and non-commercial software exist independently of the delivery or non-delivery of that data. 
1. This point has been acknowledged by the Comptroller General in Varian Associates, Inc. – Reconsideration, 90-1 CPD P595, June 28, 1990, and by Nash & Rawicz.
  However, there is a common misconception that the contractor “effectively” can control the Government’s exercise of its rights in data by controlling the Government’s access to a copy of that data.
 This misconception has lead to a host of problems and confusion. To obtain a clear and enforceable outcome as to the balancing of rights in data used to perform the contract, the parties need to ignore “delivery” as an issue and to focus solely on the negotiation of rights in data. Until this erroneous connection between delivery and rights is broken for good, the discussion of data rights will remain confused.

2. Both the Statute and the DFARS data rights clauses address the creation of Government rights without ever using the terms “deliver,” “delivery” or “delivered.”
 

3. As an example, the Government’s rights in data developed under Contract A include an irrevocable “royalty-free” license
 that would prevent the contractor from charging (directly or indirectly) for the use of that data under a later Contract B, regardless of whether that data ever was “delivered” to the Government.
 In fact, such a later attempt by the contractor to charge for the data could well constitute: statutory and contractual violations; false cost and pricing data; false claim; and improper charging or allocation of costs.
4. While it is granted that without delivery it is harder to know what the Government’s rights are and to enforce those rights, the absence of delivery does not (by law or any provision in a standard contract) extinguish the rights in that data conferred on the Government under the statute and, by default, under the DFARS clauses.
B. The key to breaking this erroneous connection between rights and delivery is to realize that the Government has to have access to data which is used to perform a contract
 and that, when necessary, the Government can order the contractor to provide that data. Without the ability to see the data used to perform defense contracts, the Government may find itself entirely reliant upon a non-Government entity for critical defense matters when that non-Government entity could cease to exist or otherwise become unavailable for necessary support.
 Once we separate the idea that delivery = rights, then assuring that the Government obtains delivery of the data when needed should not be a problem. The critical point is to negotiate up front on the actual rights in data. The lazy approach of relying upon the default rights in the DFARS clauses and controlling access to the data will not work. The contractor cannot, in fact, and should not control the Government’s access to such data. What the contractor might choose to control is the decision of whether or not to use certain ICPs (and the related technical data) to perform the contract. However, costs and schedule requirements may force the use of existing technical data.    

When desired data is not presently listed as a contract deliverable, the following methods of obtaining a copy of relevant data are available to the Government:
1. DFARS 252.227-7027, Deferred Ordering, is the most common method of contractually accessing data used to perform. DFARS limits the use of this clause to data “generated”
 in performance of the contract. However, this is a not a mandatory clause. The parties can negotiate its use and applicability.

2. Changes Clauses are mandatory for FAR contracts. While extensive case law does not exist, available decisions appear to support the Government’s ability to order additional relevant data under the Changes Clauses.  (See Curtiss-Wright, ASBCA No. 9218, 1963 BCA 3939.)  Logically, such additional data (not the rights in the data – merely a copy of the data) would not constitute a cardinal change unless the parties had specifically negotiated to place such delivery outside the contemplation of the parties.

3. Defense Priorities and Allocations System, 15 Code of Federal Regulations (CFR) Part 700.
 While the practical aspects of this program have not been analyzed, the definition of an “item” at 15 CFR 700.8 includes: “technical information, process, or service.” The delegated authority given to DOD does appear to include the ability, when needed, to compel the delivery relevant data. (See FAR Subpart 11.6.)

4. As a sovereign, the Government may take property when necessary and pay just compensation. (See Amendment V to the Constitution of the United States and specific statutes for specific subjects.) However, where the Government already has acquired the “right” to use the data, such a taking would require only compensation for the submission of the data in the required form if the Government’s use of the data did not exceed its current rights in the data.

C. The term “delivered” as used in the DFARS data rights clauses has its normal unrestricted meaning. Delivery can occur by electronic access as well as by other means. Both the statute and the DFARS clauses use the concept of “delivery” in a generic sense and employ numerous synonyms such as: furnished; made available; obtained from; provided to; and to acquire.

D. The continuing confusion over associating delivery with data rights may arise, in part, from the approach taken by FAR 52.227-14, Rights in Data –General. Under the FAR approach, the Government takes automatic or standard unlimited rights only in data “first produced in the performance of this contract.” In all other data (i.e., background data), the Government takes rights only if delivered under the contract. Under the FAR approach, withholding delivery of data does control the data rights.  When IOMT data is delivered under a FAR contract, the Government takes unlimited rights in such data. FAR has no explicit exception for DMPD (from the otherwise IOMT) which creates an important assumption that is significantly different from DFARS: when data is both IOMT and DMPD, the Government takes unlimited rights to such data delivered under the FAR clause but only Limited Rights under DFARS (with or without actual delivery).
E. In conclusion, neither the statutes nor the regulations require the “delivery” of data as a pre-condition to the creation of DOD rights in the data.
 The distinction between “delivered” data and data that has not been “delivered” applies to some additional, contractual rights
 that arise in connection with the administration of data. The terms “delivered,”  “delivery,” and “deliver” are not defined in data rights-related statutes, regulations, or contracts (generally). However, the statutory, regulatory, and contractual use of those terms and numerous synonyms establish that the terms have their common meaning which does not exclude any specific form or method of delivering, providing, accessing, or furnishing data between two parties in today’s business environment.

F. The discussion of rights in data (and the Government’s future use or non-use of that data) will remain confused and off-track for as long as those discussions focus on the delivery of the data. The parties need to stop relying upon a bandage (controlling “delivery”) that will not stick in order to avoid the real issues in the allocation of data rights via the default language of the contract and the negotiations of the parties.

IV. Each New Contract Action Requires an Updated Allocation of Rights.

A. 10 U.S.C. 2320 requires a new allocation of rights with each new award.
 (See Attachment 5 for a discussion of how the DFARS has implemented the three tests for Government rights in data.)
1. The third (but most often discussed) basis for allocating rights is which party funded development of the underlying ICP. Can this test be applied just once in the development phrase and then never again? While it is possible that the facts to which this test is applied for allocating rights would not necessarily change from one contract to the next, those facts probably will change. New funding may occur for certain developments (a very complex subject), or new facts on the issue of who funded development might become known, or the contractor might voluntarily relinquish its permissive election to restrict the Government’s data rights under each new contract by not continuing to assert it.

2. Basically this third test says that the contractor may elect
 to retain  significant data rights if the contractor exclusively funded the development. After such an election, the Government will take restricted/limited rights.
 Failure of the contractor to follow the contract’s stated process/procedures for this election will result in a loss of this permissive authority and convey unlimited /unrestricted rights to the Government.
 If the Government exclusively funded the development, then the USG takes unlimited rights and the contractor is left with whatever remains.
 

3. For mixed funding situations, the statute leaves it up to the parties to negotiate.  These negotiations (often not conducted prior to award for the practical reasons of time limitations and a lack of specificity by the contractor) start with the standard/default rights in the DFARS contract clauses. The contract clauses for these mixed funding situations are not worded as being specific to the instant contract. The contract language allows/requires an assessment at this new point in time (i.e., award of a new contract) while looking backwards (and including the new/anticipated funding facts). Clearly, such facts might involve funding from sources other than prior Government contracts.

4. This third funding test alone makes reassessment necessary with each new award. However, it is the first test which clinches the need for this reassessment.

5. The first test for allocating rights is based upon the “nature” of the data as it relates to the underlying ICP. The statute conveys unlimited rights to four subcategories of data, and these subcategories are explicitly excluded from the contractor’s election regarding ICPs developed exclusively at contractor expense. It is a simple logical process to grasp that the nature of the data (especially that relating to “operation, maintenance, installation, and training” (OMIT)) obviously could change from one contract to the next. 

6. If certain ICPs were developed as a theoretical solution to a general or specific problem, then such data might not meet the definition for OMIT data under the original contract. However, under a later contract for an ICP end item or services to which that data is related, the data very likely would constitute OMIT data. The Government rights under the two contracts would be determined by applying the tests
 to different facts. To allow any interpretation of the statute/contract which says that the Government’s rights never can exceed those conveyed by the very first contract awarded is an absurd rationalization to a desired conclusion which violates the clear intent and language of the statute.

7. Even a prior “agreement” of the parties as to the allocation of data rights
 addresses (without extraordinary language and agreements to the contrary) only the rights/facts arising under the instant contract allocation. It would be foolish (and even illegal) to attempt to negotiate away future rights which might arise under future contracts and which might be statutorily “accorded” rights.
 

8. There is another, second, test
 inherent in the statutory language which is clarified in the DFARS regulations/contract clauses. The contractor’s option to protect the data is lost when that data is released to the public without restriction or the procedures for making an election to protect the data are not followed. During the time between two different contract actions, the data may have lost its protection by being made public without restriction or the contractor might fail to continue the election into the new contract.
9. The language at (a)(2)(C) of the Statute must be examined. By excluding four specific categories of data from (a)(2)(B), the Statute conveys unlimited/unrestricted rights to the Government (by not allowing the contractor to apply (a)(2)(B)), and this test as to the nature of the data must be applied to each new contract action.

10.  Professor Nash in his extensively cited work on this subject notes in numerous instances that the DFARS 252.227-7013 language establishing the Government’s data rights licenses are not worded specifically for the instant contract, but are “read upon” any contract meeting the requirements stated.
 Any attempt to argue that the allocation of data rights can occur with one single contract action or at one single point in time, would be inconsistent with such language.
11.  Finally, the language at 10 U.S.C. 2320(b) and (b)(1) makes it clear that the allocation of rights via the implementing contract clauses is to occur with each “contract for supplies or services entered into….” The allocation is not restricted to “development” contracts only or to the first contract in which an allocation (on those current facts) might occur.

12.  Conclusion. The facts relevant to the various substantive bases and procedural tests by which the Government takes data rights under the Statute are not fixed in stone at any specific point in time. Giving full effect to the statutory and contractual rights requires that this allocation/assessment be made anew on then current facts with each new contract action.  Further, the statutorily authorized implementing DFARS regulations and contract clauses require additional procedures with each new contract action to confirm the contractor’s intent to maintain, when allowed, the permissive election to restrict the Government’s rights. 

B. The language at 10 U.S.C. 2321 is consistent with requiring a new assessment of the allocation of data rights with each new contract action. This validation section applies to all contracts for the delivery of technical data,
 not just to development contracts. The challenge authorized is not to the old, possibly one-time issue of development costs, but to the issue of “current validity of the asserted restriction.”

C. The implementing DFARS language reinforces the statutory necessity for a new assessment of data rights allocation with each new award.

1. The logic again is fairly simplistic. If you construct various fact scenarios, the absurdity of “locking in” or limiting Government rights with the first award becomes obvious. See 1. f. above for one such scenario. Another would be where the Government did not need the data rights initially and agreed, in a mixed funding situation, to receive Limited Rights as part of the overall negotiations. If under a later contract that same data falls into one of the unlimited rights categories, the original agreement (if construed as limiting all future contract rights) would be in violation of the statutory “accorded” rights due to a change in facts. Clearly, the parties can negotiate data right allocations (within the discretion allowed by law) based upon only the then known or understood facts and the application of the statute and the DFARS clauses. The parties cannot safely or intelligently negotiate away future (as yet unknown as to statutorily accorded) rights.

2. The assertion and marking language which addresses prior Government rights in data clearly is intended to set such prior rights as the minimum which will be taken under the new contract for identical or substantially similar data. Such language does not preempt the other requirements of the clauses.

D. If the Statute/regulations had intended some first allocation of data rights which would be binding upon future contract actions between the parties, the regulations/contract clauses should have  acknowledged that point in one of several ways (e.g., by excluding previously delivered data by establishing (b)(5) as preempting (b)(1) through (b)(4) instead of merely confirming that those previous rights are not lost by virtue of the new action and the new allocation determination
 or by excluding such previously delivered/allocated data from the coverage of the new contract clauses).
V. Conclusions and Qualifications.

This analysis was undertaken to avoid the past mistakes of piecemeal analyses of an issue out of full context. Its focus is primarily upon the plain meaning (or proper interpretation using the objective rules) of the present language of the Statute and the authorized DFARS implementation. Often such prior analyses emphasize historical development. However, such an approach (at the beginning rather than the end of the analysis) can distort the objective analysis of the actual language of the present authorities.

Once the objective and pure analysis of the present language is complete, then and only then should one compare that analysis to historical developments, legislative histories, case law, and other writings. These comparisons might indicate a flaw in the pure analysis or suggest another interpretation which then can be further analyzed, or one may find that the actual effect of the language as-written was not what the writers intended.
 
Is the “plain meaning” of the present statutory language and DFARS implementation what was intended by the drafters?  When properly implemented and enforced, are the procedures for the contractor election to  protect their data fair and reasonable? Is the balancing of public and private interests in data rights allocation properly achieved by the present language? As these fall within the realm of policy decisions and not pure legal analysis, commentary is offered in Part VI.
For those who like a simple summary statement which serves to convey the ultimate conclusion (without all the qualifications), the following is offered:

WHEN A CONTRACTOR ACCEPTS THE AWARD OF A DOD CONTRACT AND ELECTS OR PROMISES TO PERFORM THAT CONTRACT WITH SPECIFIC “ITEMS, COMPONENTS, OR PROCESSES” (ICPs), THE GOVERNMENT WILL TAKE UNLIMITED RIGHTS IN MOST ALL OF THE RELEVANT TECHNICAL DATA.”
 THE ONLY REAL EXCEPTION IS FOR “DETAILED  MANUFACTURING OR PROCESS DATA”
(DMPD). THE CONTRACTOR MAY ASSERT GOVERNMENT PURPOSE RIGHTS OR LIMITED RIGHTS RESTRICTIONS ON DMPD WHEN THE DEVELOPMENT OF THE RELATED ICPs WAS NOT 100% DEVELOPED WITH DIRECT FEDERAL FUNDING.
Translation of the above into future action: everyone needs to prepare to brief the Boards and Courts on the definition of DMPD; and contractors need a much better system for identifying ICPs, the ICPs’ period of development, and the sources of funding during that development period. Once the parties get past the old false assumptions about “delivery,” these are the only real issues in the allocation of rights in technical data under a DOD contract.

The definition of DMPD will require clarification via futre case law. The DFARS definition at 252.227-7013(a)(5) only confuses the issue further. One case was found to have addressed this term with some insights.
 The case states that Level 3 drawings (per DOD-D-1000B) clearly included DMPD. While decided on the issue of the true agency needs, the case might imply that data necessary for “emergency repair and overhaul” could be done without DMPD (or at least without level 3 drawings). The relationship between the Level 3 drawings and DMPD was insufficiently discussed in the case to draw any clear inferences.
VI. Is It Fair?

Now that the various components of the substantive tests and procedural processes have been articulated and integrated into a complete and consistent theory as summarized immediately above – is it fair to both sides? This is not a legal issue, and “policy” issues never should be allowed to distort or even influence an initial reading of the law or implementing regulations as to their plain meaning. However, commentary on the “policy” side of the issue often approaches the topic with the same isolated analysis as has been common on the “legal theory” side. Therefore, let’s look briefly at the “big picture” as to policy.

In the Intellectual Property field of patents (a part of the data rights license bundle), the inventor discloses to the public an otherwise trade secret to obtain a monopoly on the practice of that invention for a certain period of time. The trade-off is deemed fair because the inventors have the option to NOT file a patent application and to rely upon keeping the invention a secret when practicable.

In the “big picture” of DOD data rights, the contractors have the same type of option. The contractors are not forced to use their trade secret/proprietary ICPs (and the data pertaining to such ICPs) to perform a Government contract. The contractor may hold such ICPs for commercial uses only and protect them from the application of the data rights Statute and clauses. The contractors have a second line of protection when they choose to accept a DOD contract and to use specific ICPs to perform that contract. That second line of defense is substantive test number three as to the source of funding for the development of the specific ICP.

It is the Statutory outcome that when a contractor voluntarily incorporates specific ICPs into its performance of a DOD contract, that contractor has conveyed to the Government “unlimited”
 rights to all data necessary to describe these ICPs’ form, fit, and function and all data necessary to “installation, operation, maintenance, or training purposes.” In a simplified summary statement: the only data not conveyed to the Government is detailed manufacturing and process data (DMPD) which may be “limited” when the contractor can meet the test for having exclusively or partially funded the development of the related ICPs.
Is mandating this level of data rights concession fair?
Putting aside DOD’s problems with describing and obtaining all such data beyond “detailed manufacturing or process data,” the question should be asked the other way around. How could DOD fulfill its defense obligations to our citizens if it lacked the capability (via lack of data), independent of a specific private party, to install, operate, maintain and train troops on the equipment (ICPs) used by our military?
The balance struck by the Statute is necessary to national defense. For years DOD has left delivery of data out of its performance type contracts on two false assumptions:  that getting data is expensive; and that the Government does not need data under a performance specification defined contract.  The first false assumption is addressed earlier. A “copy” of data is not expensive, and that is what “delivery” provides. Delivery does not create rights in data with limited exceptions. The necessity of data even in performance specification type contracts now is well established. 
 

Despite increasing efforts by the contractor community to influence individual Government program managers,  deleting data requirements in their contracts is not a valid method for avoiding the Statute’s and the contract’s impact upon data rights. The only viable option is for the contractor to not use the ICPs to which the data pertains when performing the Government contract. Under the Statute, the Government takes license rights to data pertaining to the ICPs used to perform that contract. A delivered copy of the data is NOT essential to creating those rights. Under various legal theories
 the United States Government always can demand a copy of the data used to perform the contract. Instead of delaying the inevitable determination of Government rights in contract data and denying early clarity to the acquisition planning process regarding sustainment options for a program or system, the parties need to address the rights in data issues prior to award, as was the intent of law and policy. By doing so, the free flow and availability of necessary data under the contract will not be inhibited by continued false assumptions that delivery equals rights in data. 
               ATTACHMENT 1

	10 U.S.C. § 2320. Rights in technical data

	(a) 

(1) The Secretary of Defense shall prescribe regulations to define the legitimate interest of the United States and of a contractor or subcontractor in technical data pertaining to an item or process. Such regulations shall be included in regulations of the Department of Defense prescribed as part of the Federal Acquisition Regulation. Such regulations may not impair any right of the United States or of any contractor or subcontractor with respect to patents or copyrights or any other right in technical data otherwise established by law. Such regulations also may not impair the right of a contractor or subcontractor to receive from a third party a fee or royalty for the use of technical data pertaining to an item or process developed exclusively at private expense by the contractor or subcontractor, except as otherwise specifically provided by law. 
(2) Such regulations shall include the following provisions: 
(A) In the case of an item or process that is developed by a contractor or subcontractor exclusively with Federal funds (other than an item or process developed under a contract or subcontract to which regulations under section 9(j)(2) of the Small Business Act (15 U.S.C. 638 (j)(2)) apply), the United States shall have the unlimited right to— 
(i) use technical data pertaining to the item or process; or 
(ii) release or disclose the technical data to persons outside the government or permit the use of the technical data by such persons. 
(B) Except as provided in subparagraphs (C) and (D), in the case of an item or process that is developed by a contractor or subcontractor exclusively at private expense, the contractor or subcontractor may restrict the right of the United States to release or disclose technical data pertaining to the item or process to persons outside the government or permit the use of the technical data by such persons. 
(C) Subparagraph (B) does not apply to technical data that— 
(i) constitutes a correction or change to data furnished by the United States; 
(ii) relates to form, fit, or function; 
(iii) is necessary for operation, maintenance, installation, or training (other than detailed manufacturing or process data); or 
(iv) is otherwise publicly available or has been released or disclosed by the contractor or subcontractor without restriction on further release or disclosure. 
(D) Notwithstanding subparagraph (B), the United States may release or disclose technical data to persons outside the Government, or permit the use of technical data by such persons, if— 
(i) such release, disclosure, or use— 
(I) is necessary for emergency repair and overhaul; or 
(II) is a release or disclosure of technical data (other than detailed manufacturing or process data) to, or use of such data by, a foreign government that is in the interest of the United States and is required for evaluational or informational purposes; 
(ii) such release, disclosure, or use is made subject to a prohibition that the person to whom the data is released or disclosed may not further release, disclose, or use such data; and 
(iii) the contractor or subcontractor asserting the restriction is notified of such release, disclosure, or use. 
(E) In the case of an item or process that is developed in part with Federal funds and in part at private expense, the respective rights of the United States and of the contractor or subcontractor in technical data pertaining to such item or process shall be established as early in the acquisition process as practicable (preferably during contract negotiations) and shall be based upon negotiations between the United States and the contractor, except in any case in which the Secretary of Defense determines, on the basis of criteria established in the regulations, that negotiations would not be practicable. The establishment of such rights shall be based upon consideration of all of the following factors: 
(i) The statement of congressional policy and objectives in section 200 of title 35, the statement of purposes in section 2(b) of the Small Business Innovation Development Act of 1982 (15 U.S.C. 638 note ), and the declaration of policy in section 2 of the Small Business Act (15 U.S.C. 631). 
(ii) The interest of the United States in increasing competition and lowering costs by developing and locating alternative sources of supply and manufacture. 
(iii) The interest of the United States in encouraging contractors to develop at private expense items for use by the Government. 
(iv) Such other factors as the Secretary of Defense may prescribe. 
(F) A contractor or subcontractor (or a prospective contractor or subcontractor) may not be required, as a condition of being responsive to a solicitation or as a condition for the award of a contract— 
(i) to sell or otherwise relinquish to the United States any rights in technical data except— 
(I) rights in technical data described in subparagraph (C); or 
(II) under the conditions described in subparagraph (D); or 
(ii) to refrain from offering to use, or from using, an item or process to which the contractor is entitled to restrict rights in data under subparagraph (B). 
(G) The Secretary of Defense may— 
(i) negotiate and enter into a contract with a contractor or subcontractor for the acquisition of rights in technical data not otherwise provided under subparagraph (C) or (D), if necessary to develop alternative sources of supply and manufacture; 
(ii) agree to restrict rights in technical data otherwise accorded to the United States under this section if the United States receives a royalty-free license to use, release, or disclose the data for purposes of the United States (including purposes of competitive procurement); or 
(iii) permit a contractor or subcontractor to license directly to a third party the use of technical data which the contractor is otherwise allowed to restrict, if necessary to develop alternative sources of supply and manufacture. 
(3) The Secretary of Defense shall define the terms “developed”, “exclusively with Federal funds”, and “exclusively at private expense” in regulations prescribed under paragraph (1). In defining such terms, the Secretary shall specify the manner in which indirect costs shall be treated and shall specify that amounts spent for independent research and development and bid and proposal costs shall not be considered to be Federal funds for the purposes of definitions under this paragraph. 

(b) Regulations prescribed under subsection (a) shall require that, whenever practicable, a contract for supplies or services entered into by an agency named in section 2303 of this title contain appropriate provisions relating to technical data, including provisions— 
(1) defining the respective rights of the United States and the contractor or subcontractor (at any tier) regarding any technical data to be delivered under the contract and providing that, in the case of a contract for a commercial item, the item shall be presumed to be developed at private expense unless shown otherwise in accordance with section 2321 (f); 
(2) specifying the technical data, if any, to be delivered under the contract and delivery schedules for such delivery; 
(3) establishing or referencing procedures for determining the acceptability of technical data to be delivered under the contract; 
(4) establishing separate contract line items for the technical data, if any, to be delivered under the contract; 
(5) to the maximum practicable extent, identifying, in advance of delivery, technical data which is to be delivered with restrictions on the right of the United States to use such data; 
(6) requiring the contractor to revise any technical data delivered under the contract to reflect engineering design changes made during the performance of the contract and affecting the form, fit, and function of the items specified in the contract and to deliver such revised technical data to an agency within a time specified in the contract; 
(7) establishing remedies to be available to the United States when technical data required to be delivered or made available under the contract is found to be incomplete or inadequate or to not satisfy the requirements of the contract concerning technical data; and 
(8) authorizing the head of the agency to withhold payments under the contract (or exercise such other remedies as the head of the agency considers appropriate) during any period if the contractor does not meet the requirements of the contract pertaining to the delivery of technical data. 

(c) Nothing in this section or in section 2305 (d) of this title prohibits the Secretary of Defense from— 
(1) prescribing standards for determining whether a contract entered into by the Department of Defense shall provide for a time to be specified in the contract after which the United States shall have the right to use (or have used) for any purpose of the United States all technical data required to be delivered to the United States under the contract or providing for such a period of time (not to exceed 7 years) as a negotiation objective; or 
(2) prescribing reasonable and flexible guidelines, including negotiation objectives, for the conduct of negotiations regarding the respective rights in technical data of the United States and the contractor. 

(d) The Secretary of Defense shall by regulation establish programs which provide domestic business concerns an opportunity to purchase or borrow replenishment parts from the United States for the purpose of design replication or modification, to be used by such concerns in the submission of subsequent offers to sell the same or like parts to the United States. Nothing in this subsection limits the authority of the head of an agency to impose restrictions on such a program related to national security considerations, inventory needs of the United States, the improbability of future purchases of the same or like parts, or any additional restriction otherwise required by law. 

(e) The Secretary of Defense shall require program managers for major weapon systems and subsystems of major weapon systems to assess the long-term technical data needs of such systems and subsystems and establish corresponding acquisition strategies that provide for technical data rights needed to sustain such systems and subsystems over their life cycle.  Such strategies may include the development of maintenance capabilities within the Department of Defense or competition for contracts for sustainment of such systems or subsystems.  Assessments and corresponding acquisition strategies developed under this section with respect to a weapon system or subsystem shall—

(1) be developed before issuance of a contract solicitation for the weapon system or subsystem;

(2) address the merits of including a priced contract option  for the future delivery of technical data that were not acquired upon initial contract award;

(3) address the potential for changes in the sustainment plan over the life cycle of the weapon system or subsystem;  and

(4)  apply to weapon systems and subsystems that are to be supported by performance-based logistics arrangements as well as to weapon systems and subsystems that are to be supported by other sustainment approaches.


                     ATTACHMENT 2

                                     DFARS 252.227-7013

RIGHTS IN TECHNICAL DATA--NONCOMMERCIAL ITEMS (NOV 1995)


(a)  Definitions.  As used in this clause:



(1)  “Computer data base” means a collection of data recorded in a form capable of being processed by a computer.  The term does not include computer software.



(2)  “Computer program” means a set of instructions, rules, or routines recorded in a form that is capable of causing a computer to perform a specific operation or series of operations.



(3)  “Computer software” means computer programs, source code, source code listings, object code listings, design details, algorithms, processes, flow charts, formulae and related material that would enable the software to be reproduced, recreated, or recompiled.  Computer software does not include computer data bases or computer software documentation.



(4)  “Computer software documentation” means owner's manuals, user's manuals, installation instructions, operating instructions, and other similar items, regardless of storage medium, that explain the capabilities of the computer software or provide instructions for using the software.



(5)  “Detailed manufacturing or process data” means technical data that describe the steps, sequences, and conditions of manufacturing, processing or assembly used by the manufacturer to produce an item or component or to perform a process.



(6)  “Developed” means that an item, component, or process exists and is workable.  Thus, the item or component must have been constructed or the process practiced.  Workability is generally established when the item, component, or process has been analyzed or tested sufficiently to demonstrate to reasonable people skilled in the applicable art that there is a high probability that it will operate as intended.  Whether, how much, and what type of analysis or testing is required to establish workability depends on the nature of the item, component, or process, and the state of the art.  To be considered “developed,” the item, component, or process need not be at the stage where it could be offered for sale or sold on the commercial market, nor must the item, component, or process be actually reduced to practice within the meaning of Title 35 of the United States Code.



(7)  “Developed exclusively at private expense” means development was accomplished entirely with costs charged to indirect cost pools, costs not allocated to a government contract, or any combination thereof.




(i)  Private expense determinations should be made at the lowest practicable level.




(ii)  Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling price of the contract, the additional development costs necessary to complete development shall not be considered when determining whether development was at government, private, or mixed expense.



(8)  “Developed exclusively with government funds” means development was not accomplished exclusively or partially at private expense.



(9)  “Developed with mixed funding” means development was accomplished partially with costs charged to indirect cost pools and/or costs not allocated to a government contract, and partially with costs charged directly to a government contract.



(10)  “Form, fit, and function data” means technical data that describes the required overall physical, functional, and performance characteristics (along with the qualification requirements, if applicable) of an item, component, or process to the extent necessary to permit identification of physically and functionally interchangeable items.



(11)  “Government purpose” means any activity in which the United States Government is a party, including cooperative agreements with international or multi-national defense organizations, or sales or transfers by the United States Government to foreign governments or international organizations.  Government purposes include competitive procurement, but do not include the rights to use, modify, reproduce, release, perform, display, or disclose technical data for commercial purposes or authorize others to do so.



(12)  “Government purpose rights” means the rights to—




(i)  Use, modify, reproduce, release, perform, display, or disclose technical data within the Government without restriction; and




(ii)  Release or disclose technical data outside the Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that data for United States government purposes.



(13)  “Limited rights” means the rights to use, modify, reproduce, release, perform, display, or disclose technical data, in whole or in part, within the Government.  The Government may not, without the written permission of the party asserting limited rights, release or disclose the technical data outside the Government, use the technical data for manufacture, or authorize the technical data to be used by another party, except that the Government may reproduce, release or disclose such data or authorize the use or reproduction of the data by persons outside the Government if reproduction, release, disclosure, or use is—




(i)  Necessary for emergency repair and overhaul; or




(ii)  A release or disclosure of technical data (other than detailed manufacturing or process data) to, or use of such data by, a foreign government that is in the interest of the Government and is required for evaluational or informational purposes;




(iii)  Subject to a prohibition on the further reproduction, release, disclosure, or use of the technical data; and




(iv)  The contractor or subcontractor asserting the restriction is notified of such reproduction, release, disclosure, or use.



(14)  “Technical data” means recorded information, regardless of the form or method of the recording, of a scientific or technical nature (including computer software documentation).  The term does not include computer software or data incidental to contract administration, such as financial and/or management information.



(15)  “Unlimited rights” means rights to use, modify, reproduce, perform, display, release, or disclose technical data in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize others to do so.


(b)  Rights in technical data.  The Contractor grants or shall obtain for the Government the following royalty free, world-wide, nonexclusive, irrevocable license rights in technical data other than computer software documentation (see the Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation clause of this contract for rights in computer software documentation):



(1)  Unlimited rights.  The Government shall have unlimited rights in technical data that are—




(i)  Data pertaining to an item, component, or process which has been or will be developed exclusively with Government funds;




(ii)  Studies, analyses, test data, or similar data produced for this contract, when the study, analysis, test, or similar work was specified as an element of performance;




(iii)  Created exclusively with Government funds in the performance of a contract that does not require the development, manufacture, construction, or production of items, components, or processes;




(iv)  Form, fit, and function data;




(v)  Necessary for installation, operation, maintenance, or training purposes (other than detailed manufacturing or process data);




(vi)  Corrections or changes to technical data furnished to the Contractor by the Government;




(vii)  Otherwise publicly available or have been released or disclosed by the Contractor or subcontractor without restrictions on further use, release or disclosure, other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a business entity or its assets to another party;




(viii)  Data in which the Government has obtained unlimited rights under another Government contract or as a result of negotiations; or




(ix)  Data furnished to the Government, under this or any other Government contract or subcontract thereunder, with—





(A)  Government purpose license rights or limited rights and the restrictive condition(s) has/have expired; or





(B)  Government purpose rights and the Contractor's exclusive right to use such data for commercial purposes has expired.



(2)  Government purpose rights.




(i)  The Government shall have government purpose rights for a five-year period, or such other period as may be negotiated, in technical data—





(A)  That pertain to items, components, or processes developed with mixed funding except when the Government is entitled to unlimited rights in such data as provided in paragraphs (b)(ii) and (b)(iv) through (b)(ix) of this clause; or





(B)  Created with mixed funding in the performance of a contract that does not require the development, manufacture, construction, or production of items, components, or processes.




(ii)  The five-year period, or such other period as may have been negotiated, shall commence upon execution of the contract, subcontract, letter contract (or similar contractual instrument), contract modification, or option exercise that required development of the items, components, or processes or creation of the data described in paragraph (b)(2)(i)(B) of this clause.  Upon expiration of the five-year or other negotiated period, the Government shall have unlimited rights in the technical data.




(iii)  The Government shall not release or disclose technical data in which it has government purpose rights unless—





(A)  Prior to release or disclosure, the intended recipient is subject to the non-disclosure agreement at 227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS); or





(B)  The recipient is a Government contractor receiving access to the data for performance of a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.




(iv)  The Contractor has the exclusive right, including the right to license others, to use technical data in which the Government has obtained government purpose rights under this contract for any commercial purpose during the time period specified in the government purpose rights legend prescribed in paragraph (f)(2) of this clause.



(3)  Limited rights.




(i)  Except as provided in paragraphs (b)(1)(ii) and (b)(1)(iv) through (b)(1)(ix) of this clause, the Government shall have limited rights in technical data—





(A)  Pertaining to items, components, or processes developed exclusively at private expense and marked with the limited rights legend prescribed in paragraph (f) of this clause; or





(B)  Created exclusively at private expense in the performance of a contract that does not require the development, manufacture, construction, or production of items, components, or processes.




(ii)  The Government shall require a recipient of limited rights data for emergency repair or overhaul to destroy the data and all copies in its possession promptly following completion of the emergency repair/overhaul and to notify the Contractor that the data have been destroyed.




(iii)  The Contractor, its subcontractors, and suppliers are not required to provide the Government additional rights to use, modify, reproduce, release, perform, display, or disclose technical data furnished to the Government with limited rights.  However, if the Government desires to obtain additional rights in technical data in which it has limited rights, the Contractor agrees to promptly enter into negotiations with the Contracting Officer to determine whether there are acceptable terms for transferring such rights.  All technical data in which the Contractor has granted the Government additional rights shall be listed or described in a license agreement made part of the contract.  The license shall enumerate the additional rights granted the Government in such data.



(4)  Specifically negotiated license rights.  The standard license rights granted to the Government under paragraphs (b)(1) through (b)(3) of this clause, including the period during which the Government shall have government purpose rights in technical data, may be modified by mutual agreement to provide such rights as the parties consider appropriate but shall not provide the Government lesser rights than are enumerated in paragraph (a)(13) of this clause.  Any rights so negotiated shall be identified in a license agreement made part of this contract.



(5)  Prior government rights.  Technical data that will be delivered, furnished, or otherwise provided to the Government under this contract, in which the Government has previously obtained rights shall be delivered, furnished, or provided with the pre-existing rights, unless—




(i)  The parties have agreed otherwise; or




(ii)  Any restrictions on the Government's rights to use, modify, reproduce, release, perform, display, or disclose the data have expired or no longer apply.



(6)  Release from liability.  The Contractor agrees to release the Government from liability for any release or disclosure of technical data made in accordance with paragraph (a)(13) or (b)(2)(iii) of this clause, in accordance with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to whom the recipient has released or disclosed the data and to seek relief solely from the party who has improperly used, modified, reproduced, released, performed, displayed, or disclosed Contractor data marked with restrictive legends.


(c)  Contractor rights in technical data.  All rights not granted to the Government are retained by the Contractor.


(d)  Third party copyrighted data.  The Contractor shall not, without the written approval of the Contracting Officer, incorporate any copyrighted data in the technical data to be delivered under this contract unless the Contractor is the copyright owner or has obtained for the Government the license rights necessary to perfect a license or licenses in the deliverable data of the appropriate scope set forth in paragraph (b) of this clause, and has affixed a statement of the license or licenses obtained on behalf of the Government and other persons to the data transmittal document.


(e)  Identification and delivery of data to be furnished with restrictions on use, release, or disclosure.



(1)  This paragraph does not apply to restrictions based solely on copyright.



(2)  Except as provided in paragraph (e)(3) of this clause, technical data that the Contractor asserts should be furnished to the Government with restrictions on use, release, or disclosure are identified in an attachment to this contract (the Attachment).  The Contractor shall not deliver any data with restrictive markings unless the data are listed on the Attachment.



(3)  In addition to the assertions made in the Attachment, other assertions may be identified after award when based on new information or inadvertent omissions unless the inadvertent omissions would have materially affected the source selection decision.  Such identification and assertion shall be submitted to the Contracting Officer as soon as practicable prior to the scheduled date for delivery of the data, in the following format, and signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, 

or Disclosure of Technical Data.




The Contractor asserts for itself, or the persons identified below, that the Government's rights to use, release, or disclose the following technical data should be restricted—

	Technical Data
	
	
	Name of Person

	to be Furnished
	Basis for
	Asserted Rights
	Asserting

	With Restrictions*
	Assertion**
	Category***
	Restrictions****

	(LIST)
	(LIST)
	(LIST)
	(LIST)





*If the assertion is applicable to items, components, or processes developed at private expense, identify both the data and each such item, component, or process.




**Generally, the development of an item, component, or process at private expense, either exclusively or partially, is the only basis for asserting restrictions on the Government's rights to use, release, or disclose technical data pertaining to such items, components, or processes.  Indicate whether development was exclusively or partially at private expense.  If development was not at private expense, enter the specific reason for asserting that the Government's rights should be restricted.




***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in SBIR data generated under another contract, limited or government purpose rights under this or a prior contract, or specifically negotiated licenses).




****Corporation, individual, or other person, as appropriate.

	Date
	_________________________________

	Printed Name and Title
	_________________________________

	
	_________________________________

	Signature
	_________________________________


(End of identification and assertion)



(4)  When requested by the Contracting Officer, the Contractor shall provide sufficient information to enable the Contracting Officer to evaluate the Contractor's assertions.  The Contracting Officer reserves the right to add the Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in accordance with the procedures of the Validation of Restrictive Markings on Technical Data clause of this contract. 


(f)  Marking requirements.  The Contractor, and its subcontractors or suppliers, may only assert restrictions on the Government's rights to use, modify, reproduce, release, perform, display, or disclose technical data to be delivered under this contract by marking the deliverable data subject to restriction.  Except as provided in paragraph (f)(5) of this clause, only the following legends are authorized under this contract: the government purpose rights legend at paragraph (f)(2) of this clause; the limited rights legend at paragraph (f)(3) of this clause; or the special license rights legend at paragraph (f)(4) of this clause; and/or a notice of copyright as prescribed under 17 U.S.C. 401 or 402.



(1)  General marking instructions.  The Contractor, or its subcontractors or suppliers, shall conspicuously and legibly mark the appropriate legend on all technical data that qualify for such markings.  The authorized legends shall be placed on the transmittal document or storage container and, for printed material, each page of the printed material containing technical data for which restrictions are asserted.  When only portions of a page of printed material are subject to the asserted restrictions, such portions shall be identified by circling, underscoring, with a note, or other appropriate identifier.  Technical data transmitted directly from one computer or computer terminal to another shall contain a notice of asserted restrictions.  Reproductions of technical data or any portions thereof subject to asserted restrictions shall also reproduce the asserted restrictions.



(2)  Government purpose rights markings.  Data delivered or otherwise furnished to the Government with government purpose rights shall be marked as follows:

GOVERNMENT PURPOSE RIGHTS

	
	Contract No.
	
	

	
	Contractor Name
	
	

	
	Contractor Address
	
	

	
	
	
	

	
	Expiration Date
	
	

	
	
	
	
	
	
	
	
	
	




The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data are restricted by paragraph (b)(2) of the Rights in Technical Data—Noncommercial Items clause contained in the above identified contract.  No restrictions apply after the expiration date shown above.  Any reproduction of technical data or portions thereof marked with this legend must also reproduce the markings.

(End of legend)



(3)  Limited rights markings.  Data delivered or otherwise furnished to the Government with limited rights shall be marked with the following legend:

LIMITED RIGHTS

	
	Contract No.
	
	

	
	Contractor Name
	
	

	
	Contractor Address
	
	

	
	
	
	

	
	
	
	
	
	
	
	
	




The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data are restricted by paragraph (b)(3) of the Rights in Technical Data--Noncommercial Items clause contained in the above identified contract.  Any reproduction of technical data or portions thereof marked with this legend must also reproduce the markings.  Any person, other than the Government, who has been provided access to such data must promptly notify the above named Contractor.

(End of legend)



(4)  Special license rights markings.




(i)  Data in which the Government's rights stem from a specifically negotiated license shall be marked with the following legend:

SPECIAL LICENSE RIGHTS

	The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are restricted by Contract No. _____(Insert contract number)____, License No. ____(Insert license identifier)____.  Any reproduction of technical data or portions thereof marked with this legend must also reproduce the markings.


(End of legend)




(ii)  For purposes of this clause, special licenses do not include government purpose license rights acquired under a prior contract (see paragraph (b)(5) of this clause).



(5)  Pre-existing data markings.  If the terms of a prior contract or license permitted the Contractor to restrict the Government's rights to use, modify, reproduce, release, perform, display, or disclose technical data deliverable under this contract, and those restrictions are still applicable, the Contractor may mark such data with the appropriate restrictive legend for which the data qualified under the prior contract or license.  The marking procedures in paragraph (f)(1) of this clause shall be followed.


(g)  Contractor procedures and records.  Throughout performance of this contract, the Contractor and its subcontractors or suppliers that will deliver technical data with other than unlimited rights, shall—



(1)  Have, maintain, and follow written procedures sufficient to assure that restrictive markings are used only when authorized by the terms of this clause; and



(2)  Maintain records sufficient to justify the validity of any restrictive markings on technical data delivered under this contract.


(h)  Removal of unjustified and nonconforming markings.



(1)  Unjustified technical data markings.  The rights and obligations of the parties regarding the validation of restrictive markings on technical data furnished or to be furnished under this contract are contained in the Validation of Restrictive Markings on Technical Data clause of this contract.  Notwithstanding any provision of this contract concerning inspection and acceptance, the Government may ignore or, at the Contractor's expense, correct or strike a marking if, in accordance with the procedures in the Validation of Restrictive Markings on Technical Data clause of this contract, a restrictive marking is determined to be unjustified.



(2)  Nonconforming technical data markings.  A nonconforming marking is a marking placed on technical data delivered or otherwise furnished to the Government under this contract that is not in the format authorized by this contract.  Correction of nonconforming markings is not subject to the Validation of Restrictive Markings on Technical Data clause of this contract.  If the Contracting Officer notifies the Contractor of a nonconforming marking and the Contractor fails to remove or correct such marking within sixty (60) days, the Government may ignore or, at the Contractor's expense, remove or correct any nonconforming marking.


(i)  Relation to patents.  Nothing contained in this clause shall imply a license to the Government under any patent or be construed as affecting the scope of any license or other right otherwise granted to the Government under any patent.


(j)  Limitation on charges for rights in technical data.



(1)  The Contractor shall not charge to this contract any cost, including, but not limited to, license fees, royalties, or similar charges, for rights in technical data to be delivered under this contract when—




(i)  The Government has acquired, by any means, the same or greater rights in the data; or




(ii)  The data are available to the public without restrictions.



(2)  The limitation in paragraph (j)(1) of this clause—




(i)  Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the Contractor to acquire rights in subcontractor or supplier technical data, if the subcontractor or supplier has been paid for such rights under any other Government contract or under a license conveying the rights to the Government; and




(ii)  Does not include the reasonable costs of reproducing, handling, or mailing the documents or other media in which the technical data will be delivered.


(k)  Applicability to subcontractors or suppliers.



(1)  The Contractor shall ensure that the rights afforded its subcontractors and suppliers under 10 U.S.C. 2320, 10 U.S.C. 2321, and the identification, assertion, and delivery processes of paragraph (e) of this clause are recognized and protected.



(2)  Whenever any technical data for noncommercial items is to be obtained from a subcontractor or supplier for delivery to the Government under this contract, the Contractor shall use this same clause in the subcontract or other contractual instrument, and require its subcontractors or suppliers to do so, without alteration, except to identify the parties.  No other clause shall be used to enlarge or diminish the Government's, the Contractor's, or a higher-tier subcontractor's or supplier's rights in a subcontractor's or supplier's technical data.



(3)  Technical data required to be delivered by a subcontractor or supplier shall normally be delivered to the next higher-tier contractor, subcontractor, or supplier.  However, when there is a requirement in the prime contract for data which may be submitted with other than unlimited rights by a subcontractor or supplier, then said subcontractor or supplier may fulfill its requirement by submitting such data directly to the Government, rather than through a higher-tier contractor, subcontractor, or supplier.



(4)  The Contractor and higher-tier subcontractors or suppliers shall not use their power to award contracts as economic leverage to obtain rights in technical data from their subcontractors or suppliers.



(5)  In no event shall the Contractor use its obligation to recognize and protect subcontractor or supplier rights in technical data as an excuse for failing to satisfy its contractual obligation to the Government.

                 ATTACHMENT 3
                          THE ASSERTION LIST

                                             ( DFARS 252.227-7017)

   MISUNDERSTOOD AND MISUSED

A.  BACKGROUND. There are so many misunderstandings and misuses of the provision at DFARS 252.227-7017, Identification and Assertion of Use, Release, and Disclosure Restrictions, that the best way to begin discussing the provision is to first clear up the past misunderstandings. How it became so misunderstood and abused is unclear. The title says exactly what is required and no more.

B. What the DFARS 252.227-7017 Provision requires is a pre-award disclosure of four elements (detailed discussion to follow later):

1. Identification of the noncommercial technical data or noncommercial computer software (to be delivered under the contract) which the contractor presently asserts should be delivered to the Government with less than unlimited rights;

2.  The asserted rights category: Limited Rights; Restricted Rights; Government Purpose Rights; SBIR Rights; or Specially Negotiated License Rights (only in very rare cases); 

3. The basis for the assertion, which virtually is always one of the following two statements - 

Developed partially at private expense = Government Purpose Rights

Developed exclusively at private expense = Limited Rights or Restricted Rights

(SBIR Rights and Specially Negotiated License Rights can have different bases); and

4. The party (prime contractor or subcontractor) asserting the stated restrictions.

THE OFFEROR MUST STOP WITH THESE 4 ELEMENTS AND SAY NO MORE OR THE -7017 ASSERTION WILL BE IMPROPER.

C. The DFARS 252.227-7017 provision does not require (and does not allow for):

1. Justifications for or facts behind the assertion. Including a restatement of or reference to relevant facts and theories behind the assertion is inappropriate and confusing. A contractor who makes bad, overly broad, or false assertions may lose rights in data as explained later. The 252.227-7017 provision is not intended or designed to document why the contractor believes the “basis for the assertion” to be correct. It is designed only to capture the four basic elements of the assertion noted above. The claimed facts and history may be in dispute and are not needed unless the Government wishes to discuss these assertions prior to award or challenge them after award. Facts and theories behind the assertions are handled, when needed, in other processes and by other clauses.

2. Assertions as to commercial technical data or commercial computer software. The 252.227-7017 provision is written and prescribed only for noncommercial technical data and noncommercial computer software. Attempting to include commercial items is like mixing apples and oranges. The structure and terminology of the provision just do not apply to commercial data and software.  If the Government needs to know about the intended restrictions on commercial technical data and commercial software, it may ask for it in a similar format, but there are no defined “categories.” 

3. Existing Government rights in noncommercial technical data and noncommercial computer software which have been delivered to, produced for, or are obligated to be delivered to the Government under any other contract or subcontract. Any rights which the Government may acquire or may have acquired by virtue of other contracts are to be disclosed via a separate provision: DFARS 252.227-7028. These prior, future, or contemporaneous rights via other contracts do not provide a proper or certain basis for determining the Government’s rights under the current contract.
 By operation of certain standard DFARS clauses (usually 252.227-7013 and 252.227-7014), these other contract rights establish a minimum level of Government rights in identical (or substantially similar) data/software to be delivered under the current contract. While these established minimum rights must be considered when making a good faith assertion for the current contract, very rarely will they be the only basis for the determination of Government rights under the current contract.
 

These prior data rights are NOT extinguished when the underlying item, component, process, or software later becomes “commercial.”

D.  Basic Purpose and Use. The idea behind this current DOD provision and past provisions/clauses is to have the contractor pre-disclose any restrictions on the Government’s rights to use and further disclose noncommercial technical data and noncommercial computer software which are to be delivered or furnished to the Government under the contract. This disclosure may be updated during contract performance when one of two bases for updates is documented by the contractor. Updates are not automatically allowed. The limited bases upon which an update is allowed require greater diligence by the contractor at the pre-award stage. The failure to assert a proper restriction or to assert at a proper level of detail which the facts will support (See issue below.) can result in the loss of contractor rights.

E.  Specific Issues.

1. After Award Issues. See Part E and Appendix D of the Guide
 for general post award issues.

2. Assertions not Binding Upon the Government. Assertions represent the unilateral claim of the contractor regarding the allocation of data rights for noncommercial ICPs. Under the contract clauses, the Government has the right after award to challenge such claims and the contractor has the burden of proving such claims. Additional contract language acknowledging these facts often is added but with little benefit and potentially undesired negative inferences.

3. Delivery. Despite prior misconceptions, the term “delivery” is applied to how technical data and software get into the Government’s possession. The term is not defined by the contract.
 The concept of “delivery” is important as to certain contractual rights which apply only to delivered data, such as the asserting/marking/justifying requirements. The concept does not apply to the creation of rights in technical data and computer software.
 
4. Loss of Contractor rights for failure to identify or failure to identify at the proper level. A contractor is prohibited from placing a restrictive legend upon any deliverable noncommercial technical data and noncommercial computer software unless the contract contains an attachment acknowledging a restrictive assertion covering such data/software.
 
a. A contractor who fails to make a proper pre-award assertion and who later cannot meet one of the two tests for updating those pre-award assertions (See next issue.) is required to deliver all such noncommercial data/software with unlimited rights. This is well known. 
b. Less known or understood is the contractor’s right (and, indirectly, obligation) to make such assertions at the lowest practical level.
 The two primary tests for allocating the rights in data arise from the nature of the data
 and the source of funding for development of the underlying item, component, or process. For example, if the contractor chooses to assert “Limited Rights” in technical data at too high a level, it may be found that, as a factual matter, the Government has provided direct funding for a portion of the underlying item component or process at this level.
 That factual conclusion entitles the Government to not less than Government Purpose Rights for all data at the level asserted (to include any severable portion for which no separate assertion was made). 
c. The key to paragraph b above is to understand that (unless an updating exception applies) the contractor cannot be given extra “bites at the apple” when it comes to making these assertions. If these rights are truly important to the contractor, the contractor must take the time, prior to award, to confirm just which portions are entitled to be restricted. The obligation to prove such restrictions for noncommercial data/software is on the contractor.
 If the Government allows the contractor to make a broad assertion prior to award and then allows the contractor to incrementally revise its assertion with each successful Government challenge to some portion of that broad assertion, this would improperly shift the burden of proof from the contractor to the Government. It would force the Government (by successive challenges) to define for the contractor what portions were contractor-funded by excluding those portion proven to be Government-funded. This makes no sense and is unworkable. The contractor not only possesses the required records to prove what was “exclusively funded at private expense,” the contractor has a contractual obligation
 to have such proof on file and available.
 Since this may well be a complete change to past practices for many, it is strongly recommended that the contractor be placed on notice regarding the need for pre-award assertions at a proper level and that the Government intends to require strict compliance with the contract procedures for allocating and asserting data rights. 
d. It is to the benefit of both parties that the first column of the assertion list be used to identify, with the proper level of specificity, only the data/software and its related underlying item, component or process for which an asserted category of restriction can be documented. Vague or overly broad terms lead to disagreements and possible loss of contractor rights. Since the Government at award must accept any good faith contractor assertion list which is in proper form (subject to after-award challenges), clearly the burden of submitting a proper list with defensible assertions rests with the contractor.

5. Updating the Pre-Award Assertion Contract Attachment. A properly structured pre-award assertion list made in good faith by the contractor must be attached to the contract at award.
  (It is strongly recommended that the absence of any such assertions be confirmed as not being an inadvertent oversight by incorporating an attachment which acknowledges that there are no assertions prior to award.) Any update of this Attachment after award constitutes a contract modification which can be made only by the Contracting Officer. The contractor is allowed to update this contract attachment as a contract right in only two situations:
 “based on new information”; and “inadvertent omission” that would not have materially affected the source selection.
  The factual determination as to whether either of the two conditions (for allowing an update to the assertion attachment) has been met is for the Contracting Officer to make.
 There is no automatic right for the contractor to update this attachment. Therefore, the contractor must make a diligent effort to properly assert prior to award or risk the loss of rights as noted above. 

6. Timing Issues with Updates to the Assertion List.  The contract clauses obligate the contractor to make new assertions (request the update to the attachment) “as soon as practicable prior to the scheduled date for delivery.” A potential problem, which is avoidable, is that a contractor may wait until delivery of the data is due before the contractor makes the additional, post-award assertions noted above. These last minute claims to additional limitations upon the Government’s rights in data may create a timing problem. The Government may need the data immediately and without the additional, unanticipated restrictions, but it can take months or years to review the facts and complete a challenge. Since the right to mark the data as restricted does not exist until the contract attachment is modified, the Government could insist initially upon delivery of the data without restriction while determining if an update was proper. Any such approach must be coordinated with legal counsel. However, it is much more desirable to have a negotiated solution when possible. The Contracting Officer may, therefore, wish to add contract language requiring that immediate notice be given when the likelihood of such additional assertions first becomes known to the contractor.            

7. The Effects of a Conforming Assertion. Nonconforming assertions
 may be, and should be, ordered (by the Contracting Officer) to be removed by the contractor 60 days after notice.
 A conforming marking must be honored by the Government unless changed by the contractor or challenged by the Government in accordance with DFARS 252.227-7037 (for technical data) or 252.227-7019 (for computer software). Any such restrictive marking by the contractor requires that the Government use either Distribution Statement “B” or “E” as explained in the Guide at Part K, paragraph 2. a.
 
D.  Special Notices and Issues. 

1. Assertion List. As indicated earlier, it may be necessary to advise the contractors that certain improper practices of the past no longer are acceptable. Without such a notice, prior Government practices might be used by the contractor to evade the Government’s substantive and procedural rights.

2. Markings on Deliverables. Experience has shown that in the past the Government rarely reviewed deliverable data/software for nonconforming or unauthorized markings as a routine part of receiving such data/software. Consequently, challenges were not timely made and often would impact the Government’s ability to fully utilize the data/software as needed. If nonconforming markings are routinely observed on contract deliverables, the contractor’s required internal marking procedures
 may be deficient.
3. Funding Issues. When the “Unlimited Rights” categories do not apply (See paragraph (b)(1) of DFARS 252.227-7013 and 252.227-7014.), the apportionment of license rights usually is based upon direct funding of the development of the underlying item, component, process, or software. There are a number of ways in which a contractor may manipulate the allocation of costs during performance that might affect the allocation of rights in data/software. (This is especially true when that contractor is not subject to the Cost Accounting Standards at FAR Part 30.) To assure that the contractor’s method of performing, or allocating costs to, the contract does not alter the Government’s rights in data/software without advance notice, a clause might be used requiring such advance notice by the contractor prior to the contractor’s funding any effort that is within the contract scope of work via some source of funding other than a direct charge to the Government under the instant contract.
E.  The Bottom Line on Assertions. 

The following are the very basics of what a contractor must do in order to maintain a valid and justifiable assertion/claim that the Government is not entitled to unlimited rights in all technical data and noncommercial computer software pertaining to the ICPs used to perform the contract. Qualifications and detailed explanations have been omitted (mostly) to convey just the basics. Remember that the contractor does NOT have to do any of this. However, if the contractor wants to withhold data rights from the Government, the contractor must do all of this. The process is similar but not identical to accounting for specific costs under the Cost Accounting Standards (CAS).
1. Define the period of “development” for each ICP. See Attachment 5 as to the importance of this period. Once an ICP is “developed” and the contractor intends to claim exclusive or partial private funding for the development, the contractor must assure that it has business records maintained that capture both the development period of that ICP and the sources of funding during that period. [Contractors rarely have maintained proper records and usually are unable to meet the burden of proof required under the contract.]
2. Have a system in place to identify specific data pertaining to that ICP.  This step is essential for a valid good faith assertion. As explained earlier in this Attachment, a contractor chooses how narrow or broad to make the assertions and generally gets only “one bite at the apple.” If the contractor tries to grab too much, all is lost.
 The contractor must exclude those statutory and regulatory “Unlimited Rights” which are conveyed to the Government upon execution of the contract and WITHOUT regard to source of funding.
 These “Unlimited Rights” are found at (b)(1) of the appropriate data rights clause. As a practical and useful rule, the data that is outside of these (b)(1) categories is usually that data defined as “detailed manufacturing and process data” (DMPD).
3. Submit a proper assertion. As noted at the beginning of this Attachment, pre-award assertions MUST use the DFARS 252.227-7017 format and MUST limit the input to only what is required. Column one must identify the specific ICP and specific data as discussed in paragraphs 1 & 2 above. Column 2 must identify the DFARS defined data rights category being claimed and nothing more. 
 Column 3 must be limited to the contractually defined bases for making the assertion. DO NOT attempt to justify that basis on the 252.227-7017 form. Such bases are almost always one of the two following statements: for “Restricted Rights” or “Limited Rights” –“developed exclusively at private expense”; and for “Government Purpose Rights” – “developed partially at private expense.”

4. Markings must be consistent with the assertions. As explained later in this Paper, only contractually approved restrictive markings/legends may be placed upon data delivered to the Government.
 However, any such restrictive legend/marking must be supported by a valid assertion in the instant contract. Finally, such restrictive legends/markings must be limited to the specific pieces of data covered by the assertion. The specificity requirement in paragraph 2 above is mirrored by the specificity in marking only specific data. Both requirements should be kept in mind when determining what data to assert.
Justifying the assertions. Because a valid good faith assertion requires that the ICP already have been developed, that the funding records have been reviewed, and that (b)(1) data has been eliminated from the assertion, the contractor should be able to immediately furnish
 the “[Maintained] records sufficient to justify the validity of any restrictive markings on technical data delivered under this contract.”


               ATTACHMENT 4
NONCONFORMING VERSUS UNJUSTIFIED - The Procedural Lynch Pin.
PART 1: Failure to Assert.            

ISSUE.  A legend which is in a contract-specified format (such as “Limited Rights”), but which is not authorized for use due to failure to assert prior to delivery, is a “nonconforming” legend. It is not an “unjustified” legend.

GENERAL BACKGROUND.  

1. Before a contractor delivers data/software to the Government, that contractor is required to determine if that data/software is related to a commercial or noncommercial item component or process. (This determination is critical to the contractor’s compliance with the solicitation and contract requirements.) Once data/software is delivered without such identification (via the correct restrictive markings), there should be no obligation upon the Government to guess whether it might be commercial and might be subject to unstated restrictions. The contractor also is obligated contractually to assert restrictions on noncommercial data/software prior to delivery and to mark such data/software with only authorized markings in an authorized manner. 

2. The contractor possesses the facts behind these assertions. The Government does not. The contractor is obligated contractually to maintain internal records to support any such asserted restriction (for noncommercial data/software)
 prior to claiming that restriction. Under the contractual agreements and DFARS published rules, unmarked, noncommercial data/software is presumed to convey unlimited rights to the Government. Under the contract, unmarked commercial technical data is presumed to convey unrestricted rights (DFARS 252.227-7015(b)(1)(i)). Under general principles of law, providing another party an unrestricted copy of commercial computer software waives any trade secrets claims and implies a license for use consistent with the reason for furnishing the software. (At most, a copyright may remain after the uncontrolled release.) 

3. When the contract establishes procedures regarding the allocation of intellectual property rights and the contractor violates those procedures (regardless of due diligence), the contractor should expect to lose those intellectual property rights.

4. Contractors providing nonpublic information to the Government or others must affirmatively act to protect the non-public nature of the information or accept the loss of any right to have it protected.

5. The Government must not allow the burden of  asserting and proving such asserted restrictions to be shifted to the Government via procedural violations or lack of due diligence on the contractor’s part.

SPECIFIC BACKGROUND - NONCOMMERCIAL

6. There are only three contractually recognized categories of legends which are applied to deliverable data/software. (The analysis will start with noncommercial because the contractual agreements regarding noncommercial are explicit.) Those three categories are:

a. A legend in a format prescribed by the contract which is authorized for use on the deliverable and which can be justified;

b. An “unjustified” legend which is:

 “an authorized marking that does not depict accurately restrictions applicable….”
) ; and

c. A “nonconforming” legend which is:

“a marking placed upon [technical data, computer software or computer software documentation] delivered or otherwise furnished to the Government under this contract that is not in the format authorized by this contract;”

any marking which is not authorized by DFARS 252.227-7013 or 252.227-7014;
 or

an authorized marking that differs in form or substance from the contract marking requirements.

                        [Note that the DFARS text makes it absolutely clear that the
                          definition in the clauses for “nonconforming” has two 
                          elements: the format used is not correct in form or
                          substance; or the use of that specific format on the

                          specific deliverable is not authorized by the contract clause. 
                          Another way to describe the distinction is that a challenge to 
                          “unjustified” markings is based upon facts which support
                          conclusions concerning either the source of funding or the 
                          nature of the data/software under the substantive tests for 
                          rights in data/software. The “nonconforming” issue is 

                          a matter of procedure: has proper authorization to mark been 
                          contractually obtained, and is the mark in the prescribed
                        format?]
7. It is presumed that the Government will take “unlimited” rights in deliverables (data/software) for which no contractor assertion is made at award. Absent the contractor’s meeting one of the two contractually stipulated tests
 for updating the contract attachment covering assertions, all data/software not covered by an assertion must be delivered unmarked.
 All data delivered without markings is presumed to convey “unlimited” rights to the Government.
 

[Note that the 6-month period to request correction of unmarked data/software is policy - not a binding contract right - and applies to only unmarked data/software, It does not apply to incorrectly marked data/software.]

8. It is an undeniable consequence of the contract terms that the Government takes unlimited rights in data/software which is delivered without a restrictive legend or delivered with nonconforming markings which have been ordered removed by the Contracting Officer more than 60 days ago.

CONCLUSION – NONCOMMERCIAL

9. When the contractor (by lack of due diligence or intent) fails to follow contract procedures and fails to make a proper assertion prior to the delivery of the data/software, that failure bars the marking of the deliverables with ANY restrictive legends. A legend in an improper format is never allowed, and a legend in a proper format is “unauthorized” under the contract if not properly asserted and, therefore, by definition is a nonconforming legend. These nonconforming legends may be ordered removed by simple Contracting Officer notification and a 60-day period to correct or comply.

10. This conclusion is not only the specified contractual outcome, it is essential for the intent of  DFARS 252.227-7017 (requiring advanced assertions – when known), DFARS 252.227-7013(e)(2), and DFARS 252.227-7014(e)(2) to be effective. If the subject legends (proper format but never properly asserted) are allowed to invoke the formal validation procedures,
  then the requirement for advanced assertions becomes meaningless and unenforceable, as does the prohibition of (e)(2). It is difficult enough to manage the data rights issues when there is a “good faith” advanced disclosure prior to award/delivery. It would be impossible to manage such data rights and their system impacts if these contractual procedures/protections are waived via poor interpretations or lack of enforcement. 

11. The contractor’s loss of intellectual property rights for violation of the procedural requirements of the contract was established as a valid right of the Government under Campbell Plastics, 389 F. 3d 1243 (2004).

SPECIFIC BACKGROUND -COMMERCIAL 

12. Because there are no contractually formalized assertion and marking procedures for commercial data/software, the practices of the parties and standard industry practices must be considered. The basic concept that data/software furnished without restriction loses any trade secret protection is important and consistent with the contract scheme for noncommercial data/software. The Commercial Technical Data clause, DFARS 252.227-7015, even captures this concept at (b)(1)(i) as conveying to the Government an “unrestricted” right to use the data. Unless specific commercial software licenses are negotiated, there is no contractual coverage for commercial software.

13. Note that the policy statement at DFARS 227.7202(a) for commercial software is neither contractually binding nor practical in most situations. Most “commercial” licenses are written in terms which violate Federal procurement law. (See the Guide Part H.
) Frequently, the Government does not actually require a license in order for the prime contractor to perform the scope of work. When commercial license rights in the Government are required, the terms cannot be forced into the contract by this policy statement. Such terms must be negotiated in advance. A contractor’s failure to raise and  to negotiate a final agreement on such commercial license rights prior to award must, as a matter of contractually necessity and integrity, result in the contractor’s being obligated to fully perform the scope of work without further contract modifications and on the terms stated in the contract. 

14. Under Federal law, nonexclusive copyright licenses can be granted orally or implied from conduct. Graham v. James, 144 F.3d 229, 235 (2d Cir. 1998) (quoting 3 Melville B. Nimmer & David Nimmer, Nimmer on Copyright § 10.03[A][7], at 10-43).

15. Should the contractor deliver commercial data/software with restrictions not previously disclosed and those restrictions impede the intended use of the deliverables/services or the full performance of the contract, then such restrictions would be in violation of the contract. The Government would be entitled to its normal remedies for failure to properly perform, to include those in DFARS 252.227-7030.

16. Should the contractor deliver commercial data/software with restrictions not previously disclosed and those restrictions do not impede the intended use of the deliverables/services or the full performance of the contract, then there is a legal issue for further analysis (not required at this time).

17. For commercial technical data, the Government has the added argument that any data reasonably within the scope of DFARS 252.227-7015(b)(1) may be considered to convey “unrestricted” rights until such time as the contractor asserts some limitation. Any other approach would render the statutory language
 (as well as the contract language) conveying these rights as being of no practical value.

CONCLUSION –COMMERCIAL

18. Although far less explicit than the noncommercial issue, the outcome for commercial data/software is that the Government takes not less than a right to use the contractually furnished and unmarked data/software for its intended use.

19. Additional uses are certainly conveyed in specified situations under DFARS 252.227-7015.

20. These outcomes are assumed at the award of the contract when no special agreements have been included. Therefore, such outcomes must not be subject to unilateral manipulation by the contractor’s election to place restrictive markings upon commercial data when the Government never agreed at award to accept that data/software with such markings.

COMPLICATIONS

21. When the contractor delivers commercial data/software with restrictive markings in the format specified for noncommercial technical data/software, 
the Government is entitled to assume that the data/software either is noncommercial, in fact, or is being treated as such by the contractor for contract data rights purposes. The contractor must distinguish between noncommercial and commercial data/software. The use of such noncommercial legends actively encourages the Government to assume that the data is noncommercial.

22. When the Government orders these legends which are in the noncommercial data/software format to be removed as nonconforming (for any reason indicated above), the contractor has 60 days (or a longer period as specified in the order) to properly assert the status of such data/software as being, in fact, commercial.   
Failure to make such an assertion results in removal of the nonconforming markings and the treatment of the data/software as unmarked “noncommercial” data/software.

Substituting another “nonconforming” marking for the original “nonconforming” marking (without clearly claiming the data to be commercial), will not entitle the contractor to yet another 60 day cure order. After expiration of the initial period, the data would be considered as “unmarked” due to the failure to meet the initial order to remove or correct the markings.

23. When the contractor does make a commercial assertion within the specified 60 days, then the Government must evaluate this new assertion in accordance with the above discussion of whether it is consistent with the agreed terms of the contract as signed.

24. There is no explicit (or implied) contract right given to the contractor to correct erroneous markings or the lack of markings on commercial data/software.

25. While the Government should work with the contractor to clarify any contractor errors in the submission of commercial data/software lacking proper notices of restrictions, the contractor’s errors, lack of due diligence, and failure to actively and timely respond to Government inquiries should not constitute a basis for impeding the contract performance or result in the expenditure of additional resources by the Government.

26.  Before any belated assertion by the contractor of “commercial” data/software is allowed/considered by the Government under facts which might constitute an emergency stay of the Government’s right to treat the data/software in-hand as unlimited, the Government should at a minimum insist that the contractor offset his prior errors and lack of diligence with a firm showing that the data/software does, in fact, meet the definition of “commercial”
 and, where applicable, “software.”

27. While it may appear at first glance that a contractor should initially claim all ICPs as being commercial to take advantage of the less formal rules for asserting and marking data rights, that would be a dangerous approach which may result in the loss of the contractor’s data rights. The definition of commercial is found in Part 2 of the FAR and in DFARS 252.227-7014(a). Disagreements over the classification of a specific ICP as commercial are subject to the Disputes Clause at FAR 52.233-1 and not the Validation clauses at DFARS 252.227-7019 and 252.227-7037. There is no automatic right to make a noncommercial assertion after award to recover from a false (or even bad faith) pre-award assumption that an ICP was “commercial.” 
PART 2: Failure to Limit Legends to the Portion Covered by an Assertion.
ISSUE.  When noncommercial technical data and noncommercial computer software are delivered, the contractor is authorized to apply a restrictive legend to ONLY those portions of the data/software/page that are covered by an authorized assertion.  When such markings are not so limited (to only the restricted portions of a page), the marking is nonconforming.

GENERAL BACKGROUND.  The same basic background as in Part 1 above applies to this issue. If these contractual requirements (mandating that the contractor apply the legends to only the portions of the data/software/page which are subject to the asserted restrictions) are not enforced as “nonconforming” (but instead are allowed to “bootstrap” the contractor into an “unjustified” legend), then the intent/benefits of advanced assertions (DFARS 252.227-7017) and certain explicit contract requirements in the clauses will be rendered null and void.

28. Pursuant to DFARS 252.227-7013(f) the contractor is allowed to assert an authorized restriction (See Part 1 as to being in correct format and being on the contract attachment of assertions.) only by properly “marking the deliverable data subject to the restriction.” Subparagraph (f)(1) then states the key contractual requirement which gives full effect to the entire marking scheme: “When only portions of a page of printed material are subject to the asserted restrictions, such portions shall be identified by circling, underscoring, with a note, or other appropriate identifier.”

29. When a contractor delivers data and, through error or lack of due diligence, has placed an otherwise authorized restrictive legend upon data which is not covered by a proper assertion, that legend with regard to that data (not covered by a proper assertion) is “nonconforming” as discussed fully in Part 1. This frequently happens when the contractor places a legend upon an entire page because some portion of the data upon that page contains information covered by an assertion. This lazy contractor approach to insuring compliance with the contractual procedures for protecting data cannot be allowed because it shifts to the Government the burden of establishing what portions are covered by a proper assertion. This burden contractually is placed upon the contractor. As noted in Part 1 above, only the contractor has the required records and knowledge (not to mention interest) necessary to properly narrow the application of the legends to the data actually covered by a proper assertion.

30. As fully discussed in Part 1, when the contractor violates the procedural agreements of the contract (such as the making of a proper assertion, using the proper legend format, or limiting the application of the proper format to only that portion of the data covered by a proper assertion), these procedural violations are defined as resulting in a “nonconforming” legend. The contractor can be forced to remove or correct such nonconforming legends within 60 days. If the contractor further fails to avail itself of this allowed correction period, the contractor loses the right to assert any restriction upon the Government’s use and further disclosure of the data.

31. The noncommercial computer software requirements are a bit less explicit due to the nature of the information being marked. DFARS 252.227-7014(f)(1) states: “The authorized legends shall be placed on the transmittal document or software storage container and each page, or portions thereof, of printed material containing computer software for which restrictions are asserted.”  While the use of “or” in this sentence could appear to give the contractor an option on how to mark, this is not consistent with the entire contract. In order to give effect to the other contract requirements, this requirement with regards to “printed” material must be interpreted the same as in DFARS 252.227-7013.  

32. The proof of this is determined by straightforward logic and reasoning. The contract bars the placing of a restrictive legend on noncommercial data/software for which a proper assertion has not been made.
 If the contractor is allowed to mark an entire page of printed material (dealing with software or technical data) with a restrictive legend even though not all of the data/software on that page is covered by a proper assertion, then the contractor will be allowed to place previously unasserted data/software into the more formal (and time consuming) challenge process for “unjustified” legends and, thereby, bypass all of the contractually imposed requirements/procedures (and protections for the Government) regarding the advanced assertion process. (As noted in Part 1, the advanced assertion process/protections are enforced via the nonconforming marking process which is quick and efficient.) As an example of potential (and past) abuses, when the contractor wishes to protect information for which no valid assertion has been made (or might not be allowed after award), all that contractor would have to do is add to the page containing the unasserted information one piece of properly asserted information and then mark the entire page as being restricted. Any interpretation of the contract language which would allow such a practice of marking an entire page (in lieu of the portions actually subject to protection)is unacceptable and inconsistent with the contract when read as a whole.

33. An obvious complication arises when not dealing with printed material. A logical and rational extension of the printed material requirements as to “portion” of a page is that when the information can be printed (from its electronic format), then it is capable of being electronically marked just as it can be manually marked. However, when the information is transmitted in electronic format and not normally converted to “pages” (manual or electronic), then the parties have to develop practical solutions to the marking issues.
 When developing these solutions, the firm contractual agreement
 not to deliver data/software with a restrictive marking unless it is covered by a proper assertion must be kept at the forefront of the discussions.
34. Since the debate over rights in data/software is conducted at the lowest practical level
 of identifiable data/software, the marking needs to be at that same level.

CONCLUSION. With the possible exception of information that is not and cannot be printed, any restrictive legend which is applied to more information than has been covered in a proper assertion is a procedural violation which renders that legend “nonconforming.” The Government is entitled to use the nonconforming procedures as regards the entire legend. This means that upon proper Contracting Officer notification, the contractor must correct the application of the legend to cover only properly asserted information or risk having the entire legend ignored, corrected or struck. Even for the potential exception noted (unprinted material), the burden remains the contractor’s to establish (upon request by the Government) which portions are subject to a properly made assertion.

As noted in Attachment 3, enlarging the scope of an assertion (so that overly broad markings are covered by the now overly broad assertion) is not a viable solution. Such overly broad assertions lead to the loss of the contractor’s ability to maintain restrictions on the data. The only workable solution is using specific assertions and specific markings for which the contractor has existing records.

                             ATTACHMENT 5

The Allocation of Data Rights Tests – As Implemented by DFARS.

Unfortunately, the legal analysis for allocating data rights too often begins in the middle of the analytical process rather than at the beginning. There are three separate primary/substantive tests/analyses which must be conducted to determine the Government’s rights in any noncommercial technical data. The typical legal analysis addresses only the final test as to funding sources for development of the underlying item, component, or process. In addition to these three primary tests, there are a number of procedural requirements in the contract. Failure by the contractor to meet these procedural requirements may result in conveying additional rights to the Government. Therefore, any final conclusion as to the Government rights must not only assess the impacts of each of the three separate tests but ask whether full compliance with the procedural processes for asserting, marking, and documentation
 have been met.

FIRST TEST – NATURE OF THE DATA. Under paragraph (b)(1) of the relevant data rights clause (DFARS 252.227-7013 or 252.227-7014), the Government takes unlimited rights to a long list of noncommercial  technical data (TD), noncommercial computer software (CS), and noncommercial computer software documentation (CSD). These unlimited rights arise regardless of delivery (See Part III.),
 and the vast majority of these unlimited rights arise without considering the source of funding.
 Any assertion by a contractor which has not addressed these rights cannot be said to have been made in good faith. Any certification of a claim under DFARS 252.227-7037 which knowingly ignores or conceals these rights will raise further legal issues. Many of these unlimited rights categories will apply to the majority of the noncommercial TD, CS, and CSD which is likely to be delivered under relevant contracts. The entire list at 252.227-7013(b)(1)
 for unlimited rights vesting in the Government and certain issues (bracketed/italic comments) which an asserting contractor must address (to make a good faith assertion/certified claim) are reproduced below:

      

(b)(1)  Unlimited rights.  The Government shall have unlimited rights in technical data that are—




(i)  Data pertaining to an item, component, or process which has been or will be developed exclusively with Government funds [Not relevant to current discussion.];



(ii)  Studies, analyses, test data, or similar data produced for this contract, when the study, analysis, test, or similar work was specified as an element of performance [No exceptions, regardless of funding source.];



(iii)  Created exclusively with Government funds in the performance of a contract that does not require the development, manufacture, construction, or production of items, components, or processes; 




(iv)  Form, fit, and function data [No exceptions, regardless of funding source.];



(v)  Necessary for installation, operation, maintenance, or training purposes (other than detailed manufacturing or process data) [Source of funding is relevant only as to the exception. An affirmative assertion/proof by a contractor is required to document the exception to this category.]; 




(vi)  Corrections or changes to technical data furnished to the Contractor by the Government [Source of funding is not an issue.];



(vii)  Otherwise publicly available or have been released or disclosed by the Contractor or subcontractor without restrictions on further use, release or disclosure, other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a business entity or its assets to another party [Source of funding is not an issue.];



(viii)  Data in which the Government has obtained unlimited rights under another Government contract or as a result of negotiations  [Source of funding is not an issue.]; or



(ix)  Data furnished to the Government, under this or any other Government contract or subcontract thereunder, with—





(A)  Government purpose license rights or limited rights and the restrictive condition(s) has/have expired; or

(B) Government purpose rights and the Contractor's exclusive right to use such data for commercial purposes have expired. 

[Source of funding is not an issue.]

Clearly, the nature of the data in question and its status under (b)(1) must be determined by the contractor as a definitional/factual matter prior to proceeding to the third/funding test.
 

SECOND TEST – OTHER LICENSE RIGHTS.  License rights may arise in identical or substantially similar data from sources/contracts other than the instant contract. Just a few examples would include: CRADAs, Value Engineering Clauses and agreements, FAR/DFARS type contracts – standard clauses, and non-FAR type contracts. While the (b)(1) clause above deals partially with this issue, the full burden of being aware of, and disclosing, such rights to the Government rests with the contractor via DFARS 252.227-7028 and the prohibitions
 against any further charging (or allocation) of costs to the Government when the Government is entitled to such rights. Once again, a good faith assertion/certification requires that the contractor address this issue. These prior license rights establish a minimum level of rights in identical or substantially similar data. A new contract can only increase those Government rights. Because a new award raises new facts and may well change the nature of the data (as being within a (b)(1) category) or the facts regarding funding sources, old assertions (arising under these “other” contracts) cannot be thoughtlessly used as current assertions under the instant contract. (See Part IV for a complete discussion of the need to apply the allocation of rights tests to each new contract action.)
THIRD TEST – FUNDING. After the Government’s rights under the first and second tests have been established,
 then those rights may be enlarged upon (never diminished) by conducting the source of funding analysis below. 
a. Relationship to the First and Second Tests.  While the funding test does focus upon “development” of the underlying item, component, or process, this “development” discussion has no application to the majority of rights taken by the Government under the first two tests. Notwithstanding any agreement or disagreement between the parties as to distinguishing what occurs in a new contract (improvements, modifications, revisions, ECPs, etc.) as being “developed” or not developed under that new contract, that distinction has no impact on the majority of the rights determined under the first two tests. A very informative example would be an engineering services effort to address obsolescence issues without requiring “the development, manufacture, construction, or production of items, components, or processes.”
  The data resulting from such an effort (even if categorized as an improvement to an item developed exclusively at private expense) would by its nature normally convey unlimited rights to the Government under any or all of  (b)(1)(ii)  through (b)(1)(vi).

b. Facts Relevant to the Funding Tests.  The funding tests concern the source of funds for the “development” of the underlying item, component, or process (ICP) or the software itself. This again emphasizes the need for specificity in the assertions and markings. The specific data or software to be restricted must be clearly identified so as to limit the further analysis to only relevant facts. Once the ICP/software in a current deliverable is identified as being subject to an assertion, then that data’s/software’s “period of development” must be documented. As longer time periods can lead only to the greater potential for Government funding during such periods, it is in the contractor’s interest to “maintain records sufficient to justify” a claimed period for development.
 It is only by the contractor’s documentation (as part of the burden to “maintain records sufficient to justify”) of the specific ICP/software and the period of development that an intelligent analysis of the funding sources can be conducted.
c. Source of Funding for Development. After concluding the factual identification of what severable ICP/software was developed and when it was developed, the next question is the source of funding for that development effort. Because the contractor is the only party with the relevant records (as to being exclusively funded by private sources), the burden clearly and properly is placed upon the contractor to maintain and provide documentation to justify any assertion. Because the contractor controls both the documentation and the decision as to the level of severability to be asserted within the developed ICP/software, all burdens of proof (severability, traceability, period of development, exclusive funding) must be place upon the contractor.

[When the funding analysis is to be conducted (because data rights otherwise could not be resolved), it is practical to begin with the assumption of “mixed funding” and, therefore, Government Purpose Rights.  To take greater rights, each party has the burden of proving that they “exclusively” (100%) funded the development of the underlying ICP to which the data pertains. Until one or the other meets this burden, mixed funding is the obvious outcome.]

Clearly, relying upon an over-generalization of the basic aspects of the funding test or mere association of an IR&D effort to a specific ICP/software and its related data will not produce a good faith assertion or certification. A much more detailed analysis of all three tests, the complex issues within those tests, and the mandatory procedural aspects of asserting, marking, and documenting must be conducted. These procedures and documentation requirements are clearly set forth in the contract. 

ADDITIONAL FACTORS.   

1. Level at which the assertion is made. As explained more fully in Part II.F.1(ii),  each assertion
 must be made at a level (from end item to lowest nut or bolt) that can be factually supported as to its “nature” or its funding source. Attempts to shift the burden of proof (from the contractor to the Government) via vague or broad assertions (or markings
) may result in a loss of rights for the contractor.

2. Procedural Violations = Loss of Contractor Rights. The various procedural requirements which must be met by a contractor in order to maintain the right to restrict the Government’s license rights in data (via the DFARS 252.227-7013,  252.227-7014, and 252.227-7015 clauses) are covered in Part II.F. and Attachment 3. A quick summary would include: asserting prior to award; asserting prior to delivery; asserting only at the level which can be defended; marking deliverables; using only contractually specified/defined markings; using only authorized markings which are covered by the assertion list; limiting authorized markings to the portion of a page actually covered by a properly asserted restriction; having readily available the required documentation to justify each assertion; complying with various response periods; and distinguishing 252.227-7028 disclosures from 252.227-7017 assertions. A recent case emphasizes that a loss of contractor rights for procedural violations (even if for lack of due diligence) may be an appropriate remedy.
 However, under the law and the DFARS implementation, this loss of contractor rights is a contractually specified (or logical) outcome for many procedural violations of the data rights clauses. The statute, 10 USC 2320, grants the contractor an option to restrict the Government’s license rights in certain limited situations. This option to restrict may be negotiated away or lost for failure to procedurally protect it. The Government is under no obligation to determine and protect contractor rights which are not properly asserted or marked. Under the standard contract clauses: unmarked data conveys unlimited rights to the Government;
 noncommercial deliverables which are not covered by a properly incorporated contract assertion may not be marked; assertions which are too vague or at too high a level to be defended result in the Government taking not less than Government Purpose Rights; and improper or overuse of authorized markings are subject to removal as nonconforming in 60 days.

3. These procedural requirements are not burdensome if the contractor has complied with the mandatory procedures and documentation requirements of the contract.   The contract mandates that the contractor maintain internal procedures and documentation regarding assertions and markings.
 If proper internal procedures are in place, then there should be an ongoing effort to identify the relevant underlying items, components, and processes (and at the necessary levels) and capture documentation as to either the funding issue or the nature of the data issue.  This documentation would include prior licenses/assertions to the Government which would address the second test. The amount of resources expended by the contractor to track and document assertions/rights is for the contractor to determine. The contractor is not contractually required to make any assertions. The contractor is allowed to make any assertion or just the cost-effective assertions. If the contractor focuses upon clearly definable and supportable assertions, the contractor can reduce the resources expended by both the Government and the contractor. 

4. The (b)(1) categories added by DFARS implementation. The listing of the “Unlimited Rights” categories at DFARS 252.227-7013(b)(1) combines two statutory categories ((a)(2)(A) (for developed exclusively with Federal funds) and (a)(2)(C) (the four categories of data excluded from what the contractor may restrict based upon being developed exclusively with private funding) with other non-statutory categories.
 
The category at (b)(1)(iii) applies the exclusive funding tests (similar to (b)(1)(i) from the statute) but with some key words and concepts altered. It substitutes a broader and undefined term, “created” for “developed.” The application of this category is limited to “a contract that does not require the development, manufacture, construction, or production of [ICPs].”  The reason for this added category is not readily apparent. It may have been an attempt to carry forward some prior regulatory coverage (when revising those regulations to accommodate 10 U.S.C. 2320) that might have made a false assumption that (b)(1)(i) was limited to a contract that does require the development, manufacture, construction, or production of [ICPs]. The only two obvious contract types that might be covered by the difference between “does” and “does not” would be service contracts and contracts to create data such as that covered by (b)(1)(ii). However, service contracts are explicitly included by the Statute
 and are not excluded by the Clause. 
The category at (b)(1)(ii) conveys unlimited rights for “[s]tudies, analyses, test data, or similar work produced for this contract [and if] specified as an element of performance.” This category is unique in that it is the only one that reads upon the instant contract. As noted earlier and by Professor Nash,
 all other categories read upon “a” contract and the allocation of rights test is NOT limited to the instant contract. Two key points are that the data need not pertain to an ICP as long as producing it was a specified element of the contract, and that it covers only data produced
 for the instant contract. While this may appear to be a very broad category, background
 data (such as the inputs to the test, analyses….) is not covered. The Government’s data rights in such background data must be determined under other categories of the Clause.
CONCLUSION. If the contractor’s assertions are based only upon the third test analysis, then a good faith assertion has not been made. The contractor may not intentionally, or by lack of diligence, ignore the first and second tests. It would be an extreme waste of resources for the Government to engage in a factual review/analysis of the funding issues until after the list of assertions had been cleared of data to which the Government takes rights via the first or second test. After applying the first and second tests, then the funding analysis will be applied at the level stated in the contract assertions. When the funding test is applied at the level of detail chosen by the contractor (often very broad) in its own assertion, this frequently results in a quick and easy determination of Government Purpose Rights.

                   ATTACHMENT 6

Patent Rights –DOD Data Rights License Constitutes an Explicit License to Practice an Invention.
One can only speculate as to why this issue has not arisen more often and has not been addressed by more decisions. However, the answer by objective contract language interpretation and under case law is clear: When the Government contracts for the explicit license right to use drawings or other data to competitively reprocure (or for broad unlimited or Government purposes), the license rights conveyed include sufficient patent licenses such that use of the licensed data for the stated purposes cannot constitute an infringing act.

The Government’s traditional “patent rights” are well discussed and established when the FAR/DFARS Patent clauses are used in the contract.
 Therefore, for the purposes of this analysis, it is assumed that a patent clause was NOT included in the contract.
 What then is the Government’s right to practice an invention when relying solely upon the DOD data rights license clauses?
Many erroneously have argued that a certain statement in the DFARS data rights clauses denies the Government any patent license in contracts without a patent clause. The statement is found in paragraph “(i)” of DFARS 252.227-7013, 252.227-7014, and 252.227-7018 and reads as follows:


“(i) Relation to patents.  Nothing contained in this clause shall imply a license to the Government under any patent or be construed as affecting the scope of any license or other right otherwise granted to the Government under any patent.”

Any argument that this statement denies the Government ANY right to practice inventions covered by the subject matter of the contract fails to acknowledge rights other than “implied.”  The words need to be read for what they say, what they do not say, and in context. There are two categories of licenses with regard to patents: implied and explicit. If we assume that the drafters of this paragraph “(i)” were skilled lawyers, then the statement would have read “imply or grant an explicit license….” if the intent were to deny ALL patent licenses. The actual wording chosen (by addressing only “implied” licenses) directs the reader’s attention to the fact that “explicit” license rights regarding patents are present in the clause.
As discussed in the basic paper, the data rights clauses convey three
 different levels of  “explicit” license rights to use and disclose data pertaining to “items, components, or processes” (ICPs) which are the subject of the contract. This naturally includes any sub-ICP down to the lowest level. Further, as these data rights are NOT dependent upon any delivery of data or hardware, it would include any ICP used to perform the contract. These points and DOD’s necessity for varying levels of license rights in all data relevant to the contract were addressed in the basic paper. It is important to note that under paragraph “(b)” of the data rights clauses, such licenses are “royalty free” and “irrevocable.” 
The paragraph “(b)” license rights are explicit, and they are NOT decreased (or increased) by paragraph “(i)” because paragraph “(i)” addresses only implicit rights.
 The only question remaining is when does the paragraph “(b)” license authorize the Government to practice an invention? That answer may become complex for inventions which arise outside or after the contract. Some areas must be left for future discussions and court rulings. The following chart will be employed to help organize the analysis of this issue over the relevant time frames. The Courts and Boards may adopt another approach to analyzing this issue; however, this approach appears best to the author. (Again, the assumption is that neither the FAR nor the DFARS patent clauses are in the contract or that such patent clauses are inapplicable to the issue at hand.)
	EXPLICIT PATENT RIGHTS UNDER DFARS DATA 
RIGHTS  CLAUSES?      -       TIMING ISSUES 
RELEVANT TO WHEN THE INVENTION EXISTED



	PRIOR TO OR OUTSIDE OF THE CONTRACT


	DURING  AND  AS PART OF CONTRACT PERFORMANCE*
	AFTER COMPLETION OF THE CONTRACT

	NO – explicit patent rights if not used to perform the contract and not an ICP of the contract

	 NO – explicit patent rights if not used to perform the contract and not an ICP of the contract

	        ?

	Yes – explicit patent rights if used to perform the contract

	Yes – explicit patent rights if used to perform the contract


	              ?

	Yes – explicit patent rights if part of an ICP covered by the contract


	Yes – explicit patent rights if part of an ICP covered by the contract
	              ?

	*If a patent clause is included in the contract, the Government will take direct patent rights as well as data rights.




These data rights licenses (to include explicit patent licenses) vary in scope and are discussed in detail in the basic Paper. Since the data rights clauses explicitly authorize certain Government use of the data (i.e., for competitions, for Government Purposes, and for any purpose), any such authorized use is deemed an explicitly licensed use and cannot constitute an infringement. The data covered by such licenses often includes (at least for Government Purpose Rights, Limited Rights and Restricted Rights) data that otherwise would qualify as a trade secret, yet the Government is explicitly authorized to make unconditional or conditional uses and releases of such protected data.
 
The fact situations in the chart above when the invention does not fully mature until after contract completion will present an interesting challenge for the Boards and Courts. What if the invention were 99% complete and obvious from the available data? Do we want an interpretation that encourages the delay or withholding of invention completion until after the contract has ended? Whatever the ultimate rulings might be, one point must be established. The use of any contract-related technical data for any purpose authorized by the paragraph “(b)” license language never can constitute an infringement requiring additional royalty payments.
 Any such outcome would be a clear violation of DFARS 252.227-7013(b) and a potential violation of 10 U.S.C. (a)(2)(G)(ii).
 Other complications which would result from not adhering to at least this one point are covered below when discussing pre-contract and contract inventions.
When it is not clear that the data (and associated data rights licenses) available to the Government from past or present contracts are sufficient (enabling without additional knowledge of data) to practice the invention, individual cases are likely to present a complex fact determination. This would likely be of concern where the invention was not technically or effectively reduced to practice before the end of the contract. If the Government later practices that invention (claiming reliance upon possibly incomplete data from the contract and the associated data rights licenses) but the invention was fully disclosed at this later point in time (patent issued or otherwise known to the DoD), the question becomes whether or not the Government utilized the unlicensed information in practicing the invention.
Even when there is no patent clause in the contract, an invention arising during and due to performance of the contract is licensed to the Government in a limited fashion by the explicit language of paragraph “(b)” of the data right clauses. The logic is inescapably simple. If this were not the proper outcome, what contractor would not intentionally inject patentable processes into contract performance? The Government cannot legally object to making an award that will require the use of data which restricts the Government’s license rights.
 By doing so the contractor may well guarantee royalties in future years when the Government needs to maintain or repurchase the goods or services covered by the instant contract.
  Such future royalties rarely are discussed as part of pricing the instant contract.
 Clearly, allowing contractors to hide away potential future life cycle costs of the program is an unacceptable and dangerous path. The solution is simple and is addressed by the data rights license. When the contractor voluntarily chooses to perform the Government contract (or subcontract) using a patented or to-be-patented process, the Government obtains a limited right to practice that invention which is consistent with utilizing its other intellectual property rights under the bundle of rights addressed in paragraph “(b)” of the data rights clauses. The contractor‘s interests are protected by allowing for advanced negotiations for a fair compensation
 for the present and future uses of any background
 patent.
Furthermore, the data rights license (to include the patent rights contained therein) can be limited by the contractor (via proper assertions and markings) if the invention has been developed exclusively at private expense. (See Attachment 5 for the complete discussion.) If the relationship of the invention to the DOD contract does not automatically convey unlimited rights under the statutory categories or the (b)(1) categories
 of the data rights clauses, then the contractor may assert that the invention was “exclusively funded at private expense” and, thereby, convey to the Government only “Limited” or “Restricted” rights in the technical data (and associated patent license) pertaining to the invention. 
The contractor must be very careful to assert such “Limited” or “Restricted” rights in a timely and proper manner just as with any other data. (See Attachment 3.)  The lazy approach of merely identifying the patent or patent application is insufficient. All such documents contain clearly public data by references to past patents and known ICPs. The rules for “claiming” and furnishing an “enabling” description of the invention differ significantly from the rules for a proper DOD contract “assertion.”  The assertion must disregard background and known elements. The assertions must identify the specific ICP that is new or unique and not previously known to or fully appreciated by the public.
As a point of clarification, it often is falsely assumed that if the Government helped to fund the development leading to the invention, then the Government would have patent rights. That false assumption is then followed by another: that if the Government does not have patent rights, it did not fund any part of the development. Both statements/assumptions are completely false. Patent “rights” (meaning ownership or assignment as opposed to a license to use) are taken by the Government only when the patent clauses are included, which is mandatory only in research and development contracts. Patent rights sometimes are addressed in non-FAR contracts such as Cooperative Research and Development Agreements (CRADAs).  Since not all Government contracts take patent rights as a consequence of the Government contract or funding, the first assumption is clearly false. The absence of such patent clauses allows for the possibility that the development of the invention may have been entirely and directly Federally funded and that the Government would not own or be assigned patent rights, at least not directly. 
One final layer of complication must be added. By the Statute (10 U.S.C. 2320) and the implementing DFARS, DOD will take a data rights license (which includes a limited but explicit patent license) upon award of a contract for an ICP when that ICP (invention) is used to perform that contract. Because certain categories of data related to the ICPs (and inventions) are unlimited regardless of the funding source for development, and because the funding test for other data categories (i.e., Government Purpose Rights) includes any direct Federal funding (not limited to instant contract, DOD contract, or even FAR contracts
), then some direct Federal funding for the development of the invention combined with the award of a DOD contract utilizing an invention to perform does result in at least Government Purpose Rights (and the associated patent license) in the invention.
To answer an obvious concern regarding the language in the DFARS data rights clauses,
 it must be understood that the publication of a patent or patent application is NOT a release or disclosure “without restrictions on further use, release, or disclosure….” Beyond the potential copyright issues, the patent process envisions that such disclosures are made upon an express provision of law
 that certain restrictions will apply. This is important, because the contractor concedes the ability to restrict the Government’s use and disclosure of technical data pertaining to the ICPs of the contracts if that data has been made public with restriction.
In conclusion, it is necessary and proper for the Government to receive, as part of its explicit data rights license bundle, an explicit patent license that is equal in scope to its other intellectual property license rights  (copyrights and trade secret use) in that bundle. The contractor can assure fair compensation for those patent licenses by negotiating such compensation prior to award and performance. The contractor cannot be allowed to conceal such cost impacts by deferring discussion of them until after award or until the follow-on contracts, by a new patent filing after award or the end of the current contract or by injecting such patented/patentable subject matter during performance.
 

                                 ATTACHMENT 7

    Contract Issues and How They Impact Data Rights

Several contract issues can have a significant impact upon the Government’s data rights. These same issues provide opportunities for the allocation of data rights to be intentionally, or even unintentionally, manipulated by the parties. Therefore, it is critical for the attorney advising on data rights to understand these relevant contract issues. 

A. Contract cost allocation. The Procuring Contracting Officer (PCO) and the Administrative Contracting Officer (ACO), with support from the PM and the technical community, must be on guard against contractor attempts to improperly (or even properly) shift the allocation of costs to something other than a direct charge to the instant contract. As explained in Attachment 5, the contractor can significantly limit the Government’s rights in data pertaining to items, components, or processes (ICPs) only when that contractor developed the ICP exclusively (100%) at private expense. The existence of any “direct Federal funding” will convey at least Government Purpose rights to the Government. Excluded from the definition of “direct Federal funding”
 are Independent Research and Development (IR&D), indirect costs, and charges to non-Government contracts.  Any offer or attempt by the contractor to isolate certain (especially critical) ICPs for special treatment as to the source or method of funding should be suspect, and its impact upon the data rights allocation must be evaluated before agreement by the Government.

However, for the unlimited rights categories specified by the Statute and (b)(1) of the clauses, this cost allocation issue is not relevant because the source of funding is irrelevant to the allocation of data rights under all but two of the (b)(1) categories.
 Just be aware that one of the major (b)(1) categories,  “installation, operation, training and maintenance” (IOTM) data, has a significant exception for “detailed manufacturing and process data” (DMPD). This exception may be raised by the contractor when the ICP to which the DMPD pertains was funded exclusively at private expense.

One way to avoid or to mitigate contractor efforts to shift costs is to assure that those ICPs critical to successful performance (as proposed by the contractor) or to future procurements are made an explicit element of performance in the instant contract.
 The combination of such explicit requirements in the contract, assuring those elements are addressed in the contractor’s proposal, and the Cost Accounting Standards
 generally force such costs to be a direct charge to the contract. 

[While case law directly discussing these cost allocation issues with regards to DFARS data rights allocation have not been found, there are several related lines of cases that should be reviewed.
]
PCOs and PMs should avoid the temptation to lower instant contract costs by allowing the contractor to shift certain costs to other contracts or to indirect costs. A few dollars saved now can cost millions or billions through loss of competition in the life cycle and limitations upon the systems sustainment alternatives.

Specificity in the scope of work is helpful for another category of data. Under (b)(1)(ii) of the Clause the Government takes unlimited rights to “[S]tudies, analyses, test data, or similar data produced for this contract, when [it] …was specified as an element of performance.” (Emphasis added.) The Government can assure unlimited rights in some very critical data by being explicit about those efforts being an element of performing the contract. 
After award, the contractor may attempt to alter the method of performance or the allocation of costs by any number of actions. Such alterations may well adversely impact the Government’s rights in data without those impacts being immediately known by the Government. Special contract language can be written to assure that the Government has immediate notice and the opportunity to respond before unnecessary or inappropriate costs are incurred.
 The contractor’s ability to alter its method of performance may be enhanced or diminished by the manner in which the contract requirement is defined (performance specification or design specification
) and the level at which the Government exercises configuration review and/or control.
B. How Much and What Types of Data Should be Delivered?

The “technical” side of this question is part of the Data Management Strategy discussed in Attachment 8.  However, the “policy” issue is very confused because policy statements have not kept up with the statutory and regulatory changes defining the Government’s rights in data. Prior to the 1960’s the Government took rights in data whenever it was “delivered” under the contract. 
 Obviously, the contractors were forced to price the cost of those rights into the contract.
 This fact, along with abuses by the Government,
 may have lead to the policy statement that is found in every version of the DoD’s data rights clause from the 1960s forward. That policy statement essentially says the DOD will “acquire only such technical data and the rights in that data necessary to satisfy agency needs.”

This policy statement made sense when the Government’s data rights were directly tied to what data was delivered. At that point in time the Government was paying for rights in all delivered data whether or not it needed those rights. Unfortunately, the change in the regulations (and later formalized in the Statute, 10 U.S.C. 2320) which separated data rights from the delivery of data was universally overlooked. Even when case law and commentators mentioned the significant change, common understanding and policy still treated delivery as creating data rights and, therefore, added costs.

Since the mid-1980s with the passage of the DoD Data Rights Statute (and even before by regulation), Government rights in data have vested at award of the contract. (See Part III for a full discussion.) What the statute did to offset this (and prior Government abuses) was to carve out statutory protection for detailed manufacturing and process data (DMPD) that pertained to ICPs developed “exclusively” by the contractor as well as for commercial software.
 Under the current statutorily mandated scheme, the Government does not pay extra for the rights (which are conveyed at award) no matter how much data is ordered to be delivered. Except for some review and marking costs, 
 the Government pays only for the cost to reproduce the existing contractor data (in contractor format) when it requires the delivery of relevant data under the contract. 
The Statute and the implementing regulations have created a three-pronged procedure that the contractor must follow to properly limit the Government’s data rights in DMPD. Unfortunately for the Government, the flip side of this same scheme causes the Government’s automatic and standard rights to all data other than DMPD (exclusively funded by the contractor) and to commercial software to be subject to uncertaintly and delays in usage. These uncertainties and delays are resolved when that data is made a deliverable under the contract and subjected to these contract procedures for clarifying and affirming the allocation of data rights.
 (See discussion throughout this Paper.)
The answer then to the question posed by the title of this paragraph B is that all technical data relevant to the instant contract and to any future Government needs must be scheduled for delivery (at some point in time) under the instant contract. It is only by such scheduling of delivery that the Government’s data rights become clearly established between the parties and any disagreement is resolved. Therefore, the above discussed change in when and how the Government’s data rights vest (and the contract procedures for establishing and confirming those rights) require a change in the statement of the “Agency’s needs.” The Agency now “needs” to schedule delivery of all relevant data in order to establish and confirm
 its data rights (created at award) which have been already priced into the awarded contract.

As explained above, an increase in the amount of data scheduled for delivery does NOT increase the cost of data rights because more data delivered does NOT equal more rights in that data. However, an increase in data delivered may increase some administrative costs both under the contract and in-house to the Government. If the Government desires additional data rights (e.g., in DMPD) or it desires the contractor to generate data not normally produced for contract performance (or in a different format), then additional costs will be incurred.
C. Subcontractors and Vendors: Flow Down Clauses –Flow Up Data Rights.     
The prime contractor is obligated
 to obtain all necessary license rights from third parties such that the prime contractor is able to convey the data rights licenses in DFARS 252.227-7013(b) or as negotiated by the parties. What happens when the prime contractor breaches this obligation? It is very possible that the Government will be operating on the assumption of a valid data rights license when, in fact, the Government’s use of data from a subcontractor/vendor might violate a third party’s proprietary rights, copyrights, or patent rights. Unfortunately, there is little recourse against the prime contractor because the Government is a self-insurer.
 If discovered timely under a Firm-Fixed-Price contract, the contractor must absorb the added costs to fully perform. This is not true under a cost-type contract.

The only direct defense is to assure that all subcontracts and vendor agreements have the proper DFARS clauses. A potential approach for consideration by the Department of Justice is to assert that the public is on notice
 via the Statute and the published DFARS as to the Government’s default rights or to apply the Christian Doctrine. 

An excellent example which highlights the issue is the Government’s “accorded” rights under the Statute
 (and the DFARS clause) to use technical data (commercial and noncommercial) for emergency repairs and overhaul. It should be argued (on as many theories as one likes) that a prime contractor by its intentional or negligent acts (in dealing with subcontractors/vendors) cannot divest the Government of this absolute statutory right.

D. Assertions: Initial and Updates. (See Attachment 3 for a complete discussion.)

Until an assertion is included in the contract, the Government is entitled to unlimited rights in all technical data pertaining to a noncommercial ICP.
  Prior to award, any good faith assertion in the proper format must be accepted by the Government for incorporation into the award document. Post-award assertions are subject to slightly higher standards for acceptance. However, the incorporation of the contractor’s assertion (a mere claim, not a fact) into the contract is not binding upon the Government and may be challenged later. Past practices regarding assertions have been very poor. Often those improper past practices must be overcome by a formal notice from the Contracting Officer to the contractor requiring strict compliance with the contract procedures for assertions. 
When formally disavowing these bad past practices, it is best to provide the contractors with additional guidance regarding the proper and expected process. Such notice as to the unacceptable bad past practices and to the contractually required proper procedure would be conveyed by furnishing this Paper. There will be some contractor pain with and resistance to this refocusing upon specific and proper assertions. However, once contractors are maintaining proper records on the development period and costs, then identifying specific ICPs and pieces of data for which 100% contractor funding can be shown will be easier for the contractor. Because these assertions constitute an initial compromise
 of potential Government rights (intellectual property), every such assertion should be reviewed by legal counsel before being incorporated into the contract.

E. Allocation of data rights in a Foreign Military Sales (FMS) case. Although never discussed, there are complications with FMS and data rights. It is legally correct to think of the U.S. Government as being the agent of the FMS Government when the contract for the FMS requirement is awarded. 
 However, the impact of this “agency” status upon the data rights clauses is unspecified in the standard language of the FMS Letter of Agreement (LOA) or the contract for the FMS requirements. Under the prohibition against augmentation of appropriations,
 the U.S. Government may NOT accept data rights licenses as belonging to the U.S. Government when the acquisition of those rights was funded by the FMS Government.
 However, the data rights arising by operation of the DFARS clauses are specified as flowing to the “Government” which is understood to be the U.S. Government. If the status of the U.S. Government as agent for the FMS Government is made clear (FMS Government identification is supposed to be incorporated into the contract), one would expect the data rights to flow to the FMS Government. However, I suspect that many within the U.S. Government do not assume this and intend to treat such data rights as belonging to the U.S. Government. There arises a further complication when some or all of the data may be deemed to be export controlled or classified or distribution otherwise is limited by U.S. Government law or policy. 
F. Statutory prohibitions against coercing contractors to relinquish “additional” data rights as a condition of award. 
Under the Statute,
 the contractor’s eligibility for award or responsiveness to the solicitation CANNOT be conditioned upon that contractor’s willingness to relinquish additional data rights.
 In practical terms, this means that the contractor cannot be negatively impacted when that contractor elects to perform the contract with ICPs to which the Government’s right to use related data may be properly limited or restricted by the contractor.
Two key points must be acknowledged to avoid taking this prohibition beyond its scope.  First, the Government is not compelled to make any award if the ultimate cost is unreasonable or exceeds planned funding. Therefore, if the contractor’s proposed method of performing may result in sole source reprocurements and sustainment (due to limited or restricted rights in data) and that sole source status renders the life cycle costs of the program unaffordable, then the Government may decline to make any award without having violated the Statutory prohibitions.
          The second emphasizes the need to separate the statement of the Government’s requirement from this statutory prohibition regarding eligibility or responsiveness for an award resulting from that requirement. There can be no valid objection to a statement of the Government’s needs which passes the statutory (e.g., CICA) and regulatory requirements for being properly stated and not unreasonably restrictive on the basis that it might preclude a specific contractor from proposing a specific proprietary solution. The prohibition at 10 U.S.C. 2320(a)(2)(F) does not preclude less than full and open requirements.
G.  Negotiating for “additional” data rights.  
As noted immediately above, there are some statutory limitations on using the award of a contract to coerce “additional” rights from the contractor. However, these limitations apply only in the initial award of the contract and do not impact after-award negotiations. One might think that all negotiations are basically the same. However, there are some unique features for a Government-Contractor negotiation.
1. As a basic rule, the Government never should begin negotiating for “additional” rights and the associated costs of those rights until the Government has a good understanding of its current rights in the desired data. Often the Government needs to purchase only a copy of data for which it already possesses sufficient rights.
2.  The rules of engagement are not the same for both parties. The Government’s objective is a contract that is “fair” to both parties.
 A business entity often is motivated (or even compelled by fiduciary duty to stockholders) to maximize profits and maintain sole source status. The Government is required to ask for only what it needs and to not misrepresent the facts. The contractor is under no such restrictions until certifying its cost or pricing data.  The Government (with limited exceptions) cannot threaten to walk away from the contract on the basis of disagreement over data rights. The contractor may so threaten.
3. Government authority to negotiate for “additional” rights is quite broad. However, such negotiations must not include the concession of existing Government “competitive” rights without considering the statutory and regulatory limitations discussed in the basic paper.

H. Commercial versus noncommercial issues.  The method of procurement is not dispositive of the issue.    

In working through data rights issues, the commercial versus noncommercial distinction is very important. The Government takes fewer data rights pertaining to commercial ICPs on the assumption that the commercial status means that the ICP is readily reprocurable and supportable. When dealing with weapon systems and combat situations, this assumption rarely is accurate.
 As with any dispute arising under the contract (except for data rights validation under DFARS 252.227-7037
), the final decision authority  for which ICPs are, in fact, commercial rests with the Contracting Officer under the Disputes Clause.
 The same Contracting Officer often chooses a method of contracting based upon whether the end item is commercial or noncommercial. Even if the method of procuring implies a “commercial” status
 for the end item being acquired, the data rights allocation is most often made at the lowest severable level of the end item being procured. An overall classification of the end item as “commercial” would in no way determine the status of each severable ICP. Therefore, the contract definitions of commercial
 must be applied to each severable ICP under discussion.
When a procurement of a commercial end item or a commercially available off-the-shelf (COTS) item is made pursuant to FAR Part 12, the data rights clauses are procedurally limited to DFARS 252.227-7015 and 252.227-7037
 unless HCA approval is obtained
 to use other clauses. When the rights in data associated with using a Part 12 commercial acquisition process are inconsistent with the Government’s need for data rights in the end item or a sub- ICP, alternatives
 should be discussed with the Contracting Officer and Acquisition Law attorney.
I. Case Law.  Case law on many data rights topics will always be suspect until the cases are well briefed to the Board or Court within the context of the entire language of the data rights clauses and the Statute. Examining individual data rights issues or fact situations (in isolation from a fully integrated understanding of the language and purpose of these data rights clauses) is a dangerous approach that does not always produce an appropriate outcome or a properly reasoned basis for that outcome. Any past case law findings must be carefully reviewed with two qualifications in mind: the contract clauses and definitions may have been different from the current DFARS language; and the issues may very well not have been fully and properly briefed to the Board/Court or argued by the parties.
J. Post-award changes in the method of performance. Whether the contract requirements are defined by performance specification or by a technical data package, the contractor will have some degree of discretion as to what ICPs are used to perform that requirement. After award, the assertion update procedures
 cannot be relied upon to give the Government timely notice as to a discretionary change by the contractor in the performance method that might lead to unexpected data rights assertions. While it may be possible for the Government to reject such changes if they alter the agreement of the parties regarding data rights or the Government stated use of such data, unnecessary costs may be incurred and even allowable under a cost type contract. The only certain method for timely controlling inappropriate introduction of proprietary ICPs after award is by a special contract clause requiring immediate notice to the Government when any such change is under consideration by the contractor.
K. Delivery by any other name is still delivery. There is often confusion between data that is “delivered” under the contract (and, therefore, is subject to the asserting/marking/justifying procedures) and data made available informally to the Government.
 Much of the confusion arose during the era of maximizing “performance specifications” and mistakenly deemphasizing the receipt of data and Government rights in that data. While the standard  DFARS contract clauses do not define “delivery” of data, it should be understood that a legally enforceable delivery requirement must use an approved Data Item Description (DID) or originate in a FAR/DFARS clause.

In no event should the Government rely upon informal access to data. All data necessary or desirable for administration of the contract or technical management MUST be formally scheduled for delivery under the contract. Informal access agreements must be reserved for helpful but nonessential data that the parties wish to exchange outside the formal terms of the contract. Such informal access agreements are not legally enforceable even when recorded in the contract document.
 

The cost of ordering a copy of the data that the contractor already intends to generate to perform the contract and ordering that data in the existing contractor format is negligible. These costs can increase when the Government seeks data not normally generated or if the Government requires that the data be reformatted.
Electronic delivery (avoid using the term access
) is merely one possible type of delivery under the contract. However, the contractors often (mistakenly) assume (hope) that such electronic delivery is not subject to the asserting/marking/justifying procedures of the contract. All deliverable data, regardless of the method used or the location to which the data is delivered, is subject to the formal contract procedures for asserting/marking/justifying that data.
When the Government elects to have the data delivered to a contractor location (prime contractor or a support contractor), several practical and legal issues arise.
 The Government must have the right to access the data at that location and to download and copy such data. A contract option for a complete retransmission of all data to a Government designated location is advisable. The data must be marked the same as data that is provided in hard copy.  This means that when the data is viewed or copied by the Government, authorized contractor restrictive markings must appear on what is viewed or copied and nonconforming markings shall not appear on that data. If the contractor mixes data not required to be delivered with the data which is required to be delivered to the Government, the contractor risks losing control of the additional non-deliverable data.
 
Problems with the Government taking delivery via the contractor’s database include obtaining access to that data for Government support contractors.  If the Government support contractors are allowed into the contractor’s database, the data available to the support contractors must be restricted to “Unlimited Rights” or “Government Purpose Rights” data (absent a special nondisclosure agreement (NDA) between the two contractors).
                      ATTACHMENT 8

                  Data Management Strategy (DMS) 

              Thoughts and Insights  into the Future.

A.  The law
 and the DFARS
 now require that the Government’s need for and its rights in data be addressed as part of the life cycle (reprocurement and sustainment) of “major weapon systems.”
 However, there are numerous issues and complications relevant to creating an intelligent DMS for a major system.

B. The reprocurement and sustainment alternatives
 for goods and services are significantly dependent upon the Government’s possession of data and sufficient rights to use that data. However, the Government’s current rights in data under DFARS contracts are at best confused and very often unknown (or at least not established).  Before an informed and intelligent decision on a DMS can be made going forward, the mistakes of the past must be understood and corrected.
C. To break the problem into more manageable pieces, let’s consider three time frames for acquiring data rights under a DFARS contract.
1. Past. This includes all Government contracts (FAR and non-FAR) prior to the instant contract (or for developing  the DMS - prior to the contracts being planned) under which the Government takes data rights.
2. Present (or near future). This includes the instant contract (or for developing the DMS - the contract(s) planned  for award in the near future) under which the Government can anticipate taking automatic and standard competitive data rights to almost all data pertaining to an ICP used to perform the instant (or soon to be awarded) contract(s). The possible exceptions to such competitive rights are (a) commercial software and (b) technical data in the category of “detailed manufacturing and process data” (DMPD) which was exclusively funded by the contractor.
3. Future.  The Government may negotiate for additional rights or, within limits,
 may concede rights with regard to the automatic and standard data rights which flow from the award of a DFARS contract. These negotiations can occur prior to award, but they rarely do. When the negotiations are concluded prior to award, they usually result in an option to be exercised in the future. 
D. Before discussing the issues and the problems associated with each of these time frames, it must be acknowledged that there is (always has been) a serious problem for the Government in identifying, with sufficient specificity, the data necessary to efficiently and effectively competitively reprocured or sustain a system. This problem has increased with the expanded use of performance specifications. For a variety of issues which cannot be fully addressed here,
 DOD needs to implement standard policy and practices for defining what data is necessary or valuable to the reprocurement and sustainment alternatives that must be considered in the DMS.
  Once defined, such standardized data requirements must be incorporated into all relevant contracts. Only then can there be an intelligent and meaningful assessment of the available (or likely to be available) data and data rights and the potential impact of such data and data rights upon the DMS.
E. Past Practices. Details about all the false assumptions and prior failures to enforce the terms of the DFARS data rights clauses and how to correct those poor practices may be found in the earlier parts of this Paper. The following summarizes some of the critical points.

1. In the past, very few system acquisitions (and non-system acquisitions) have properly addressed the establishment of Government data rights. Generally, such data rights were ignored as being in the “too hard” category or were falsely assumed to be unneeded under the performance specification concept.  Even if the Government holds a copy of the relevant system technical data, it is likely mismarked and unusable until the procedures of the contract for correcting nonconforming markings and removing unjustified markings/assertions (addressed in Attachments 3, 4, and 5) are invoked and applied under the appropriate contract.
  Consequently, the Government rarely knows or understands its currently existing automatic and standard rights in technical data under contracts awarded since 10 U.S.C 2320 was implemented in the mid ‘80s.

2. If the Government understood its existing rights in all previously used ICPs, then it would have a level of actual knowledge going into a new system procurement. Such knowledge is essential when that new system is expected to employ some of the same ICPs or improvements thereupon.
 This problem must be addressed by properly resolving the data rights under all ongoing contracts and future contracts. This includes taking a copy (electronic or hard) with proper and authorized markings that confirm the understanding (or disagreement subject to challenge) of the parties regarding the allocation of data rights. This resolution process must be applied retroactively as needed to clean up the data rights allocation for necessary or useful legacy data.

3. Once data rights resolution becomes a normal post award process that begins immediately after award to clarify the position of the parties and the ability of the contractor to justify any claimed limitations, the Government should routinely have properly marked technical data in its possession for which its data rights (including competitive rights) are clearly understood and marked. It should no longer be necessary to place the planning for a competitive acquisition on hold while a messy and time-consuming data rights review is conducted for data necessary for the new acquisition.

4. The reason this has not been done in the past is that neither side has taken the time to fully understand the process or the requirements of the DFARS clauses. The contractors benefited from the confusion and lack of Government diligence in resolving data rights, so the contractors left it that way. The Government lacked legal staff dedicated to data rights as their primary assignment, and those that were assigned rarely had knowledge of both the contract law issues (critical to the process) and the intellectual property law issues (critical for negotiating other than the standard rights). As the parties rarely engaged in any disputes (The Government routinely abandoned its rights as being “too hard” based upon numerous false assumptions which have been addressed by this Paper.), there are extremely few cases defining the process and/or the key terms. Often the case decisions that have been rendered were based upon incomplete briefs and a less than full understanding of the statutory and regulatory processes and rights.

F. Present (or near future) contracts. If the proper contract procedures (asserting, marking, justifying) are followed as explained earlier in this Paper, then the data rights allocation will be reasonably known prior to award and clarified immediately after award. Those responsible for generating a DMS must have the assurance that contracting and project management personnel have sufficient training, knowledge and experience with these three contract procedures to guarantee that the automatic and standard data rights will be secured for the Government during contract performance. To assure contractual confirmation of these automatic and standard data rights, all necessary data
 must be ordered delivered under the contract.
G. Future options for data rights. 
1. The idea of getting a priced option from the owner of the data to authorize competitive uses (such as Government Purpose Rights) is rarely a viable alternative. It is very unlikely that a contractor will voluntarily
 relinquish (sole source enabling) data rights for a price that would be less than Government projected savings associated from a competitive buy. The only time that the contractor might consider offering a reasonable NTE price for such competitive rights is in a major system competition where the life cycle cost impacts of asserting limited rights will be evaluated.
   Experience has shown that even when such impacts are evaluated, the contractors still refuse to voluntarily price such options. Until the Government assigns serious evaluation factor weight to these life cycle cost impacts (for asserted data rights limitations), this concept of asking for a voluntarily priced option will remain an unlikely solution to the present dilemma.
2.  The better solution, and one that enables an intelligent DMS, is the Statutory authority at 10 U.S.C. 2320(c).
 Under this authority the Secretary of Defense may specify, by implementing regulations, a period of time after which the Government shall be entitled to competitive rights (or greater) for all data
 used to perform the contract. This would allow the contractor a period to recover development costs, while allowing the Government to base the life cycle costs for the system on a competitive basis after that initial cost recovery period.
H. How to do the DMS.  

1. The theoretical answer is given above: clean up all the old and relevant data rights; assume that new contracts will convey automatic and standard data rights (competitive rights in everything less DMPD and commercial software); consider whether a priced option for what might remain as less than Government Purpose Rights will work; 
 and then evaluate the benefits versus the costs of full or partial competition against the concept of a prime contractor having total system responsibility on a sole source basis.
2. The practical answer is much more complex. Past relevant data rights are rarely clear or easily and quickly resolved. The DMS should acknowledge the current authorized markings
 on relevant data. (Unauthorized markings must be removed, and that process is not lengthy.) Unless a validation challenge to those assertions/markings is contemplated, the DMS must take into consideration the current markings. If not already scheduled as a formal deliverable, relevant data must be added to the original contract (or a new relevant contract) as a deliverable.
 Going forward, the DMS must assume (and hope) that new contracts will enforce the DFARS asserting and marking procedures and will deliver all automatic and standard data rights to the Government in a timely manner. The possibility of additional data rights (usually full competitive rights) via a future option (or in rare cases, instant contract negotiations) has to be assessed based upon the discussion above.
3. Once the data requirements for various DMS alternatives are identified, the current status of past data rights has been documented, and the anticipated present/future data rights have been assessed, the DMS may evaluate the costs/benefits/likelihood of the various DMS alternatives which are relevant to a specific major system program. The outcome often will be phrased in terms of desired outcome, expected outcome, and even worst case outcome, depending upon many issues to include funding, changes to future requirements, and data rights.
I. The Practical Assumptions for the DMS.
1. The Government will NOT have competitive rights sufficient to reprocure the system and many (perhaps all) of the subcomponents or spares. 
Two factors lead to this assumption. The first is the statutory prohibition against coercing the contractor to relinquish rights in technical data. (See Attachment 7, paragraph E.) The second is the contractors’ increasing efforts to steer more development of ICPs into the “exclusively” funded by private sources category by revising their accounting systems and by seeking (uninformed) Contracting Officer agreement to such practices. (See Attachment 7, paragraph A.)  
This assumption is for practical application to the pre-solicitation development of a DMS. It must NOT be continued during negotiations or after award without investigating and validating any such contractor assertions. This assumption may prove false in special fact situations (clearly 100% or partial direct Federal funding) or where the contractor fails to protect its data rights by full compliance with all three critical contract procedural requirements (asserting, marking, and justifying). Furthermore, it is possible to use the “workarounds” discussed in section 3 below to overcome some or all of the contractor’s Limited Rights assertions for pieces of technical data that constitute DMPD. 
2. The Government will have almost all of the necessary competitive rights to acquire sustainment (other than spares) such as repairs, maintenance, some services, and possibly some spares.

This assumption is based upon another assumption. It is assumed for future planning that the Government’s automatic and standard data rights will be enforced routinely by requiring strict compliance with the three critical procedural requirements (asserting, marking, and justifying) as explained in prior Attachments. Once the Government establishes that it no longer will tolerate evasive tactics by the contractors to avoid the immediate establishment of these automatic and standard data rights, the DMS may be based upon these rights being readily available.
Since the Government takes unlimited rights in all data necessary for “ installation, operation, maintenance, and training”  (OIMT) as well as “form, fit, and function” (FFF) data, the only data not readily available for sustainment alternatives would be DMPD (even when it overlaps with OIMT data) and where the ICP to which that DMPD pertains was developed “exclusively” with private funds. When this exception creates a critical gap in the data needed for sustainment, the Government’s potential alternatives are discussed in the next paragraph.
3. The gaps in competitive rights might be overcome by any of several methods, some of which do not require the contractor’s cooperation.

Physically and Functionally interchangeable ICPs. When the Government lacks sufficient data rights to competitively reprocure an ICP (or any sublevel of that ICP), the Government may describe the replacement ICP by the use of FFF data.
 The Government should argue that FFF includes the interfaces between ICPs and their sublevel ICPs.
 The obvious negatives for this approach are the added time for design development and qualification, expansion of the logistic footprint,
 and assigning responsibility when the interchangeable ICP does not function properly.
Reverse engineering by the Government. To fill in for technical data to which the Government is missing sufficient data rights, an ICP may be reverse engineered to develop either a technical data package or a performance specification. By policy,
 such reverse engineering is to be used as a last resort and only after obtaining Head of the Contracting Activity (HCA) approval. If a performance specification is generated, it will have the same negatives as the physically and functionally interchangeable solution above. A design specification would eliminate those issues but would result in the Government warranting the validity of that specification. There are some procedural pitfalls to reverse engineering which need to be addressed.

Reverse engineering by a contractor. The above noted policy and HCA approval regarding a Government effort to reverse engineer an ICP do not apply to such efforts by a contractor. There is a statutorily authorized program (See DoDD 4140.57.) by which contractors can purchase or borrow such ICPs for this purpose.
Internal Government use of Limited Rights data.
 Case law has established that authorized uses of Limited Rights data include Government review and use of such data (without disclosure to third parties) in order to approve another contractor’s ICP as an acceptable substitute part or to qualify another contractor to manufacture the original ICP. This use may be helpful in connection with reverse engineering efforts by the Government or another contractor.
Other creative solutions. The Government may seek to have the prime contractor qualify and maintain additional sources with sufficient agreements/licenses in place to assure competition.
 
� This statement may have come, in part, from something read previously and stored in my subconscious, but it is believed to be the author’s own.


� Defense Federal Acquisition Regulation Supplement, which is the primary implementing regulation for Department of Defense contracts subject to the Statute. While this author has not conducted the research, it generally is assumed that only those Federal contracts awarded under the authority of the Federal Acquisition Regulations  (FAR) and the supplements such as DFARS are subject to 10 U.S.C. 2320. Other Federal contracts such as Other Transactions (OT), grants, and Cooperative Research and Development Agreements (CRADAs)  which are under a separate statutory authority are not covered by the Statute. See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 1, page 125.


� Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed.


� See Lionel M. Lavenue, Technical Data Rights in Government Procurement: Intellectual Property Rights in Computer Software and the Indicia of Information Systems and Information,32 U.S.F.L. REV. 1, 29-30  (Fall 1997);  Matthew S. Simchak, Protecting Rights in Technical Data and Computer Software: Applying the Ten Practical Rules and Their Corollaries, 33 Pub. Cont. L. J. 136; and  Christine C. Trend, Killing the Goose that Laid the Golden Egg: Data Rights Law and Policy in Department of Defense Contracts, 34 Pub. Cont. L. J. 287.


� For this author’s view on the necessity to begin all important legal analyses of Government authority with the Constitutional or statutory basis, see Appendix M of  A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property (“the Guide”), dated October 11, 2006, at the following website:  � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�





� SBIR contracts are excluded from the Statute by 10 U.S.C. 2320(a)(2)(A).


� Many might argue, as does this author, that some of those new SBA implementing regulations go beyond what is authorized by the statute and may well contradict other statutes. However, that is not relevant to this analysis.


�  The concept of basic fairness by the Government in its exercise of contract authority is noted in many cases on specific issues. For many years it was summarized in the Department of the Army Pamphlet 27-153, Contract Law,  paragraph 16-4(b) (now no longer maintained), and it still is noted at FAR 1.102(b)(3). Consequently, taking advantage of the contractor’s procedural violations (which are currently very common as noted in Attachments Three and Four) to obtain greater rights for the Government may not be the desired outcome in certain cases.


� See 10 U.S.C. 2303, FAR 1.104, and FAR 2.101(b)(2). The exception for procurement of lands should not be relevant to this analysis.


� The statutory phrase is actually “item or process.” The general definition of an “item” is found at 41 U.S.C. 403(10) (via 10 U.S.C. 2302(3)(F)) and includes the term “component” and more. The implementing DFARS has chosen to limit the definition to the “item, component, or process” phrase. For simplicity, the implementing regulatory phrase will be used throughout.


� Also see similar language at 10 U.S.C. 2305(d).


� The special statutory language and implementing regulations for SBIR contracts and for non-DOD contracts are not contrasted with 10 U.S.C. 2320 and the DFARS due to the extreme complexity that would be added with no real value to this analysis..


� “The term “technical data” means recorded information (regardless of the form or method of the recording) of a scientific or technical nature (including computer software documentation) relating to supplies procured by an agency. Such term does not include computer software or financial, administrative, cost or pricing, or management data or other information incidental to contract administration.” See 10 U.S.C. 2302(4). As will be discussed later, the DFARS inverts the general and the specific exclusion of the second sentence.


� This permissive action is just that. It does not occur automatically. The statute says “may restrict” at 10 U.S.C. 2320(a)(2)(B). For the Government’s unlimited rights at (a)(2)(A) the statute uses “shall.”  The permissive nature of this election is much clearer in the contract clauses. Such clauses require a very specific process for claiming and maintaining such an election which entails asserting/marking/documenting.


� Interestingly, the Statute does not restrict the Government’s right to use the data internally. Those restrictions appear only in the implementing DFARS.


� The statutory analysis here is interesting. These excluded data subcategories (if exclusively contractor funded) would fall outside of (a)(2)(A),  (B), & (E). It is not clear why the implementing regulations chose “unlimited” rights for noncommercial technical data (252.227-7013) and “unrestricted” rights for commercial technical data (252.227-7014).  


� This “unrestricted” term is more fully explained in paragraph C below.


� Phrasing the outcome of this double negative carefully is essential for later discussions of  the coverage of the prohibitions on certain Government conduct under 10 U.S.C.2320(a)(2)(F). This exception for “detailed manufacturing or process data” keeps it from ever being within the coverage of (a)(2)(C). However, as will be seen later in the analysis, the contractor must act affirmatively to assert such potential limitations on the Government’s use or disclosure of any technical data covered by the Statute.  This would include asserting that the “detailed manufacturing or process” exception applies to what would otherwise be defined as “operation, maintenance, installation, and training” technical data!


� The Statute’s creation of this “unrestricted” (a)(2)(C) category could be said to be “independent of” or “notwithstanding” the source of funding. The DFARS implementation clearly conveys unlimited rights (to noncommercial technical data) and unrestricted rights (to commercial technical data) without ever considering the source of funding issue.


� DFARS treats the excepted data as being “unlimited rights” with regard to noncommercial technical data and as “unrestricted” (no definition provided) with regard to commercial technical data.


� The data excepted by this authority most closely resembles a Special License Right which conveys limited use and release authority subject to a non-disclosure type agreement and notification of the release, disclosure, or use.


� Excluding SBIR data, software, and certain administrative data.


� The Statute actually has another undefined category, which is development funded in whole or part by non-private and non-Federal sources (e.g., foreign or state/local Governmental entities). DFARS does not resolve this unknown category, because the definition of “exclusively at private expense” focuses upon allocation to a ”government” contract without using the terms “Federal”or “Government.” Throughout the other definitions and language of this clause the United States Government is referenced by “Government.” In these days of Homeland Security cooperation between Federal and State/Local governments, more such sources of funding become likely.


� The DFARS intent may have been to combine unlimited rights to these four subcategories from (a)(2)(A) with the unrestricted rights from (a)(2)(C) and an implementation decision by DOD under (a)(2)(E) (for mixed funding) and to treat all of these subcategories as unlimited rights regardless of the funding source.


� This is a complex issue which may depend, in part, upon timing. Prior to award, only the Competition in Contracting Act  (CICA), 10 U.S.C. 2304, would seem to apply and its application may be minimal as to any NEW data rights arising under the instant contract. To apply CICA, one would have to infer that the default rights exist prior to award/negotiations and that such rights were being compromised. Since those default rights in mixed funding situations are not statutory, they cannot be said to exist until the contract is signed. (Pre-existing rights from a prior contract are always subject to the limitations on negotiating away rights.) However, after award, the data rights immediately arise and the statutory and regulatory limitations apply.


� See FN Manufacturing,  Inc. v. The United States, 42 Fed. Cl. 87; 1998 U.S. Claims Lexis 249 (1998).


� Computer software (whether commercial or noncommercial) is excluded from the coverage of this statute.


�  See the Competition in Contracting Act  (CICA), 10 U.S.C. 2304.


� This issue will be the key point in future case decisions. 


� FN Manufacturing,  Inc. v. The United States, 42 Fed. Cl. 87, page 93; 1998 U.S. Claims Lexis 249, pages 18-20 (1998) .


� See Antitrust Considerations in Government Contracting, The Government Contract Briefing Papers, No. 83-5, May 1983.


�  The term “competitive rights” will be used as a convenient short-hand for a level of rights in data which are sufficient to enable full and open competitions when assuming that competent and eligible sources exist for such a competition. The exact wording of those license rights is expressed as  a minimum at 10 USC 2320(a)(2)(G)(ii) for accorded rights, at DFARS 252.227-7013 for Government Purpose Rights and in case law for situations which improperly restrict or inhibit competition.


� When handling Government property, Federal employees and officers must remember that unauthorized dispositions of such property are covered by the criminal statute at 18 U.S.C. 641.


� See FN Manufacturing, Inc. v. The United States, 42 Fed. Cl. 87, page 93; 1998 U.S. Claims Lexis 249, pages 18-20 (1998).


� As the Statute at (a)(2)(B) refers to that category as a “restricted” right in the Government (if elected by the contractor), then those rights excluded by (a)(2)(C) are, by consistent application of terminology, “unrestricted.” 


� Clearly, this is a point for additional analysis. This author for the present time assumes that “accorded” means conveyed by operation of the statute without specific actions (or the absence of action) by the parties. The term “vested’ might then cover all rights which by any means have been conveyed to a party or to which the party is entitled. However, it can be argued that until an election under (a)(2)(B) is made and perfected by the contractor, the Government is entitled  (by the statute) to unrestricted rights: another “chicken versus egg” debate. For those who wish to dig deeper, it is noted that the legislative history shows the (G)(ii) language evolved from: (a) rights in technical data pertaining to items developed in whole or part with Federal funding ; to (b) rights in technical data otherwise… accorded under [DFARS] ; and finally to  (c) the present language regarding rights “accorded under this section.” For even more clarification, one might want to chronologically match up the legislative changes to the DFARS changes.


� The Statutory language for the special rights addressed at (a)(2)(D) places those rights outside of this discussion for practical reasons. They are likewise “accorded,”  but no contractor would ask the Government to restrict these very limited special rights knowing that the minimum license at (a)(2)(G)(ii) would have to be granted. This would not constitute a “restriction” of the Government’s rights but an enlargement.


� This need to create an exception from proof by the contractor in this one instance reaffirms this author’s position that the burden of proof otherwise is squarely placed upon the contractor to affirmatively elect and procedurally assert/mark/document.


� See 10 U.S.C. 2302(3) and, by extension, 41 U.S.C. 403(12).


� See FAR 52.233-1 under which the Contracting Officer’s decision is binding immediately and performance must continue.


� See 10 U.S.C. 2321 and DFARS 252.227-7037.


� See the DOD Authorization Act for FY 2007, 109 P.L. 364, Section 802, which again implicitly confirms that all burdens of proof are properly placed upon the party benefiting from the assertion until otherwise stated in law.


� See 10 U.S.C. 2320(b)(1).


� Limiting the application of the FAR Patent clauses to contracts primarily for “experimental, developmental, or research work” (FAR 27.303) appears to be based upon a false assumption that inventions arise only in contracts for that type of effort. While 35 U.S.C. 200 to 202, supports this limited application based upon the definition of a “funding agreement,” an invention can occur at any stage of a program and its value as an invention is not related to that stage. Inasmuch as the use of the Patent clauses is not “prohibited” in other situations, an agency or Contracting Officer may wish to consider adding the Patent clauses on a case-by-case basis whenever the potential for an invention during performance has been identified. By definition, the potential for an “invention” means that “developmental” effort is involved. The type of appropriation (e.g., RDT&E versus Procurement or  OM&A)  used to buy such effort does not necessarily directly correlate to whether an “experimental, developmental, or research” effort is performed under  the contract. 


� See DFARS 252.227-7013 (noncommercial technical data), 252.227-7014 (noncommercial computer software), 252.227-7015 (commercial technical data), and 252.227-7018 (SBIR).


� See Part II. J and Attachment 6 for discussion of the Government’s right to use the data for manufacturing additional items which might constitute practicing a related invention. 


� See DFARS 252.227-7013(i), 252.227-7014(i), and 252.227-7018)(i).


� Due to the potential confusion surrounding unmarked data and the lack of marking instructions for commercial technical data at DFARS 252.227-7015, care must be exercised whenever data is unmarked and its status as a deliverable under a DOD contract containing the proper DFARS clauses is uncertain. See Attachment 4 as to the common law presumption regarding unmarked data. 


� In Appeal of Bell Helicopter Textron, ASBCA 21192, 85-3 BCA P18,415,  at pages 92,430 to 92,432, the Board recognized that the delivery of unmarked data constituted a failure to elect the available protection and, thereby, resulted in the loss of  protection for the data. The Board further recognized that had the Government properly followed its own contractual procedures, the contractor’s failure to correct nonconforming legends within the prescribed time period would have resulted in a similar forfeiture of rights.


� Christine C. Trend, supra note 4, page 316.





� In keeping with the basic theme that there are no simple answers or issues in this subject, it must be noted that under current law the absence of a copyright notice may NOT constitute a release without restriction. However, to give any practical purpose to this statutory language, it must be presumed that the language was not rendered null and void by the change in the copyright laws. As further complication and a source for confusion in present day markings, previous versions of the DFARS allowed the contractor to employ the term “unpublished” to indicate that the release WAS subject to restrictions (e.g., DFARS 252.227-7013(b)(2)(ii) dated May 1981). While this practice/use no longer is authorized or effective, this nonconforming term often appears on contract deliverables.


� As an example, a small but critical piece of a system might be developed by a subcontractor who elects to restrict the Government’s rights under (a)(2)(B) and then “disappears” or goes out of business. The Government, if it acquired a copy of the data, could use the less than desirable sovereign authority to violate the terms of the contract and pay reasonable compensation later. However, what can the Government do if no one has a copy of the data? The possible “regulatory” restrictions on use for in-house manufacturing are discussed under Part II. J.


�“(c) Nothing in this section or in section � HYPERLINK "http://www4.law.cornell.edu/uscode/html/uscode10/usc_sec_10_00002305----000-.html" �2305� � HYPERLINK "http://www4.law.cornell.edu/uscode/html/uscode10/usc_sec_10_00002305----000-.html" \l "d" �(d)� of this title prohibits the Secretary of Defense from— 


(1) prescribing standards for determining whether a contract entered into by the Department of Defense shall provide for a time to be specified in the contract after which the United States shall have the right to use (or have used) for any purpose of the United States all technical data required to be delivered to the United States under the contract or providing for such a period of time (not to exceed 7 years) as a negotiation objective …”


 


� This regulatory distinction between commercial and noncommercial ICPs appears to be an attempt to integrate the statutory rebuttable presumption (See 10 U.S.C. 2320 (b)(1) reference to 10 U.S.C. 2321(f).) that “commercial” equals “exclusively at private expense.” However, the “rebuttable” part of that presumption got buried during the integration. Since even a truly “commercial” ICP could be shown by the Government to NOT have been exclusively developed with private funding, then such data becomes subject to the license rights found at DFARS 252.227-7013. However, by definition commercial data is covered by DFARS 252.227-7015. The solution is found in DFARS 252.227-7037 whereby the “commercial” markings on the data can be challenged. This resolution is imperfect as it does not clearly shift such successfully challenged data into DFARS 252.227-7013 and the default rights included therein. While the statutory rights would apply, the Statute does not define rights for mixed funding ( likely outcome) cases. This confusion will no doubt be addressed by a Board or Court in the future with the following likely finding: if there was Federal funding of the “development,” the development was not complete at that point in time; if development was not complete, then at the time that Federal funding occurred, the ICP was not commercial; and, therefore, the license rights (even for a currently “commercial” ICP) are determined under DFARS 252.227-7013 when the Federal funding occurred at a point in time that the ICP was non-commercial. This is a corollary to a previous point that once Government rights exist, the fact that the ICP later becomes “commercial” does not extinguish those initial rights.


� See Lavenue, supra note 4, at page 30.


�See 10 U.S.C. 2302(3) and, by extension, 41 U.S.C. 403(12) . Specific  language relevant to this discussion may be found at DFARS 227.7102, FAR 2.101, DFARS 252.227-7015 and DFARS 252.227-7014(a)(1).  


� As seen later, it is the logical outcome that unmarked data (lacking any affirmative assertions) delivered under contract to the Government conveys unlimited rights regardless of the underlying ICP as commercial or noncommercial. Any other position could render the Government helpless in guessing the status of unmarked data.


� Important data rights analysis should not be based upon a fact (i.e., that the ICP is “commercial”) implied from the procurement method selected when that selection may have been made for convenience and without a full factual investigation.


� It is not clear that the decision about the method of contracting must be dispositive of the classification of the ICP for data rights.


� See FAR Part 2 for technical data and DFARS 252.227-7014(a)  for software definitions.


� Computer software documentation actually is technical data by definition. As such, certain rights are conveyed under many different clauses: DFARS 252.227-7013 (noncommercial technical data); 252.227-7014 (commercial software & software documentation); and 252.227-7015 (commercial technical data).  However, refer to Part II.H.2 for DFARS Part 227 treatment of computer software documentation inconsistent with the Statute and the contract clauses. DFARS 252.227-7018 for Small Business Innovative Research contracts is excluded from this discussion, as its unique rules and current state of inconsistency between FAR/DFARS regulations and SBA policy make it too complex with no added value.


� The distinction between “unrestricted” rights of DFARS 252.227-7015(b)(1) and “unlimited” rights of DFARS 252.227-7013 must be maintained because the two terms imply a different status of the underlying ICP. As there are no assertion/marking rules in the contract for commercial technical data or commercial software, the actual terms placed upon such data when delivered are for the parties to address in the contract. Some marking is required, because unmarked data is presumed to be unlimited rights noncommercial data (absent any actual knowledge to the contrary). 


� For practical and legal reasons addressed underAttachment 5, unmarked data conveys unlimited (or unrestricted) rights for all categories but commercial software. For commercial software, the failure to assert a protective status at time of delivery would leave at most a copyright against the rest of the world, but it would imply a license in the Government for the intended use under the contract.


� The clauses containing this limitation are not applicable to commercial computer software or commercial technical data.


� The DFARS 227.7202-1(a) policy encouraging the use of commercial terms is subject to those terms being consistent with Federal procurement law and user needs. Currently many such standard terms are inconsistent with Federal procurement law. This author has a written another document which includes a Part D addressing Federal procurement laws that might arise in non-FAR/DFARS types of contracts or that would limit commercial licensing terms. See A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel, (current version is dated October 11, 2006) available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�.


� While independent statutory authority exists to buy such licenses outside of a FAR/DFARS contract, such stand-alone non-FAR buys are complicated, dangerous (lack of guidance), and subject to special reviews. This author has written another document which includes a Part H addressing the unique issues associated with commercial licenses. See A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property (“the Guide”), dated October 11, 2006, at the following website:  � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�


� The clauses containing this limitation are not applicable to commercial computer software.


� The statutory limitations of 10 U.S.C. 2320(a)(G)(ii) do not apply to computer software, whether commercial or noncommercial.


� The DFARS 227.7202-1(a) policy encouraging the use of commercial terms is subject to those terms being consistent with Federal procurement law and user needs. (Currently many such standard terms are inconsistent with Federal procurement law.) This author has a written another document which includes a Part D addressing Federal procurement laws that might arise in non-FAR/DFARS types of contracts or that would limit commercial licensing terms. See A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel; current version is dated October 11, 2006, available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�.


� While independent statutory authority exists to buy such licenses outside of a FAR/DFARS contract, such stand-alone non-FAR buys are complicated, dangerous (lack of guidance), and subject to special reviews. This author has written another document which includes a Part H addressing the unique issues associated with commercial licenses. See A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property (“the Guide”), dated October 11, 2006, at the following website:  � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�


� A category of data excluded from technical data other than computer software is data incidental to contract management. That topic is addressed under the definition of technical data at Part II.H..


� There is a long history behind the terminology of these subcategories which will not be covered in this paper. Many sources exist for that discussion and historical evolution. 


� Any negotiation for a license right which falls outside of the defined standard licenses (Unlimited, Government Purpose, Limited, or Restricted) must convey to the Government not less than Limited or Restricted rights and must be made apart of the contract. See (b)(4) of the Clause and of DFARS 252.227-7014 for software.


� The same reasoning would apply to Restricted Rights under (b)(3) of DFARS 252.227-7014.


� Navigating Through Commercial Waters, Issues and Solutions When Negotiating Intellectual Property With Commercial Companies, 30 April 2001.�  � HYPERLINK "http://www.acq.osd.mil/dpap/Docs/intelprop2.pdf" ��http://www.acq.osd.mil/dpap/Docs/intelprop2.pdf�


� Professor Nash reaches this same conclusion at page 82 of  Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2.


� See (f)(5) of the Clause. A prior marking (often based upon an assertion, not an agreement of the parties) still is applicable only if it remains factually correct,  it has not expired, a proper assertion covering it has been made in the current contract action, and it has not been overcome by the new allocation of rights under the new contract action.


� See Lavenue, supra note 4, at pages 31-32 and 57.


� See Simchak, supra note 4, for a general discussion emphasizing these procedural requirements as the contractor’s  “burdens” which must be met to maintain an assertion. See also Lavenue, supra note 4, at pages 31-32.


� DFARS 252.227-7013(e)(2) last sentence.


� DFARS 252.227-7013(e)(2) first sentence and DFARS 227.7103-10.


� DFARS 227.7103-10(c)(2).


� DFARS 252.227-7013(e)(3) allows such pre-delivery additions to the assertion list in the contract when “based on new information or inadvertent omission unless the inadvertent omissions would have materially affected the source selection decision.” 


� This may be the case where the parties contractually acknowledge (or the contractor is on notice) that the Government will be furnishing this data to third parties or using it for competitive future procurements.


� See DFARS 227.7103-10(c). Also see Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 98 for a summary of cases relevant to this issue. If the data has not already passed beyond the Government’s ability to control it, and if distribution and certain other procedural requirements are met, the Contracting Officer should (but is not required to) grant a timely request by the contractor to add an authorized and appropriate legend.


� It must be assumed that this discretionary, but encouraged, DFARS policy for adding omitted markings to unmarked data intentionally excluded incorrectly marked data.  FAR 27.404(i)(1) & (2) language explicitly addresses the two situations (unmarked and incorrectly marked data) as separate issues.


� Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, pages 64-65. See also Lavenue, supra note 4, at page 35 (footnote 210) and at page 52 (footnote 310); and  Christine C. Trend, supra note 4, at 316 and 318.


.


� See DFARS 227.7103-4(b) and 252.227-7013(a)(7)(i) for a specific confirmation of this on the related topic as to the source of  funding and the companion marking requirements at DFARS 252.227-7013(f)(1) limiting markings to only actually protected portions of the page.


� Appeal of Bell Helicopter Textron, ASBCA No. 21192, 85-3 BCA P18,415, 1985 ASBCA Lexis 536.


� There might be non-severable features or functions for that severable part of the ICP which, even if exclusively funded, would not be relevant to the funding analysis for the entire part. Exclusive funding by private sources of non-severable portions does not meet the test for Limited Rights in the entire part or even that portion.  85-3 BCA 92,418.


� Appeal of Bell Helicopter Textron, ASBCA No. 21192, 85-3 BCA P18,415, 1985 ASBCA Lexis 536 at page 232. The question had to do with non-severable pieces, but the logic is consistent at whatever level an assertion is made. The facts must support that level of the ICP at which an assertion is claimed.


� Christine C. Trend, supra note 4, at 316 and 318.





� DFARS 227.7103-10(c)(1) and Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 40. 


� DFARS 252.227-7013(f) second sentence.


� DFARS 252.227-7013(f)(1) third sentence.


� See DFARS 252.227-7013(f)(1) second sentence, the fact that each legend says “(End of Legend)” after the complete legend (i.e., no short-hand notation allowed), and Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 41. See Lavenue, supra note 4, at pages 25-26 documenting this outcome as the intent of the Section 807 Committee.


� The clear distinction between “nonconforming” and “unjustified” markings is critical to the entire procedural process as explained in Attachment 4.


� This limitation upon usable markings would not include copyright notices or trademarks. See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 47.





� DFARS 252.227-7013(g)(2) and DFARS 252.227-7037(c)&(d)(1).


� See DFARS 252.227-7013(g)(2) and Attachment 3, paragraph E.3.c.


� See Lavenue, supra note 4, at pages 57 (bottom) and 65.


� The Government is allowed under DFARS 252.227-7037(c) to challenge assertions with respect to data that is “delivered or to be delivered.”  Because  the contractor’s  assertion can be challenged by the Government at day one of the contract, then it must be documented (“records sufficient to justify”) by the contractor prior to award.  


� See Lavenue, supra note 4, at page 55 where this interpretation is the one assumed by that author.


� DFARS 252.227-7013(a)(13), 252.227-7015(a)(4), and 252.227-7018(a)(19).


� Specifically excluded are noncommercial technical data and noncommercial computer software which are to be delivered under the contract and, therefore, are subject to other clauses.


� See 10 U.S.C. 2302(4).


� DFARS 252.227-7013(a)(4) and 252.227-7014(a)(5).


� This is one of the few exceptions where delivery does convey greater rights in data. For computer software documentation as Technical data under DFARS 252.227-7013, the Government takes unlimited rights as OMIT data less data qualifying as detailed manufacturing and process data (DMPD). However, when that same computer software documentation is “delivered” under a contract for software (DFARS 252.227-7014 included), then the Government takes unlimited rights without any exceptions.


� 10 U.S.C. 2302(4).


� See DFARS 252.227-7014(a)(14)(v) and  (a)(14)(vi) such that the computer software documentation is used to support the software which in turn is used to make emergency repairs on hardware. 


� Computer software documentation is, in fact, covered by every potential DFARS clause that addresses data rights (252.227-7013, -7014, -7015, and -7018). A policy statement in the DFARS cannot be used to limit the express language of the contract.


� To further eliminate unnecessary confusion, the DFARS 252.227-7013 clause prescription should require incorporation into all contracts. The Clause is useful, if not essential, for the establishment of the Government’s rights in data. These rights arise even when there is no delivery of data under the contract. Specifically, the Clause sets default rights in mixed funding situations. Only the specific provisions at paragraph (b) of the Statute are tied to the delivery of data. The remaining portions of the Statute (to include the allocation of rights at paragraph (a)) are NOT dependent upon delivery of data. The same reasoning applies to 252.227-7015.


� Less “detailed manufacturing and process data” (DMPD).


� 10 U.S.C. 2320(a)(2)(D)(I). 


� DFARS 252.227-7014(a)(14)(vi). The words at 227.7014(a)(14)(v) are even less specific because they refer only to “urgent tactical situations”.


� This burden is compounded by some internal inconsistencies in DOD regulations governing access to such protected contract data. See Part N.6.of  A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property (“the Guide”), dated October 11, 2006, at the following website:  � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�


� The conveyance of rights excludes noncommercial technical data and noncommercial computer software which are to be delivered under the contract and, therefore, are subject to those clauses. DFARS 252.227-7016.


� See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 43. 


� As this is not a primary point of this paper, this summary comes from Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, pages 43-45 and  pages 150-152, without additional research.


� The Government must assure that its copy of the Limited Rights data (or knowledge obtained by viewing such data) is not used by anyone performing the reverse engineering activity.


� See especially 227.7103-5 and 227.7103-5(d).


� In each of the (b)(1) –(b)(3) categories of the Clause, there are rights created which are outside the “accorded” rights of the statute and which, therefore, might be compromised under 10 U.S.C. 2320(a)(G)(ii). However, the impacts of CICA still must be considered.


� Overly broad statements in guidance documents or the DFARS text cannot override this explicit contract language or the required level for authorized deviations.


� DFARS 201.402(1)(ii).


� See Nash and Rawicz,  Intellectual Property in Government Contracts, Fifth Ed., Vol. 2, pages 35 & 82.


� See Lavenue, supra note 4, at pages 12-13 documenting that the concept of withholding as a means of protection was abandoned in the 1964 DFARS.


�  10 U.S.C. 2320(a) creates the Government’s rights in data and requires key terms to be defined. Those terms do not include “delivery.”  Only in the discussion of implementing regulations and additional contract rights (10 U.S.C. 2320(b)) does the term “delivery” appear. The same is true for the standard data rights clauses in Government contracts. The conveyance of rights in (b)(1) of the relevant clauses rarely mentions the concept of delivery. There are two or three exceptions where delivery increases existing rights. However, it is important not to let these isolated exceptions distract from the general rule. See 252.227-7014(b)(1)(ii) and (b)(3)(i).


� See DFARS 252.227-7013(b)  and -7014(b).


� Continental Elecs. Mfg. Co., ASBCA 18704, 75-2 BCA P11,522.


� See Lavenue, supra note 4, at the bottom of page 28.


� Especially with DOD contracts (as opposed to civilian agencies), the effectiveness and ability to withhold data is intentionally limited.  See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, pages 33-35.


� The term is undefined except for SBIR contracts. See DFARS 252.227-7018. The similar FAR clause, 52.227-16, Additional Data Requirements, allows ordering “any data first produced or specifically used in the performance of this contract.” 


� Implemented at FAR Subpart 211.6, Department of Defense Directive 4400.1, and Army Regulation 715-5.


� When the Government takes/uses the proprietary data of another without first obtaining the right to take/use that property, the remedies available to the owner of that data are clear in only a few statutory situations. Other than these limited statutory situations (e.g., copyright or patent infringement), the owner must fashion a claim under one or more of the following theories: tort; contract or implied-in-fact contract; or Constitutional taking. For a complete discussion, see Intellectual Property in Government Contracts, Fifth Ed., Vol. 3, by Nash and Rawicz., at page 286 et seq.


� See: paragraphs (b)(7) & (8) of 10 U.S.C. 2320; FAR 27.402(a); DFARS 227.7102-1(b)(1), 227.7103-10(b)(2), 227.7103-1(b)(4), 227.7103-3(Title), 227.7103-10(a)(1), 227.7103-10(c)(1);DFARS 252.227-7104 and -7013 (e)(2), (f)(2)&(3) , (h)(1), & (h)(2), and (k)(1)&(2); and DFARS 252.227-7015(b).  


� An isolated exception can be found at DFARS 252.227-7014(b)(3)(i) where noncommercial software which is to be “delivered or otherwise provided to the Government under this contract” (likely meant to include embedded software)  conveys a “Restricted Rights” license in the Government.


� Such as the procedural requirements to assert/mark/justify. See Part III.A  for a full discussion and some exceptions where delivery increases the Government’s license rights.


� As previously noted,  SBIR contracts are excluded from the Statute’s coverage.


� This permissive action is just that. It does not occur automatically. The statute says “may restrict” at 10 U.S.C. 2320(a)(2)(B). For Government rights at (a)(2)(A) the statute uses “shall.”  The permissive nature of this election is much clearer in the DFARS contract clauses. Such clauses require a very specific process for such an election which entails asserting/marking/documenting.


� As those terms are defined by DFARS for noncommercial data.  


� This approach is the only practical method and is in reality fair to both sides. Only the contractor possesses the records (required by the contract to be maintained), the knowledge, and the beneficial interest in making  such an election and following the procedures to properly claim this right.


� The actual value of what remains is debatable. Clearly, the Government can license the world to use the data even for commercial purposes. See Appendix J of A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property (“the Guide”), dated October 11, 2006, at the following website:  � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�  for a discussion on why the Government  should not accept a “Dual Use Legend” to assist the contractor in protecting whatever might remain.


� The actual impact of funding from other agreements such as CRADAs, OTs, and grants has not been clearly resolved as yet.


� There are three contractually identified tests: nature of the data; funding for development of the ICP; and other Government /Public rights. Thecombination of the statutory permissive election and the contract procedures creates a fourth situation where the Government takes unlimited rights because the contractor fails to make the election or to follow the procedures necessary for asserting/marking/documenting.


� These negotiations clearly are allowed in mixed funding situations.  However, the case law restricting the Government authority/discretion to give away unlimited rights (which restricts competition) must be considered. See Part 1. E..


� See Part I .E.


� At Attachment 5, this second test is more broadly stated as the Government acquiring rights in the data from sources outside of the instant contract. The difference is due to the DFARS language versus the statutory language. 


� See Nash and Rawicz,  Intellectual Property in Government Contracts, Fifth Ed., Vol. 2, pages: 74 (as to (b)(1)(i)), 75 (as to the 1988 version of  (b)(1)(ii)), 77 (as to (b)(1)(iii)) and 78 (as to (b)(1)(iv)). Note that only (b)(1)(ii) is specifically limited to the instant contract. Also note that for (b)(2) the test as to mixed funding is not limited to the instant contract.


� 10 U.S.C.2321(a).


� 10 U.S.C. 2321(d)(1)(A).


� See Nash and Rawicz,  Intellectual Property in Government Contracts, Fifth Ed., Vol. 2, page 82.


� For an explanation of how this distortion might occur, see Appendix M of A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property (“the Guide”), dated October 11, 2006, at the following website:  � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�  .


� Even Congress is guilty of having written legislation which became law but which, in fact, had the opposite outcome of what Congress said it meant to accomplish. As an example, the law having to do with Production Special Tooling/Production Special Test Equipment had to be followed as written, regardless of legislative intent, until revised to reflect the actual intent of its drafters.


� See the Statute and the Clause at (b)(1) covering all “form, fit, and function” data and all data “Necessary for installation, operation, maintenance, or training.”


� 10 U.S.C. 2320(a)(2)(C) and DFARS 252.227-7013(b)(1)(v).


� See Matter of: Keystone Valve USA, Inc., B-240954, 240954.2, 70 Comp Gen. 399, 91 Comp Gen Proc. Dec. P355, April 8,, 1991.


� See Attachment 5 for a full discussion. 


� Substitute the term “unrestricted” when discussing “commercial” data pursuant to DFARS 252.227-7015.


� See the numerous conclusions and policy recommendations of the Army Material Command Chartered Product Data and Engineering Working Group, GAO Reports 04-715 and 06-839, and the Acting Assistant Secretary of the Army (Acquisition, Logistics and Technology) Memorandum of April 1, 2008, Data Management and Technical Data Rights.


� Under the Constitution and various contract clauses, to include the changes clause, the United States Government always can demand a copy of the data used to perform the contract.


� This Attachment is a modified version of Appendix D from A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel; current version is dated October 11, 2006 and is available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html� 


� See DFARS 227.7103-10(a)(2) second sentence.


� This same point is made by the DOD Policy Guide - Intellectual Property: Navigating Through Commercial Waters, October 15, 2001, at page 2-6 in the first full sentence.


� While many will argue that the “***” in the DFARS 252.227-7017 provision sanctions the use of prior assertions by the references, this note addresses only  the proper category title. For reasons why an assertion may be made, see “**” in the provision. These pre-existing markings may be used when “still applicable.” (See DFARS 252.227-7013(f)(5) and 252.227-7014(f)(5).) Such pre-existing markings cease to be “still applicable” when: they were wrong initially; they have expired; the nature of the data is changed under the current contract (e.g., from design to maintenance data); the Government’s rights have increased by other processes or public availability; or changes in the source of funding during performance/prior to delivery of the data/software.


� When the data or software to be delivered under the current contract is identical (or substantially similar) to that delivered under a prior contract and its nature (e.g., design versus maintenance data) or source of funding is not altered by the new contract effort, the old asserted category of restriction may apply. However, even this is not automatic. The old assertion (unless formally challenged and resolved) was merely the contractor’s position based upon then existing facts and/or assumptions about the future. With rare exceptions, this short cut (using past assertions) without considering the facts that do exist (or will exist prior to delivery) under the current contract will not assure a correct and valid outcome.


� A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel; current version is dated October 11, 2006 and is available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�


� If such qualifying language is used routinely, what is the implication when it is omitted? Have the parties agreed to the assertion via pre-award negotiations? The legal principle here is not to repeat legal duties and rights with different wording. While this practice is useful in other areas such as teaching, it creates ambiguities and negative inferences in a legal document.


� Some of the confusion stems from a mostly forgotten, long-rescinded DFARS Clause (252.227-7031, Data Requirements) which required all deliverable data to be on the DD Form 1423. (This clause was really about the Paperwork Reduction Act requirements.) What must be delivered under the contract is one question.  What constitutes “delivery” is another question. The marking requirements that apply to deliverables are a third problem area. Each issue/area must be addressed separately. As discussed in Part III, the contract clauses and DFARS employ many terms to describe how data and software are provided, furnished, made available or delivered to the Government. All such data and software should, be covered by an appropriate Data Item Description (DID) on that DD Form 1423 or a FAR/DFARS clause. 


� There are one or two very limited exceptions where the delivery actually confers increased rights upon the Government. See footnotes under Part III.


� See DFARS 252.227-7013(e)(2) and 252.227-7014(e)(2), last sentence. Also, see Lavenue, supra note 4, at pages 31-32.


� See DFARS  227.7103-4(b) and 227.7203-4(b).


� The Government takes unlimited rights in some types of data regardless of the source of funding. See DFARS 252.227-7013(b)(1) and 252.227-7014(b)(1).


� See Part II.F.1.


� See requirements for marking only that portion of  the data/software which is subject to a restriction and for maintaining documentation sufficient to justify the validity of the marking at DFARS 252.227-7013(f)&(g) and 252.227-7014(f)&(g).


� In addition to the direct obligation under paragraph (g) of 252.227-7013 and 252.227-7014, the Cost Accounting Standards require that the contractor propose the allocation of costs (prior to award) and perform under the contract in a manner consistent with the standards. The combination of these two obligations requires that the contractor have available to that contractor at the time of making the assertion a good faith, documented basis for each and every assertion.


� See DFARS 252.227-7013(g)(2), 252.227-7014(g)(2), 252.227-7017(f), and 252.227-7037(b)&(e)(3). It is important to note that the contractor’s assertion, when formally challenged by the Government,  is considered to be a “claim” within the Contract Disputes Act and, as such, must be certified. Clearly, the burden of proof is on the contractor.


� See DFARS 252.227-7017(f).


� See DFARS 252.227-7013(e)(3) and 252.227-7014(e)(3).


� The term “source selection” here is not defined as “competitive source selection.” Absent further analysis, it should be assumed that any source selection may be considered. As an example, when a Justification and Approval (See FAR Part 6.) is prepared, the costs of these data rights, directly or indirectly, may have been a factor and may have influenced (if restrictions were known at that time) the selection of this source.


� The question should be what the contractor knew or should have known prior to award. Intentional or contrived ignorance of  relevant facts should not be allowed as a basis to alter the original agreement of the parties as to the allocation of data rights. As a practical matter, one might expect the level of documentation/support required from the contractor to be related to the degree by which the new assertions impact the initial (default) agreement of the parties as to data rights and the Government’s intended use of those rights.


� See Intellectual Property in Government Contracts, Fifth Ed., Vol. 3, by Nash and Rawicz., at page 92 and the DOD Policy Guide - Intellectual Property: Navigating Through Commercial Waters, October 15, 2001, at page 2-5.


� A nonconforming assertion is any legend or marking which is not specifically authorized by the current contract under which the data is to be delivered. Certain pre-existing legends/markings which are “still applicable” are authorized. (See C.3. above.) Otherwise, see the listing at B.2.  It is also this author’s contention that any restrictive legend (whether in a form authorized by the contract or not) is a nonconforming legend if the data/software to which it is applied does not appear on the contract attachment listing assertions as required by DFARS 252.227-7017, 252.227-7013, and 252.227-7014.


� See DFARS 252.227-7013(h)(2) and 252.227-7014(h)(2). Also see the procedures discussed in  A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel (current version is dated October 11, 2006), available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html� at Part E and Appendix D.


� A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel; (current version is dated October 11, 2006), available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�   The regulatory procedures in place for release to contractors and potential contractors do not assure compliance with the DFARS rules for release to other contractors. Therefore, until the regulatory process is revised, a Distribution Statement of “B” or “E” is needed to avoid an improper release.


� DFARS 252.227-7013(g)(2) and DFARS 252.227-7014(g)(2).


� As noted earlier, the necessity of this requirement for specificity in assertions applies to both the ICP and the identified data. It is mirrored by the same level of specificity in the marking rules.


� These (b)(1) rights are discussed at Attachment 5 as are additional rights (Substantive Test number 2) which the contractor must recognize when making a proper assertion..


� Generally, Special License Rights may not be claimed unless one of two conditions are met: such Special License already has been agreed to for the instant contract; or such Special License rights were established in a prior contract AND those rights exceed what otherwise would have been asserted under this instant contract. Note that prior Government rights in data normally are disclosed under DFARS 252.227-7028.


� This phrasing is found in the footnotes to the form at DFARS 252.227-7017.


� The appropriate data rights clause will provide the exact wording to be used. The parties may NOT negotiate any variations to such wording except as a DOD level deviation to the DFARS. 


� See DFARS 252.227-7013(g)(2) and 252.227-7014(g)(2).


�  The contractor’s obligation to justify applies to an assertion even prior to delivery as explained in this Paper. See DFARS 252.227-7037(c) as to data that is “delivered or to be delivered.”


� For the civilian agencies this result is explicitly stated at FAR 52.227-14(e)(1). DOD must work through to the logical outcome of applying the rules and procedures of the clause but reaches the same outcome.


� DFARS 252.227-7013(g)(2) and DFARS 252.227-7014(g)(2).


� Campbell Plastics, 389 F. 3d 1243 (2004).  In Appeal of   Bell Helicopter Textron, ASBCA 21192, 85-3 BCA P18,415,  at pages 92,430 to 92,432, the Board recognized that the delivery of unmarked data constituted a failure to elect the available protection and, thereby, resulted in a loss of  protection for the data. The Board further recognized that had the Government properly followed its own contractual procedures, the contractor’s failure to correct nonconforming legends within the prescribed time period would have resulted in a similar forfeiture of rights.


� Once again the outcome is more clearly articulated for the civilian agencies at FAR 52.227-14(b)(1)(iv) & (f), and at 52.227-20(b)(1(iii) 7 (e)(1) which states that unmarked data (noncommercial or commercial) conveys unlimited rights. 


� DFARS 227.7103-12(b)(1) & 227.7203-12(b)(1).


� DFARS 252.227-7013(h)(2) & DFARS 252.227-7014(h)(2)


� DFARS 227.7103-12(a)(1) & DFARS 227.7203-12(a)(1). The contract specifically prohibits the use of any restrictive marking (even one in the proper format) if the intent to so restrict the Government’s use has not been formally incorporated into the contract. See DFARS 252.227-7013(e)(2) last sentence and DFARS 252.227-7014(e)(2) last sentence.


� DFARS 227.7103-12(a)(1) & DFARS 227.7203-12(a)(1)


� The two conditions are new or inadvertent omissions and are relatively broad and undefined. Once the contractor meets its burden of requesting a contract modification on one of these two bases, then the decision to allow or not allow update is a contract matter for the Contracting Officer. Such decisions are subject to the Disputes Clause and not to DFARS 252.227-7037 & -7019 regarding validation of a conforming marking. 


�  DFARS 252.227-7013(e)(2) & DFARS 252.227-7014(e)(2).


�  DFARS 252.227-7013(b)(1)(vii) ,  DFARS 252.227-7014(b)(1)(iv), DFARS 227.7103-10(c)(1), and DFARS 227.7203-10(c)(1). 


� DFARS 227-7103-10(c).


� The 60 day period is the minimum and may be extended by the Contracting Officer. If the contractor timely substitutes a conforming marking (which must be authorized by the assertion list in the contract), then the issue is converted to a validation challenge as to factual matters.


� DFARS 252.227-7019 & 252.227-7037.


� A Practical Guide for the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel; current version is dated October 11, 2006 and  is available at � HYPERLINK "http://www.redstone.army.mil/legal/intellect.html" \t "_parent" �http://www.redstone.army.mil/legal/intellect.html�


� 10 U.S.C. 2320


� For example, DFARS 252.227-7014(a)(14) states the agreement of the parties that the term “Restrictive rights” applies ONLY to noncommercial computer software.


� See standard FAR/DFARS definition for the term/concept as well as DFARS 252.227-7014(a)(1).


� See DFARS 252.227-7014(a)(4) and note that computer software documentation is also technical data.


� Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, pages 40-41. 


� DFARS 252.227-7013(e)(2) last sentence and 252.227-7014(e)(2) last sentence.


� This practical problem has arisen in several situations where the contractor is delivering data/software via an electronic data base. One solution being explored is a software application which marks the information as it is accessed, viewed, or printed. 


� DFARS 252.227-7013(e)(2) last sentence and 252.2278-7014(e)(2) last sentence.


� DFARS 227.7103-4(b) and 227-7203-4(b).  It is interesting to note that this language was directed towards the source of funding determination. One would expect the same logic to apply to the nature of the data (for (b)(1) unlimited rights determinations) to be the same.


� See Part II.F.


� See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 75. 


 Note that unlimited rights in noncommercial CSD arise under 252.227-7014 based upon delivery. However, such CSD also is defined as technical data in which the Government takes unlimited rights via 252.227-7013(b)(1) without delivery being an issue.


� See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 2, page 75 and the cases cited therein; and  Christine C. Trend, Killing the Goose that Laid the Golden Egg: Data Rights Law and Policy in Department of Defense Contracts, 34 Pub. Cont. L. J. 287, page 316.





� The same logic applies to 252.227-7014(b)(1).  


� Any data which is “necessary for installation, operation, maintenance, or training” (IOMT) purposes automatically is provided as unlimited rights to the Government. The contractor statutorily is allowed to exclude “detailed manufacturing or process data” (DMOPD) but must assert and be prepared to prove that assertion. The protections of 10 U.S.C. 2320 for data exclusively funded by the contractor  do not apply to IOMT data unless it is also DMOPD. Therefore, any claim for exclusion from the unlimited rights category must demonstrate that the data meets the definition of DMOPD. The source of funding is irrelevant.


� See Lavenue, supra note 4, page 59.


� These prohibitions apply even where the Government never has seen the data in question. The Government’s rights are independent of delivery and usually are irrevocable.


� By careful analysis it becomes clear that the Government’s rights arising under the first two tests are outside of the statutory protections of 10 USC 2320 for data exclusively funded by the contractor. 


� DFARS 252.227-7013(b)(1)(iii).


� Although the severable issue in Megapulse, Inc., Comp. Gen. Dec. B-194986, 80-1 CPD 42, was related to the “development” test,  it would be interesting to explore the same reasoning with regard to new data rights arising under (b)(1) of  252.227-7013 and 252.227-7014.


� Usually the end of development is clearly marked by a report or patent application. However, traceability from the current data/software being delivered to the original version “developed” must be accomplished where the current and original are not identical. It is possible that separate additional “developments” may have occurred subsequent to the original but prior to the current delivery. Unless good business records are in place, the contractor may have difficulty establishing a clean beginning date for “development.” Such developments (which are subject to restricted/limited rights assertions) most often arise from IR&D activities or non-Government contracts. It would be a strong (and recommended) practice to have an internal procedure which captures all existing data/software which is brought into an IR&D or non-Government contract. The absence of any documentation (which must be routinely kept and audited) would tend to support (but not prove) a claim that origination occurred within the program producing the “development.” However, for obvious and practical reasons, the absence of records must be construed against the party responsible for maintaining those records.


� See previous discussion from Simchak, supra note 4, at pages 148 and 154; Lavenue, supra note 4, at page 35; and the Bell Helicopter Textron case, 


� Where such an assertion is required to maintain a restriction upon Government rights.


� The contract requires that the markings (like the assertions) be applied to only those portions of a page which can be justified.


� Campbell Plastics, 389 F. 3rd 1243 (2004).


� See Attachment 4  explaining how this is explicit for noncommercial TD, CS, & CSD and implicit for commercial TD, CS, & CSD.


� See paragraph (g) of the 252.227-7013 and 252.227-7014 clauses.


� These other non-statutory categories ((b)(1)(ii),(iii),(vi),(viii),and (ix)) results from concession by the contractors (or failure to protect data) and/or are arguably derived from the statutory categories. These non-statutory categories are not routinely discussed, but they have roots going back at least to the 1960’s and the old Armed Services Procurement regulations.   


� See 10 U.S.C. 2320(b).


� See Part IV.A.10.


� It is expected that the term “produced” will be deemed similar to the term “generated” which is found in DFARS 252.227-7027. Neither term is defined directly. See discussion at Part III.B.1.


� The term “background” is used in lieu of pre-existing because its use in other non-FAR contracts (such as CRADAs) normally specifies data that pre-existed the present contract as well as data generated outside of the instant contract (regardless of timing).


� See Canadian Commercial Corporation v. the United States, 202 CT. Cl. 65, 1973, pages 20-24.


� See FAR 52.227-11, FAR 252.227-12 (no longer used), and DFARS 252.227-7038. The use of these patent clauses is required only in Research and Development contracts. This limitation is a theoretical error as discussed in a footnote at Part I G.. 


� This analysis also addresses those situations when a Patent Clause is in the contract but the rights under that Patent clause are insufficient and the Government relies upon the data rights licenses.


� The Statute also contains some wording at 10 U.S.C. 2320(a)(1) : “Such regulations may not impair any right of the United States or of any contractor or subcontractor with respect to patents or copyrights or any other right in technical data otherwise established by law.” However, one only has to review the explicit copyright licenses clearly conveyed under the clauses to accept that such words do not prohibit the granting of explicit patent licenses within the scope of the data rights licenses of paragraph “(b)”.


� A fourth type of license called Special License Rights may be negotiated. It falls outside of the standard three levels (Unlimited, Government Purpose, and Limited/Restricted) but by definition cannot be less than Limited Rights or Restricted Rights. See DFARS 252.227-7013(b)(4) and 252.227-7014(b)(4).


� While paragraph “(i)” also states that this clause shall not impact the scope of any existing patent license, that portion is not relevant to this discussion. However, one should note that the phrasing indicates that such other patent licenses are neither diminished nor enlarged by these data rights clauses.


� Others can qualify this further as to inventions being conceived or reduced to practice and the impacts to the timing issues. For this analysis, a simple point in time relative to the contract is needed.


� Even trade secret/proprietary data which was 100% developed with private funding is statutorily authorized for limited release for emergency repair situations. See 10 U.S.C.2320(a)(2)(D)(i)(I). Certain categories of data, regardless of funding, always are conveyed to the Government with unlimited/unrestricted rights: form, fit, and function data; and data necessary for operation, maintenance, installation, and training. See 10 U.S.C. 2320(a)(2)(C). 


� It may be further argued that the partial development of any non-severable portion of an ICP during the contract with any portion being direct Federal funding entitles the Government to not less than Government Purpose Rights in that non-severable portion of that ICP and the corresponding explicit patent rights.


� See Part I.E. of the basic paper.


� See 10 U.S.C. 2320(a)(2)(B) and (a)(2)(F). 


� When the Government knows of and anticipates these out year requirements and, therefore, can foresee these added costs, fiscal law attorneys will have some additional issues to address.


� See FAR 27.202. In fact, by not charging any royalty under the first contract, the existence of the patent and the potential demand for royalties on future follow on buys could be concealed even when FAR 52.227-6 was included.


� The compensation always must be limited to what is “fair” because the Government has the legal right to use any patent and to pay only “reasonable and entire” compensation under 28 U.S.C. 1498(a).


� A background patent is one pre-existing (or sometimes arising outside of) the instant contract.


� Stated in practical terms, the new or novel feature of the invention must fall within the definition of “detailed manufacturing or process data” per DFARS 252.227-7013.


� See Part IV.a.10.


� See specifically DFARS 252.227-7013(b)(1)(vii) regarding technical data released to the public without restriction conveying Unlimited Rights to the Government.


� See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed. Volume 1, page 3.


� In the present environment with emphasis on performance specifications, the Government would have no notice or knowledge of such future royalty issues which might arise from the contractor’s discretion on the means and methods by which the contract is to be performed.


� See funding source definitions at DFARS 252.227-7013(a). While IR&D costs are accepted by policy and case law as not being direct Federal funding, other sources of Federal funding and resources from outside of a formal FAR/DFARS contract remain an open issue. 


� For details on the (b)(1) categories, see Attachment 5, Additional Factors, Paragraph 4.


� Do not rely upon (b)(1)(ii) to covey rights because it does not apply to most contracts involving ICPs.


� See FAR Part 30. However, be aware that some contracts may not be subject to these standards and extra care must be taken. This area is extremely complex, and the ACO should pay close attention to any allocation of costs to another contract or to indirect costs when the cost objective is an ICP used to perform the instant contract.


� See �HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=613&FindType=Y&SerialNum=2007793908"��ATK Thiokol, Inc. v. U.S., 68 Fed. Cl. 612 (2005�); �HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&SerialNum=2003566958"��U.S. v. Newport News Shipbuilding, Inc��HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&SerialNum=2003566958"��.,� �HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=4637&FindType=Y&SerialNum=2003566958"��276 F. Supp. 2d 539 (E.D. Va. 2003)�;  48 NO 2 Government Contractor, P 12, January 18, 2006; 20 NO 4, Nash & Cibinic Report, P 20, April 2006; 20 NO 1. Nash & Cibinic Report, P 2, January 2006; and 48 NO 1, Government Contractor, P 8, January 11, 2006. 


� This same issue arises in another data rights allocation situation. Under several sections of the clauses, the Government takes unlimited rights if the Government exclusively funded the development of the related ICP. If the contractor can shift any portion of the development costs to IR&D or indirect costs, then the Government would lose unlimited rights. (As explained in the basic paper, Government Purpose rights are sufficient 99.99% of the time so this is not a significant issue.)


� Language such as the following may be considered after coordination with counsel familiar with CAS: “Actions in Avoidance of Government Rights in Technical Data and Software. The costs for each and every element of the scope of work of this contract shall be directly allocated to this contract unless the parties have agreed otherwise and noted that agreement IAW FAR 31.109. The contractor shall verify that any such agreement is consistent with the contractor's Cost Accounting Standards. The contractor shall not make any unusual or special allocations of costs relating to the performance of this contract such that the Government's rights in data are less than the Government's rights would have been if such costs had been directly allocated to this contract. In the event of a breach of this agreement, the parties agree that the Government is entitled, at its election, to determine Government rights in the technical data/software as if the breach of this clause had not occurred.”.





� Use of a Statement Of Objectives (SOO) is extremely dangerous for many legal issues including data rights.


� See Lavenue, supra note 4, at pages 12-13 documenting that the concept of withholding as a means of protection was abandoned in the 1964 Armed Services Procurement Regulations.


� The ability to recover those costs might be limited in a competitive buy.


� Back then then Government was the major customer for many defense contractors and had a significant bargaining advantage.


� DFARS 227.7103-1(a) (1998 edition). The wording has changed slightly over the years. In the 1968 ASPR, is was virtually the same. In the 1974 ASPR, it read “…only such technical data rights as are essential to meet Government needs.”


� This was one of the two the key false assumptions during the performance specification era that lead to a policy (official or unofficial but very much enforced) of deleting as many data delivery requirements as possible. The second false assumption was that such data was not needed when using a performance specification.


� DFARS implementation at 252.227-7013(c) (and other references) contains the statement “All rights not granted to the Government are retained by the Contractor.” However, if one were to take the universe of technical data pertaining to an ICP and subtract out all of the data conveyed at (b)(1) of the clause, it would be difficult to define the remaining data as anything more than DMPD.


� Reality is much changed today. Now the Government is entitled to only the statutorily “accorded” rights (which CANNOT be released by the Government below competitive rights) and to Government Purpose Rights (where the Government has partially funded the development of the ICP). Now there are no extra license rights charges based upon what is ordered to be delivered. While the contractor must furnish a copy of any data ordered, the contractor may retain limited rights for any DMPD it exclusively funded. However, there is a minimal added cost to ordering additional data which results from the review of that data for assertions and markings. While the contractors will undoubtedly make a big issue of these review costs, once the contractors have compliant systems in place to identify DMPD that was exclusively funded by them, these costs will, in fact, become minimal. It is merely past non-compliances (avoidance of systems and costs) that lead to present costs.


� Automatic and standard default rights had to be specified because the stated policy and preference for pre-award resolution of data rights between the parties rarely was achieved.


� In legal terms we might refer to this as “perfecting” the rights created at award by establishing clear and undisputed rights through the assertion and challenge process.


� DFARS 252.227-7013(b), (d), and (k)(2) &(5).


� It is left for the litigation experts to suggest any remedy other than suspension/disbarment of a prime contractor that is guilty of creating potentially unlimited liabilities for the Government under 28 U.S.C. 1498.


� Such notice might be inferred when the subcontractor/vendor was aware that the prime contract was with the DOD.


� See Part I. E.


� The regulations required by 10 U.S.C. 2320(a) give clear notice of the Government’s “accorded” rights in data. The specific language to be included in a contract clause “whenever practicable” is found at 10 U.S.C. 2320(b) and implemented in the DFARS. Therefore, the published DFARS places everyone on notice as to the statutorily “accorded” and additional (automatic and standard) DFARS data rights even when no contract clause is included.


� This is a working assumption that is often revised due to post award assertions when allowed.


� Until this assertion is removed from the contract (voluntarily by the contractor or pursuant to a successful Government challenge), the contractor may restrict the Government’s use of data covered by the assertion even if that assertion is obviously invalid.


� The U.S. Government is precluded by law from using appropriated funds to supplement or to support a normal FMS acquisition. When acting as the FMS Government’s agent, the U.S. Government is to be fully reimbursed for all of its costs.


�See GAO’s Principles of Federal Appropriations Law [“Redbook”], Third ed,, Vol II., Chapter 6, Part E. 


� These data rights might be available to the U.S. Government indirectly pursuant to international treaties and agreements or accepted under the Gift Statute authority, but those are separate issues.


� 10 U.S.C. 2320(a)(2)(F).


� The term “additional data rights” means rights in excess of what the Government takes by default under the DFARS data rights clauses. 


� The concept of basic fairness by the Government in its exercise of contract authority is noted in many cases on specific issues. For many years it was summarized in Department of the Army Pamphlet 27-153, Contract Law,  paragraph 16-4(b) (now no longer maintained), and it still is noted at FAR 1.102(b)(3). 


� See Part I.E. and Part II.K.


� See DFARS 252.227-7019 for software validation disputes.


� See FAR 52.233-1.


� It is not clear that the decision about the method of contracting must be dispositive of the classification of the ICP for data rights.


� See FAR Part 2 for technical data and DFARS 252.227-7014(a)  for software.


� See DFARS 252.212-7001 and assure that both clauses are marked as applicable.


� DFARS 212.302.


�  Just because the end item might meet the definition of commercial does not mean every sub-ICP  would meet the definition of commercial or COTS. Commercial and noncommercial buys can be combined into one contract with clauses tailored to different CLINS (contract line items) within that contract.


� See DFARS 252.227-7013(e)(3) which only requires notice “as soon as practical prior to the scheduled  date for delivery….”


� A close reading of the DFARS clauses and text indicate that data “furnished” or “provided” to the Government voluntarily (not a formally scheduled deliverable) is subject to the marking and justifying procedures but not the pre-award assertion procedure. The full analysis of such wording throughout the DFARS is too involved to discuss in this paper.


� Only collection methods approved by OMB in accordance with the Paper Work Reduction Act are legally enforceable. However, the omission of a DID is easily corrected by a unilateral contract modification pursuant to the Changes clause. See Part III for a fuller discussion.


� This author has always counseled against trying to write informal agreements into the formal contract. The contract should capture only the binding rights and duties of each party. Mixing binding agreements with nonbinding agreements can create only problems without any benefit in return.


� Due to history and misuse, the term “access” would best be avoided altogether. However, it is a familiar term often used with electronic deliveries. If used, the concept of “formal access” is used to distinguish a “deliverable” under the contract from “informal access” which is a non-contract, non-binding exchange of data.


� See DFARS 227.7108 for some regulatory limitations.


� Stated in a more practical way, the Contractor cannot increase the restrictive level of deliverable data by incorporating more restrictive data. This is an obvious byproduct of the contract requirement that only pieces of data be marked, not entire pages or documents. However, it has been common for contractor databases to improperly mix data and to fail to follow the proper marking procedures.


� Section 802 of 109 P.L. 364 (NDAA 2007).


� DFARS 207.106(S-70),  227.7103-1(f) and 227.7203-1(e).


� This consideration of data rights available to the Government or to be offered by the contractor as part of a source selection evaluation is by law limited to “major systems” as explained in Paragraph E of this Attachment, as is the DFARS implementation at 207.106 and 227.7103-1.


� Such alternatives include consideration of the following: fully competitive; partially competitive; sole source; use of Government support contractors; use of Government personnel; second sources; reverse engineering; use of performance specifications; use of form, fit, and function data; and qualifying sources or products from Government only review on Limited Rights data.


� See Parts I.E. and II.K for the statutory and regulatory limitations when conceding data rights.


� All the “easy” answers such as using a performance specification for components that are interconnected using defined interfaces or form, fit, and function data (which data is in theory unlimited rights) run into practical problems such as unacceptable increases in the logistic footprint and assigning ultimate responsibility for a working system. A physically and functionally interchangeable component of a system may require different repair parts, different tool sets, and even different skill sets to replace, install, or maintain.


� Such efforts are being undertaken by at least one DA chartered Group, the PEWG, at this time.


� Sometimes the appropriate contract has closed. Often this requires going back to the start of the process and demanding a proper set of assertions to which the Government may then initiate a formal challenge.  


� Properly handled, such improvements will be specific elements of contract performance which force that modification/development to be directly charged to the contract and, thereby, assure the Government of not less than Government Purpose Rights. See Attachment 7, Paragraph A, for this cost allocation issue.


� This can be extremely difficult because the owner may no longer exist as a legal entity. The markings on older data must be evaluated against the DFARS (DAR/ASPR…) clause in effect when the contract was awarded and the challenge processes under that contract. Often  older contracts cannot be located.


� As noted earlier, DOD needs a better statement of what data is needed to assure that the full range of DMS options can be considered. Until DOD formulates such policies and definitions, the only safe course is to have all relevant data delivered. If such data is in contractor format and is data the contractor must generate to perform, it can be acquired for reproduction and review costs. Such data, when not immediately needed for contract management, can be warehoused until needed. However, the formal delivery is essential to contractually confirm the agreement (or disagreement) of the parties as to data rights.


� Remember, the Government cannot compel a contractor to relinquish such rights except by the exercise of its sovereign authority. The Government is precluded from even evaluating the cost impacts of a contractor claiming such restrictions on data rights except for major systems. See Attachment 7, Paragraph I.


� By offering a NTE price, the contractor limits the Government life cycle cost impacts evaluation to that NTE.


� See Part I at Paragraph I.


� The exception is necessary because of the statutory prohibitions at 10 U.S.C. 2320(a)(2)(F). For data not covered by the exception (e.g., commercial software), there is no statutory prohibition.


� This requires a significant evaluation factor for life cycle cost impacts in a “major” system acquisition or Secretary of Defense implementation of the exception at 10 U.S.C. 2320(c).


� Current authorized markings on the relevant technical data are often a subject avoided. The process for asserting and marking has likely been ignored by the Government in pursuit of more important goals such as cost and schedule. Program Managers and Contracting Officers do not want to admit this by disclosing unauthorized markings, bad assertions, and a failure to address these problems.


� Fiscal law issues should not arise because properly establishing and securing the Government rights in data under an instant contract requires that the data be delivered. (This is true even though creation of those rights is not dependent upon delivery. See basic Paper.) Funding a delivery out of current appropriations to take “clean title” to those rights, even for a potential future purpose, should be deemed a bona fide need of the current appropriation funding the contract.


� See DFARS 227.7103-5(d)(2)(i).


� See definition of FFF at DFARS 252.227-7013(a)(10). While the older cases allowing the Government to ignore restrictive markings upon FFF data (B-176764 and B-167365) still make sense under the discussion of “nonconforming” marking in Attachment 4, there is now a formal process for removal of such markings. Furthermore, the debate over what is within the definition of FFF is covered by the Disputes Clause and not the nonconforming markings procedure.


� A physically and functionally interchangeable component of a system may require different repair parts, different tool sets, and even different skill sets to replace, install, or maintain.





� See DFARS 217.7503 (PGI)  and 227.7103-5(d)(2)(iii).


� See AMC, Command Counsel, Information Paper, 13 February 2006, titled: Reverse Engineering. Such issues primarily concern assuring that the reverse engineering effort is isolated from any access to or knowledge of proprietary information.


� See Part 11. J.


� See DFARS 227.7103-5(d)(2)(ii). This is rarely a viable alternative unless made a condition of award/competition and without violating the prohibition on coercing data rights. Probably it must be a voluntary option evaluated only for a major system competition. See Attachment 7 at paragraph E.
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