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Three Cases

Assume you are the director of contracts for a small electronics manufacturer that does about $15 million in sales per year, with 90 percent of the sales to the government. You are working on a proposal to sell a production quantity of certain items to the Air Force. The proposal is one that will be in the range of about $1.5 million. The item is one which you have sold to the government for a number of years, and one on which you make a fairly substantial profit. There has been little competition because your company has the tooling and the manufacturing know-how to produce these items at a much better price than any other potential competitor.

While working on your proposal, the president of the company comes in and is very agitated. He tells you that the director of manufacturing and production has just resigned and has indicated that he is going to work for a competitor. There is no employment agreement concerning post-employment competition which has been executed by the director of production. The president of your company is particularly concerned because he had expected to continue selling this item to the government over the course of the next few years, and wants to know how you, as director of contracts, are going to prevent the director of manufacturing and production from working for your competitor and submitting a competitive proposal.

As an alternative, assume that you are contracts manager for a company that does about $30 million in sales per year to the Defense Department for research and development work concerning computer system applications. Based on some preliminary work that you have done, you are in line for a major follow-on procurement on a sole source basis. However, you have just received word that one of the key program people has announced her resignation. She plans on forming an independent consulting company and on teaming with one of your competitors to submit an unsolicited proposal to perform this work. Can anything be done to prevent this employee from competing against you? She is subject to a restrictive covenant in an employment agreement which precludes "interference with business opportunities" of your company.

In the third case, assume that you work for a very large corporation which has just completed construction of a new manufacturing facility. There have been claims filed against your company by the construction contractors working on the project. You have been advised that one of your project engineers has resigned and is going to go to work for one of the contractors who is submitting a claim against your company. While this project engineer was not directly involved in the work that was being performed by this contractor for your company, he was privy to the ways in which your company did business, the methodology that your company uses in connection with resolving claims and disputes and, of course, the personalities of the people within your company responsible for making decisions on claims or disputes. You are not sure, but you believe that various members of your company may have discussed, informally, pending claims with this individual. The president of your company considers this person's actions to be in the nature of treason, and wants you to make sure that he has nothing to do with any claim being presented to your company. The question for you is what you can do about this matter.

An Increasingly Frequent Problem

Because of the increasing frequency of transitions from company to company by mid- and even high-level management personnel, situations like these are becoming common-place. Increasingly, contractors are faced with problems related to information being in the hands of former employees, where the information is either considered valuable and proprietary to the former employer, is capable of being used to the advantage of some competitor, is susceptible to advantageous use by the former employee independently, or is of a potential disadvantage to the former employer, as in the last example above. The information can relate to suppliers, customers, process technology, unique designs, business plans, management philosophy, or virtually anything else. The former employer is usually concerned about what it considers to be a misuse of this information because of the resources that it has used to create the information, because of the emotional aspects of breaching a confidential, employee-employer relationship, and because of the potential detriment to the former employer from use of this information by the former employee.

As contract managers, there is often an initial reaction to the extent that fairness or ethical considerations ought to prevent the former employee from misusing information obtained during the course of employment, but that if there is no written employment agreement, nothing can be done about the situation. On the other hand, the existence of an employment agreement with past employment restraints may create a false sense of security.

As free enterprise and competition are cherished goals of the American system, and as the former employee is usually taking steps which will actually enhance competition, there is a real question as to whether anything can be done. Fortunately, there is a large body of historical decisions about this type of activity. Courts throughout the United States have decided many cases concerning the rights of employers against their former employees where there are allegations that information obtained during the course of the employee-employer relationship is going to be improperly used to the disadvantage of the former employer.

No GAO Relief

Unfortunately, one of the first places that government contractors often go to seek remedies in connection with federal procurements is not available to a contractor in this situation. The General Accounting Office has indicated that where there is a dispute as to the misuse of proprietary data or trade secrets between private parties, it will not become involved in that dispute. Rather, it will allow the parties to pursue their remedies at law.

Restraints: Restrictive Covenants in Employment Agreements

When deciding how to proceed, one of the first questions is whether there was a restrictive covenant in an employment agreement which governs the actions of the former employee subsequent to termination of employment. These agreements are often quickly drafted and executed, and are often subject to challenge by the former employee. They may deal either with post-employment competition or non-disclosure of trade secrets or business information, or both. Courts will look to the scope of the restrictions to determine whether or not to allow them to stand. If the restriction restrains post-employment competitive activities and is overly broad as far as either time or geographical limits are concerned, the courts will not enforce them except to the extent necessary to protect the legitimate interests of the former employer.

Similarly, courts will look at the substantive nature of the restriction to see whether the former employee needs to be restrained from competing with the former employer in order to protect legitimate interests of the former employer. If, for example, the former employee is going to misuse confidential information or trade secrets, there will be a basis for relief. On the other hand, if there is no harm which can be anticipated, and if the prohibition is simply one which was imposed on the former employee by virtue of the economic influence he or she was susceptible to from the former employer, there is no real reason for protection, and the courts will not give sanction to the agreement.

In order to draft an enforceable employment agreement, it is worthwhile to start out by indicating the nature of the employer's business, the unique aspects of that business which require protection, the fact that the employee is agreeing to these restrictions as a consideration for commencement of employment, and the facts that proprietary data or trade secrets which are valuable to the employer, which the employer has spent resources in creating, and which the employer takes steps to protect, may be disclosed to the employee on condition that this information will be held in confidence. After making these recitals, the agreement ought to go on to indicate that the commencement of employment is contingent upon the fulfillment of the promises in the agreement, that the employee will not improperly use or disclose the trade secrets, proprietary methods or processes, or other secret and confidential information, to any one else, the period of time for which the employee will be restrained from disclosing this information, the nature of any other post-employment restrictions on the employee's activities, and the fact that money damages alone will not adequately compensate the employer for a breach of the agreement. There should also be an acknowledgment that injunctive relief may be sought and obtained in order to prevent a violation of the agreement.

Having this type of agreement in hand, it is a relatively simple matter, in the event of a breach, to put the former employee on notice of the breach, to advise the former employee that the breach is considered a serious matter by the former employer, and that all available remedies will be sought to prevent a continuation of the breach. If this letter is prepared by a contractor's counsel, it may also be advisable to send the former employee a draft complaint and petition for preliminary injunction with the notice so that the former employee is made fully aware of the seriousness of the former employer's intent to restrain improper conduct.

Protecting Trade Secrets

If there is no post-employment restrictive covenant which has been agreed to in order to obtain protection, a contractor will have to show that the information sought to be protected was either confidential in nature or rose to the level of a trade secret.

Defining a trade secret has been indicated to be one of the most difficult things to do by a court that has considered the question.
 The most commonly used definition is the one which appears in the Restatement of Torts, § 757, comment b. That definition is as follows:

A trade secret may consist of any formula, pattern, device, or compilation of information which is used in one's business, and which gives him an opportunity to obtain an advantage over competitors who do not know or use it. It may be a formula for a chemical compound, a process of manufacturing, treating or preserving materials, a pattern for a machine or other device, or a list of customers. It differs from other secret information in a business (see § 759) in that it is not simply information as to single or ephemeral events in the conduct of the business, as, for example, the amount or other terms of the secret bid for a contract or the salary of certain employees, or the security investments made or contemplated, or the date fixed for the announcement of a new policy or for bringing out a new model or the like. A trade secret is a process or device for continuous use in the operation of the business. Generally, it relates to the production of goods as, for example, a machine or formula for the production of an article. It may, however, relate to the sale of goods or to other operations in the business such as the code for determining discounts, rebates, or other concessions in a price list or catalog, or a list of specialized customers, or a method of bookkeeping or other office management.

There have been literally hundreds of cases discussing whether certain information rises to the level of a trade secret with the decisions varying widely.

Some states now have adopted statutory definitions of trade secrets and make misappropriation (as by improper disclosure by a former employee) a criminal offense.
 If this is the case for the state in which the contractor is doing business, the matter becomes somewhat simpler, because then the statutory definition applies, and what needs to be done is to see whether or not that statutory definition had been interpreted and applied in a situation similar to the one that you are faced with.

The German statute on this point provides for imprisonment up to three years:

(1) Any employee, laborer or apprentice of a business who during the term of his employment, for purposes of competition, personal gain, or with the intent to harm the owner of the business, without authorization communicates a trade or business secret entrusted or accessible to him by virtue of his employment, shall be punished by imprisonment up to three years and fine or by one of these. (2) Any person who, for purposes of competition or personal gain, without authorization communicates or uses a trade or business secret acquired as a result of a communication described in subsection (1) above or by an act contrary to law or public policy shall be subject to the same penalty as in subsection (1) above.
 [Footnotes omitted.]

Protecting Confidential Information

If the information which you are seeking to protect does not rise to the level of a trade secret, all hope is not yet lost. You can rely on the common law employment contract theory of confidentiality:

The law is well settled that one of the implied terms of the contract of employment is that the employee will hold sacred any trade secrets or any other confidential information which he acquires in the course of his employment, and that therefore, an employee who has left his employment is under an implied obligation not to use trade secrets or other confidential information which he has acquired in the course of his employment for his own benefit, or that of arrival, and to the detriment of this former employer.

Unfortunately, the cases which deal with this general common law protection of the confidentiality of an employer-employee relationship are rather scarce and tend to show a necessity to provide that the information was disclosed to the employee with the understanding of confidentiality.
 Thus, a mere mechanic who picks up various non-trade secret information would not be precluded from using it subsequent to the termination of his or her employment unless it could be shown that there was an understanding of confidentiality in the employment.

Analyzing the Hypothetical Cases

Now, applying these principles to the hypothetical cases described above, the results would appear to be as follows:

While the director of manufacturing and production is not subject to a restrictive covenant in an employment agreement, it would appear that this case presents an example of an employee who would have been in a confidential position, and to whom trade secrets relating to specialized tooling and manufacturing know-how would have been disclosed.

Based on the fact that this employee is intending to go to work for a competitor, there would also appear to be a substantial likelihood that this employee would be in a position to misappropriate the trade secrets relating to manufacturing know-how and special tooling developed by his former employer. Special elements of proof that would have to be concentrated on would include the investment that the former employer had made in developing special tooling and manufacturing know-how, and the steps taken to ensure the secrecy of the tooling devices and manufacturing processes. Assuming these proofs, there would appear to be a substantial likelihood that a court which was petitioned for relief would enjoin the threatened breach of trade secrets.

The second hypothetical deals with a key program person who has announced her resignation to form an independent consulting company and to team with a competitor. What would have to be shown in order to obtain enforcement of the restrictive covenant in this employee's agreement is, first, that the anticipated conduct will fall within the purview of the previously agreed-to restriction, and, second, that the restriction is necessary in order to protect the interests of her former employer. If, for example, the former program employee can demonstrate that all that will be used in connection with her pursuit of the Defense Department research and development effort is training and experience which she had acquired prior to joining your company, then the basis for asserting a right to protection becomes questionable, as does the likelihood of obtaining protection. If, on the other hand, she had been part of a group which had made specific advances in one particular technical area, and it was her knowledge of those advances which was of critical importance in connection with the contract opportunity that she was seeking, then it would appear that she would be seeking to use for her benefit resources which really had been developed by her former employer, and which should not now be used to the detriment of that former employer. Although it is of significance that she is subject to a restrictive covenant, the courts will look at the equities of the situation and enforce restrictive covenants only to the extent necessary.

For an example of this type of case, see B. F. Goodrich Company v. Wohlgemuth, 192 N.E.2d. 99 (Ct. App. Ohio, 1963) where an engineer who was working as a key member of a team performing experimental research and development work on methods of manufacturing high altitude pressure results, was restrained from going to work for a competitor because the court decided that the trade secrets Goodrich had developed would likely be revealed to the new employer. The court's words on this point, at page 105, are of interest. We have no doubt that [the former employee] had the right to take employment in a competitive business, and to use his knowledge (other than trade secrets) and experience, for the benefit of his new employer, but a public policy demands commercial morality, and courts of equity are empowered to enforce it by enjoining an improper disclosure of trade secrets known to [the former employee] by virtue of his employment. Under the American doctrine of free enterprise, Goodrich is entitled to this protection.

Thus, trade secret protection and enforcement of the restrictive covenant in the former employee's employment contract were given.

One of the more humorous decisions dealing with enforcement of restrictive covenants in employment agreements deals with dancing instructors (of all things). It begins as follows: When the defendant, Clifford Witter, a dance instructor, waltzed out of the employment of the plaintiff, the Arthur Murray Dance Studios of Cleveland, Inc. into the employment of the Fred Astaire Dancing Studios, the plaintiff waltzed Witter into court …. At the time Witter took his contentious step, Arthur Murray had a string attached to him -- a certain contract prohibiting Witter, after working with Arthur Murray no more, from working for a competitor. That Arthur Murray and Fred Astaire are rivals in dispensing Terpsichorean Erudition is not disputed. Now, Arthur Murray wants the court to pull that string and yank Witter out of Fred Astaire's pedagogical pavillion

The court went on to analyze the reasonableness of the restriction (or "string") to conclude that Arthur Murray really did not need protection from its former instructor, and that, therefore, the restrictive covenant would not be enforced.

The third case, that of the treasonous project engineer, is a difficult one because of all that is not known. Is the project engineer going to be using trade secrets? This appears unlikely. Was the project engineer in a trusted position where very secret, confidential information was disclosed? This depends on the facts. Is the project engineer returning to an occupation as a claims consultant, or is he just going to commence that type of work now? If he is returning to an occupation from whence he came then it will be somewhat more difficult to argue that he is going to "sell" the inside information that he obtained while he was one of your employees. If, on the other hand, it could be shown that he had no prior training as a claims consultant, and that the only real worth he offered related to the inside information that he had obtained while he was your employee, then the case for a restraint would be strengthened.

Conclusions

In today's high technology low longevity commercial society, it would appear to be most worthwhile to consider employment agreements with key employees as an integral part of the contract management function. These agreements should consider both post-employment restraints on competitive activity and non-disclosure of trade secrets or confidential business information. The drafting of these agreements has to be done so as to create adequate protection for the employer while recognizing that the former employee needs to be able to earn a living also. Courts will not enforce unnecessarily broad restrictions on post-employment conduct.

If there is no employment agreement which can be relied upon to preclude the objectionable conduct, then there should be an assessment of whether the information which is threatened to be misused constitutes trade secrets or confidential information. If the information falls into the trade secrets category, then the statutory or common law protections afforded to trade secrets disclosed in confidence to an employee will apply, and restraint will be available. If not, there will be a need to show that the information was disclosed in confidence to an employee in a fiduciary position, and that the confidence is now being abused. If this showing can be made, then restraint should be available.

Footnotes

� See Arthur Murray Dance Studios of Cleveland v. Witter, 105 N.E.2d 685 (Comm. Pl. Ohio, 1952), where the Court listed: 81 law review articles, 21 annotations, 10 legal encyclopedia treatments, 10 treatise coverages and a multitude of cases on this point. If all the state and federal court decisions on this point were listed they would probably total in excess of 300 cases. In the period from 1976 to 1982 there were in excess of 15 law review articles.


� See William Brill Associates, Comp. Gen. Dec. B-190967, August 7, 1978. 78-2 CPD § 95, citing ERA Industries, Inc., Comp. Gen. Dec. B-187406, May 3, 1977, 77-1 CPD § 300, Dillion Lumber Co., Inc., Comp. Gen. Dec. B-188631, April 8, 1977, 77-1 CPD § 249, and Celesco Industries, Inc., Comp. Gen. Dec. B-186597, August 30, 1976, 76-2.


� See Arthur Murray Dance Studios of Cleveland v. Witter of Cleveland, supra. They may also be precluded by statute. See, for example, Alabama Code § 8-1-1 which provides as follows:


(a)	Every contract by which anyone is restrained from exercising a lawful profession, trade or business of any kind otherwise than is provided by this section is to that extent void.


(b)	… one who is employed as an … employee may agree with his employer to refrain from carrying on or engaging in a similar business and from soliciting old customers of such employer within a specified county, city or part thereof so long as the … employer carries on a like business therein.


� For a good discussion of this point see G. A. Richards, "Drafting and Enforcing Restrictive Covenants Not to Compete," 55 Marquette L. Rev. 241 (1972).


� Lear Siegler, Inc. v. Ark-Ell Springs, Inc., 569 F.2d 286 (CA5 Miss. 1978).


� 42 Words and Phrases, "Trade Secrets" (1952, with Supplement).


� See, for example, Florida Statutes § 812.081. See also the proposed Uniform Trade Secret Act, which defines a trade secret as follows:


(4)	"Trade secret" means information, including a formula, pattern, compilation, program, device, method, technique, or process that:


(i)	derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable by proper means by, other persons who can obtain economic value from its disclosure or use, and


(ii)	is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.


� UWG §§ 17(1) and (2), as cited in Note, "Trade Secrets," 7 Boston College Industrial and Commercial Law Review 324, 330 (1965-66).


� Annotation, "Implied obligation of employee not to use trade secrets or confidential information for his own benefit or that of third persons after leaving the employment," 165 ALR 1453, 1454 (197). See also 53 Am. Jr. 2d "Master and Servant," § 104.


� See, for example, Nucor Corp. v. Tennessee Forging Steel Service, Inc., 476 F.2d 386 (CA8 Ark. 1973). In Mercer v. Roberts Co., 570 F.2d 1232, 1238 (CAS Tex., 1978) the court said the following:


The law will imply as part of the employment contract an agreement not to disclose information which the employee receives as an incident of his employment if the employee knows that his employer desires such information be kept secret, or if, under the circumstances, he should have realized that secrecy was desired … It is clear that not all employment relationships are confidential. … (citations omitted)


� See, for example, Sherwood v. Fibecs, Inc., 234 N.E.2d 531 (Ohio Comm. Pl. 1967).


� Arthur Murray Dance Studios of Cleveland v. Witter, supra, 105 N.E.2d at 687.
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